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Abstract: Aiming at the security problem existing in platform configuration attestation (PCA) of integrity report pro-
tocol (IRP) ,this paper puts forward a PCA based on authorization policy by establishing an authorization restriction between
respondent and platform configuration information. The authorization-based PCA prevents the tampering attack before the in-
formation of PCA is submitted to the respondent and the middle-man attack after the information of PCA is sent to reques-
ter. The proposed PCA holds the correspondence properties and solves the security problems about local and global attacks,
which enhances the security of IRP.
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1. create a non-predictable 160bit nonce (

P 2. ChallengeRequest (nonce)
<

> 3a. loadkey(AIKVpriy)

D 3b. retrieve Quote=sign{PCR ,nonce}apriv
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let policyDigest pers =

let policyDigest jocaiiy =

let policyDigest ,,=

let policyDigest ey =

let per = readpcer (x,policyDigest) in

let sml,= readsml(y,policyDigest) in
let aik, = loadkey (k,policyDigest) in

startedB(n,pcr,, sml} )
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let x, = hash(x) in
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let z; = eventlog(z,d) in
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0. PB : create policy and update policyDigest ' =H(policyDigest || PolicyAssertion) l
la. PA : create a non -predictable 160bit nonce

1b. PA : GenerateKey (K, K1)

2. PA—PB : ChallengeRequest (nonce, K7y)

3a. PB : Enhanced authorization commands with PolicyCommandCode
3b. PB : GenerateKey (K, K2, )

3c. PB : ComputeSessionKey(KpAB)

3d. PB : loadkey (AIK,,)

3e. PB : retrieve PCR and SML with authorization session

3f. PB : validate pd with policyDigest '

3g. PB : retrieve Quote = sign {PCR,SHAI(nonce, KPP )y

3h. PB : get stored measurement log (SML)

4. PB—PA : ChallengeResponse (Quote, K .enc {SML }, ) and cert(AIK i)
S5a. PA : validate cert (AIK )

5b. PA : validate sign {PCR SHAI (nonce, KIA")} vy

Sc. PA : ComputeSessionK ey (KPA®)

5d. PA : compute sml = dec {enc {SML} v }ons

Se. PA : validate nonce and sml using PCR

6. PA : create a non -predictable 160bit nonce |

7. PA—PB : ChallengeRequest (nonce,)

8. PB : compute res = enc {nonce; }KNH

9. PB—PA : ChallengeResponse (res)

10. PA : validate nonce |
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TR T IRP BRSCAAAE Y B R it 55 [ A
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sertion) , i —20 1 7E & 4 192098 3a N 23 PB JE

AR 1% PolicyCommandCode [ 11 Jay & X o # 52 #1
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()20 3e R 3 v X BAR S AT Bk, th T4 AX
5L 1) BB AR A 4 12 1 A A A A 0
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P A A AT .

E—AB 1) FERR 0 R B R Tt P W
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il attacker (logsml (x) ) , 358 J5 (1) IRP PMSCEK BTG
A4 DI AR W, B H( policyDigest | | PolicyAsser-
tion ), {575 R RR T 4 P 7 B 4678 A1 pd = H( policy-
Digest | | PolicyAssertion ) , A" §E #5475 111 attacker ( extend-
per(x,y) ) A attacker (logsml (x) ), FCeh A 7 i H I
SHA-1 A%, PRI L # 4R 15 policyDigest (111542
FEEN 02" A E G BBUR I A AT AT,
ARSI 7 58 AT ORAIET- 5 T I B ey S Pl 4.

4 REXLWRE

4.1 FEMEBIEPARE RS

F 4 IRP Ppisl v 9 °F- & BC & UE B G R, S0 00 R 4
G3 R 6 ECE IR B0 R e DL S A i S
BECEIENI RS WA F 52k 1] HP NC6400 A {5 %
e, AE B EHCN TFXL. 2, AT {5 B i A% CRTM 32
£ MA/MP 9K 5y, 484 2 G2 0 B X IH IR tgrabl. 5
HEAT & I TF A, #RAE R G20 Ubuntul2. 10, 7] 5 34 A%
A trousersQ. 3. 7 , A] (g A 2% 1% 2 % ] TNC@ FHHO. 8. 3.
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Struc Hrifi Jy 4% SML #E A7 42 Jmy Bt ik iU A6 1 28 Uit
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PCR 3 B85 11 28 Moo 5 i i 44 ot 05 R 2% AR B0 0E (1) At-
tackerEventStruc XL 5 %1, 3143 $ %+ PCR #1 SML #:47

P EFA PA

LINK of PCR 0:

Step 1:4b12393ea1f082a880e97dddc07efbb90f9c9290
Step 2:6af3f6c7b362ac1472927d903854b8f124ea083f

Step 3:37c8ad7d4e612aebbf772c97cf7610b4b1874c24
Step 4:b9db22588f47036f0583ef1d2b27fefdecl94c7a

Ffevent logift
ITEREIE

- T I N

R iR TSR TV it I 4 K
UKo 5B R ST,

SRR R UGEPCR
TAZAL )i %)

Us W N

Step 5:efdd844fd622e36b097e6ca099¢cd26cb66(f4b3f

LINK of PCR 4:

[
|
Step 1:323a7872a8c269943¢94802c8ec4fc3297120735 I
Step 2:a9fdeb07a0c479c74e3db3e9493d2c3189766507 | PCR4
Step 3:98ae0ed4175134b83d 108f79e706cf86a2674da2 |
Step 4:6e9aef6c214cb557c41b22be0f2d0531050d46€0 |
[

PCR
WAL

Ni%EFH PB

Tspi_TPM_PcrExtend

TCG_HashLogExtendEvent

TCG_HashLogEvent

PCR 4: 6e0aef6c214ch557c41b22be0f2d0531050d4620 ) e
PCR 0: 6509 B iESML

\
c
I
=t
Z
5
c

il PCR i;{_”gf{g TCG_CompactHashLogExtend
iy Al
it SMLAI
PCR int 0x1Ah

MPTPMTransmit

¢AttackerEventStruc>

<EventStrucl
perindex="0"
eventType="9"

eventDataSize ="14"

event="CPU patch code" />
<EventStruc2

perIndex="4"

eventType="4"

eventDataSize="4"
event="Delimits actions" />
¢/AttackerEventStruc>

digest="3BE698C77Q2 BFBC 726FDFI9BBC 1F520E61AF7C8F4"

digest="D9BE6524A5F5047DB 58668 13ACF3277892A7A30A"

|
|
|
|
|
TCG_PassThroughToTPM tGRUB |
|
|
|
|
|

TPM_Extend

BT R HElsML 8
At
i it ACPI# E fillevent log )
it ik 741
HIIGE: AT SML

<AttackerEventStruc>

<EventStruc
perlndex="0"
eventType="9"

Il 4Rl SML

digest="3BE698C77C2BFBC 726FDF9BBC 1F520E61AF 7C8F4"
eventDataSize ="14"

event="CPU patch code" />

¢EventStruc2
perlndex="4"

eventType="4"
[RESIEr digest="D9BE6524A5F5047DB5866813ACF3277892A7TA30A"

eventDataSize ="4"

event="Delimits actions" />
</AttackerEventStruc>

5 0B U E R A T UG B SE80 R G

Xof I i SC R R 56 1 28 Uik, X T 4 Ry ity SML
M5 ,7E Dolev-Yao BUi AR, N 25 Yr i 35 P, 35 )
2553 7 R TRP HRs b i) SMIL B SCiE AT 03k, 14
EventStruc 41 3& /1 (1) 7L JC4H eventlog (%, ,%,,y,,v,,z) 3k
B BUG % % 5 BUI LA 3 1 F4 22 HOBT Y EventStrue 45
RS I SML AT 46 B . PR PA WO Pk oz
Ela TEE T AP ER Sc TR IE RN A B SML £ iR

o F Rl SML &, Ay Bl 4 P, 72 CRTM
f%) POST [ B, i 73 TCG _ HashLogEvent , TCG _ HashLo-
gExtendEvent B{ TCG _ CompactHashLogExtendEvent
AttackerEventStruc jB i1 & SML, Z #i attacker ( logsml
(%)), PRAE PA BIPRER B )5 2P 3R Sc (18 1)
FTIR UK & 30 SML 1.

(2) Ffrl PCR

A B A7 # P A EFEAE CRTM fy POST B B,
terubl. 5 ff) Stage2 ¥y BZ, B{ 7 Ubuntul2. 10 1, 43 5l i
i 3k Ay 2 i TPM _ Extend \ TCG _ PassThroughToTPM
B )24 0 Tspi_ TPM _ PerExtend 22 il attacker ( ex-
tendper(x,y) ) , i A IRP PR % 1 PCR 5 R & &7

BB EE A — 20 I R PA W Bk i 2
J5 TR T 1255 Sc AT IR A& B SML 4%

(3) JR#k¥if; SML #1 PCR

55 T EANEE IV R UE 45 G 1 RTPISESGE &Rl A
25 ) JR R SML # PCR. A i i3 Pl kI4kEA T )R
BT PCR FlmEpHcsds SML. B 427E AttackerEventStruc
1Y EventStrucl A1 EventStruc2 #4 1 Hi 5 PCR,, PCR,
RIR R4l A, i 2ok Jmy 3 et SML K AttackerEvent-
Struc 3B Il & SML, 4K J5 i 2o J&) % B iy PCR 43 51 %
PCR,,PCR, £ ¥l attacker ( extendper (p,d) ). {#i 45 #k ik
HEE 1 5 9R 5c TR IERHR 29N - G L E R B
IE.
4.2 ZEWEFEWTEEEIERARS

N7 1A T P AT SR B SML A PCR,
i 0f TPM ()i 245 1 AT 5 A5 ). A% SO0 TF I 4 A
tpm _emulatorQ. 7. 4 JEAT ALK WS 22 4 1 58, 76154 1
AW A S EEE A TP S IR AL S5 AL, 32 S AL AR 250 )
14 sessionHandle, i #1 % nonce, <= iF & 4 sessionAt-
tributes F1#Z AU {H authorization 2 {5 &, F T %I PCR 1Y
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reset il extend #21F, LI M % SML 1) logevent & 1F 47
FAURG A BB M authPolicy 11,5 1 & 6 FI M 1Y 8 Fh
1&BL, B3 4% 40 PCR, locality , NV, PhysicalPresence #f
BEAE A RALET S, B 2055 40 signed , secret , ticket
CpHash #RGAE A RN RIS B EERGE M T

SER: FE 1 J5 A 8 45k TPM _ PolicyCommandCode %t 5 4§
ST AEE SR I A A HE VI AR B WS , AR SR TPM
PCR _Extend, TPM _ PCR _ Event #1 TPM _ EventSequence
SO T R MG A XI5 1
TR Y U2 Mk HEA T A

A T ERL REETAPB
|- =" fir 418 r——————— 1
PCR |
| ofraea Je ’ Other TPM TPM_PolicyCommandCode I ’ Trousers ‘ I
| | B Commands | |
| BU's I
| <1 ‘
| PCR | i 1ibTPM I i command
P Tspi_TPM_PcrExtend TPM_PCR_SetAuthPolicy () SR _
| CPRe i o | TPM_PCR_SetAuthValue() | | yofyseme [ _sessionhandle
[p— R | & TPM_PCR_Extend |« ' size field _
i S i nonce 3]“1‘/};)(
%E( TPM_PCR_Event | Sess';;:ﬁt:'lzutes XI5
J;j T q
gﬁ TPM_EventSequence | authorization
w\,/ — b e
+

PolicyCpHash

PolicyPP

e X5 B ENE BT Bt (9 520 R et

(1) Biiias)m/ Jmiisd; SML

X 42 R By SML &, i 1B 30 SML 7 2% %
5 E AN N enc { SML} o, W28 iy % PL M0k
SML 5k K™, N iz el 7 e T R AR ]
1T H.

Xt R SML i 5, AR A LI 7 4 Pl Wy
15 1 AttackerEventStruc , {H7E 8 #4422 11 TPM _ Even-
tSequence () I il & 1 AL G Ax &%, 5 E AL 8 Fh 4%
KU AL A AR 2 L T A et 3 P AR RESAS AR
H ( policyDigest | | PolicyAssertion ) , #f [fij attacker ( logsml
() B

(2) Biii )ikt PCR

Xt ¥R Bty PCR 5, W% & il i TPM _ PCR
SetAuthPolicy ( )} % 814~ PCR 8;—%H PCR H)#:4E 5%
ARG ICE, 5 R EB B SML AH[H], attacker ( extendper
() WRABASLHY.

(3) Biiu Ry SML #il PCR

BT R Bedy SML A sy o iy PCR EBAS BT, B
A i # P M 5 PCR,, PCR, JCHK (1 14 45
14 AHE o R B i SML ¥ AttackerEventStruc 18 il &
SML J2AS i 57 1, 3 i Jsy & Yo ifi PCR 43 51 %) PCR,,
PCR, ZZF) attacker( extendper(p,d) ) &4 ALY,
WG ER T SEBGE FEE TV R #R A T Y.

AN I B ECE I R R IRP PRl
ST BN AGE T 8. W 4 B, e TR
2Rl SML, 25 1b 29K 3¢ 7EPb -5 PA
WG PB ZENMG N T DH g1 scfied #, il T8
W TEAEA K™ T B 1k R ety SML AR 8 it
PCR, PR 3e 20 0K 3¢ il 1 AL 2 i Xt PCR A1 SML
T4 AR JEATAG A s 2D BR S AL PR Sd T T
XN J5 Y SML FEA T fifk 55 A

5 B4

-5 HC IR TR o8 B PR R DR L — 4, B2
RIS = TR AME TR R B 2 T Bz — , PCR i SML &
V-5 B E UE I R A, th T S E AL R,
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