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A bstract

ID-based public key cryptography can be a good altemative br certificate-based pub lic key setting espe

chlly when efficient key managenent and moderate security are required This paper pwoposes a prinitive called m xed

verifably enciypted signature schane (MVESS) and presents an efficent MVESS based on the D-based signaure

scheane due to Cheon, et al Then we provile san e theoretical d scussions for the security model forMVESSs and show

that our new scham e can be proven to secure w ih the hardness assum pton of the com putational D iffie-H e llnan problem of

pairings n the randan oracle model O urnew schane can be used as blocks to build efficent D-based op tin stic fair sig

naure exchange pwotocols which can be w dely used in signing digital contmcts e-payment and other electionic com-

merce
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