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Abstract: A fully homomorphic encrgption scheme was presented based on number theory research unit( NTRU) ,which is
provable security about indistinguishable chosen plaintext attack (IND-CPA). Firstly, to avoid the effective lattice attacks, we
modified the key generation algorithm of NTRU by Gaussian abstraction algorithm of lattices ,and the distribution of the key is not
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the Flattening technique. Its IND-CPA security was proved strictly under the standard model.

Key words: fully homomorphic encryption;number theory research unit; Gaussian abstraction algorithm ; provable se-

curity

1 3= FEPE RSA I PR 1A eIk [ S R B3 2000 47,
Gentry $2H T 45— 2 & B A1 I T 2 2

LRI VA F SR REF BRI S pioch e, Gentry BB 3L T A | 2 HLA IF
SRR SN XS DI SCHRATAIRE T AL RO S0 BT I e g 2 2 0 LS ) 23 [ B 52 B i
HRPIEA R H R BRI RT 238 B, P MME e, pieh e A A i A s r 28 2 5 U 25
BRRAPEOEOR B2 G PR MR FSME IR g4 maines s 2 oM 5800 F i S hRse b 55, 9%
W TR, RS MR FSORR T8 g apepo gy b iz 0, 26T 50 2 4
gﬁi+%%ﬁﬁﬁﬁﬁﬁﬁﬁﬁg B(JDZ)EH , ﬁt,élﬁl?‘ébﬂ% 7;7%”1 ,%:‘F‘ LWE ( Learning With Errors) IEXE l\‘ﬂﬂﬂﬁ\ﬁgé
ORI AR 2 AT TR FE 45 . FL7E 1978 4, Rivest Iﬂ?&ﬁ%m H&EE’\JQ%EI‘UEA{%)’?;%”'“ L4 {F Braker-
SR T RRAMEIES . AMRFESIEIES (e 1 WE ) BOY 7 A T
VR 2 MRS LSRR — B RTPIOERL. s 3 gy e B A4 I 25
ERERA W TREFSMERR ETBE oo e e i 9 Bootstrapping J7
BB A&, G, ElGamal 1185 44 ﬂi‘ﬂm »Goldwasser- %, Ml Bootstrapping J7 1% 1E J& Gentry [1) 4 [a] 25 % 77 &
Micali (R Paillier G WSLAIEIIE L0 M B e T

Wk H 8:2016-12-11 ;& [7] H 1 :2017-07 28 ; THAL 2w - INEE
FETH B R A RFLEH 4 (No. 61370188) ;“ -+ = H” E K% & 3 4 (No. MMJJ20170110)



o4 M PR AT NTRU (94 [R50 7 5 939

JRUAC TS i HELb'™ | 3% % 52 819 & BGV J5 8. 3C ik
[13 T4t — ol T ) 250 38 114 186 2 22 7 - . ek
(14 J 3 —FP ST By i RS I % 7 8, 7 /&
HF RLWE [RIMERIEE. SCHkl 15 T4 I AR A 54,
WEAR T3 SO TR,

NTRU 239108 1A i S J5 1m0 1k v ) gt 7
RFE" B NET L2 TR I B AR, NTRU %
AP L LZA g A b 9 30 AL B 30T 1) ) RBL , TT AR
Poo & oy, BAT 9 b, 9 B A A ] By i
NTRU i il Je: A 2e 4 97 NTRU i35 4 i) 8 4> 1
i R E /N B ik TR 1k L) M b i S SR 4 ks B
PRI, B30 A AT T B P, A A e 2 0 o 3 4 ol vp
BRI, R PO A S SR

i, Lopez 25 # Y 52 T NTRU A9 4> ] 25 i %% 7
2t (BB YA G A AE MG T 7 B 22 A R L, O 6
22 AP PR IE B AR SCTE G SRl 1, 78 %5 81 A IR
AN A B T T R B 2R B I, A R
3 u s T = Nl G koSO P W 9 B R S
SCES N dFRINZ , YR EZ . R Flattening AR
35—~ 4 R 25 4% AR i, 76 Br oSS TR ™ A i BH
T %R IND-CPA 244

2 HXEXKEFSERTR
2.1 fHXEX
EX1 ®wENFHTEE
PR s >0, XR" FREDTEEL L e A
/D,%%{%js:
—Trlx—CIZ)

VxeR",p  (x) =eXp( 7

MR bR s Hl e g B, s fil e Al E g 1 A0,

PR ceR",SE8 s >0,n 4E8 A, A BOFRN
k<n, & A LREHEGEIT AT
p,.(X)
P (A)

EX2 BH WSS

BT v LB — 4%, 4 t(n) = ( logn) , 1E
A (s,0) MIE RS n BIFERE L FEALYY 2] Mo pE 5 —
MR x—Z=Z N[c—s-1,c+s 1] A, UM
p.(x —c)KiH x.

EX 3™ g BT

BEWMANn g3 B e Z" ST N b, — 2
R 25 s, — it e e R" span(b, -+ ,b, )
ol by, b, BTER B A TR, By o — A Dy se
P — A, DRI

(1) & =0,3% [ 0.

(2)315 b, B b, 5 span(b, -+ ,b,_ ) IEMIEE

(1)

VxeA, D, .(x)= (2)

[r] 2.
(3) 115 ¢, B ¢ 75 span(B) bR 3T FR A ¢
(t,6,)

~(b,.b)

(4) L2 ST X Z 1 e il A B i,
— B 2Dy 1,11

(5) %t zb, + SampleD (B’ ,s,t —zb,) , H.:# ,B’ =
[bl ’.‘.’b]ffl ]

TEAH N2 228 SCHR(20 ).

EX 4P RLWE

XFRESEN, A f(x) =x" +1,Hp d 22 (9%
W2 q=2 HFHR—MEL S R=Z[«]/(f(x)),R,
=R/qR x =x(A)J& R E—A404i. RLWE, , [5]8 /&
i X LA A4S 23

(1) I\ R, 358Uk (a, b))

(2) B, 5N R, HIBRE s, Bl s—R AR5 34
SR a, R My HlithE e, , % b, =a, + s +e,.

RLWE, , fRBESE RLWE, | 0] U AR,

EXS B-FHEIiK

— I e e RJE B-FHY, R (el <B.

EX6 B-F5f

R FR—ZH A0 iy, b, oy B-FHH, IR x, it
W i 23505 e G A2 [lell, < B. ok & Ui, B- 43 A
7P B-AR 2T

TENX 7 IND-CPA &4

FE XL — DT 5 PR Z R xK, 43 BAR L
BB

WG AR B - Bk 8 18 A7 T 1A 1 1) 85 BH A= A
2 B A A A T

TS HLUTIRIB B BT B S, ) & 15 4L
TEARF BB SO B Z J5 , BT 7T LA 2 4y B B4 e e 4%
() B S, 45 BRI A ] B S ) % 3.

P B - T 3 B AN B SC m T omy  HE XA
B SCR IR 2R PRI, PR el b e 10, 1, IR B Pk
X ¢ =Enc, (m,) RiLGHHT

6 0 7y B« T PR 4 000 K 2 ST R LY b, 2
b" = b I, A TR St e 3k v 3R .

MR AL — A Z I R & T A, TRk b
RMEBIMER Adv,y, ) (A) T2

1
Ad”/s\’n-cm(A) T =negl(A) (3)

Horp negl JERTLLZMG A S T7 RN 2 2B 4L
Ui A i & IND—CPA “Z 4 f1).

2.2 SHRIRTRIER
XFLESHE N, TR SRR
B n=n(1).

eR.



940 H +

EE ¢ 2018 4F

p=p(A),q=q(A).

n RZIHK d(x) =¢, (x).

HR=Z,[x]/(d(x)) LA B(A)-TLHIRE
gt x =x(A).

ST RPMICE a(x) =a, +a,x + -+ +0Lnflx"’1 JE
i 2 u8FR N llall, =maxilel},i=0,,n-1.

ZH a() R a, el ~Lg2],,Lg2]1 FF
LRI T U,

3 NTRU finZ &l

3.1 NTRU mzs" "

HHEM KeyGen:

FEZIAIR R =Z[x]/(x" = 1) o, Bl HL 326 L A~
ZIA S, g , B AN -1, RECHER p,q EBE LD
ANt ER R R ged(plq) =1,q Hop K TS
JERE p FIRE g #RAA R, Sy el F L F,RD

F,xf = 1(modp) (4)
F, xf = 1(modq) (5)
IR h=F, % g(modq) , iRz TFH1 1) modp , modq J&:

EESUENEES GRSt | IR S L

2°2

EMibE 8

B2, N8 pk = h , F08H sk = (f,F,).

7% Enc:

m o NI, W N - 1, RECH AL BEPL
PR —AZ I &, IRECH N -1, RECHEEL

¢ =pe * h + m(modq) (6)
fi# % Dec:
BT a=f*c(modg) , Horh a 1 REUR TH S

{ _%,... ’%} RIGITE m =F, x a(modp).

3.2 Ay NTRU izl

AL KeyGen (1) :

A NGRS

BRI L o, 15 £ 7T DR s n
TR Sf=p - f + 1, K AN B ET 0 A6 Dy,
HRIRRE— A2 B f = 1 (modp ) , AT 75 A %% 2ot
RN = 24

fiAN:n,qeZ ,peR ,oceR Hf R" &R HH]
WOTRER R, =R/qR=Z [x]/D.

iy — X (sk,pk) e Rx R,

HARAE G RRAT

(1) NE BT AT Dy, FIEES ", & f=p - f ' +
1,402 fmodg ¢ R, HHTHURE.

YRR n BRI AT R IUECh n 1) 2 50
XL WRIECH n 2T, R, L g 7] 38 2 00X

FRERAR A, DR, 6 2R R 0 f ISR 2 FRAIE T f
ALV R, O B2 A .

(2) NBSHGS Hr 04 Dy, PHUFE g, AR gmodg ¢
R, HHTIURE.

(3) iR BIFAEH sk =/, N pk=h =pgf "' R, .

Enc(pk,m) ;

WISCR RN, A WA TN R=2 [«]/
(d(x)) EHEATHY, BIRE ¢ FIEE & (x) i85

Byt 9% 3C ¢ = hs + pe +m, Horp s Fl e ERIE M x il
P 210, H ce R.

Dec(sk,c) :
m =jfc( modp) (7)
T AT IERRPE ST
m =fc

=f(hs +pe +m)

=pgs + fpe +fm

=p(gs +fe) +fm

=fm(modp) (8)
o PR A AT AL f = 1 (modp) , IERRTERHIE.

4 ZEFEMEMES

B ASCER 19 ] P LA B EH Flattening £7K.
— A a = (ap, 0 a, ) RSB B RN AT
BitDecomp(a) = (ao,o TN AN S|
2, AT AT DA HeRe s TR R X A i, AT
BitDecomp ™' (a) = ( z Zjan.j,---, 2 Zjak,l,j)(9)
Flatten (a) = BitDecomp( BitDecomp ™' (a) ) (10)

SRIG BT GRS ) NTRU Jiin 28 1A i #4) 38 42 [ 25
GTE T SRS

A A KeyGen:;

SRR NTRU il %5 J7 58 1Y %5 B A6 R 125 A ).
B, kA b e S R B A B A FABA R, 3 A AT LA
E A BRI Tl TR IR £ i 3 BT B 43 A s 2

ﬁﬂ%%/ﬁ Enc:

Yo, B — A m e Z,, 9% J5 R Bt g
NTRU Jin 5 (4 (0 i 8 B Xt 0 A7 m #7452 — 4K
JE L =logg WY 31 & ¢, 40 h -

c=(c, 1 ,¢, 5, ,¢) (11)
Fo e, JE B BGHER NTRU (9 i 44 i %5 0 Jn 2 45 21 (1
2 BN, e, = hs, +pe,.
FIF BitDecomp 3t ¢ #Ab Ry —A~ 1 x 1 46 C,40°F
C = BitDecomp(c") = (¢,_, ¢, o, ,eq)  (12)
L) JE—A b 2o
SRIGTTE C' = Flatten (I, - m + C) ,Jovp I, N1 x1
B R

M



o4 M PR AT NTRU (94 [R50 7 5 941

C' R R 8, m X g 1) %3 SCHA R

fif 2% 578 Dec

WU C' (Y f G —1T , 3B BitDecomp ™, 1I°F -
BitDecomp ™' (Cy ;1) ,Crosay s+, Croy) =Cy (13)

m=[C,f]=modp (14)

OO AL Eval.
C, = Flaiten(C, +C,) (15)
C, = Flaiten(C, - C,) (16)

5 ARG

5.1 IEFMESH
H I S8 w0
C =BitDecomp(c")

= (C;{l ,C;Ffz ) ,C;)

Ca-1i-1n  Cu-11-2 77 Cu-1,0
| Ca-2i-ny Cu-2a-y 7T Cuiap) (17)
Clo.r-1 Coi-2 77 Coo
Hor e R iR 200 ¢ A j I R
I -m+C
m 0 0
0 m 0
0 O m

5.2 FIFEMESH

IRz EIE
Cigporyg-n tTmy Cra-1,0-2) Ci(i-1,0)
, , Cra-2,1-1) Ci(1-24-2) tTMy == Cl-2,0)
C +C,= . .
Ci0,i-1) Ci(0,1-2) Ci0,0) T

Crii-tg-1y Ty + 6y 0y T,

Ci-2,0-1) Y Cuao1y

Cro,i-1) T Cr0,0-1)

C, = Flatten(C, + C,) ST b T A 0 B4 4y 0/1
L
X C 35 A [ 25 i S 0 A T R
B SRR S —4 T, I BitDecomp ™ HITF ;
BilDecomp’1 (01(01,71) +Cy0u 1) 5 Cr00) T M

+Cy00) M)
-1
=m, +m, + z 2°(ei0. + Ca0.0))
i=0

=my +my +¢ ) + ¢y, =C5

Cri-1,0-2) T G122

Ci(roai-n) Ty +Co 50y T,

Ci0,0-2) T C20,1-2)

Ca-i-n Ca-1y-2y 7 Cuoio

c c e e

(1-2,1-1) (1-2,1-2) (1-2,0)
+

Co,i-1) Co,1-2) € 0,0

Co1g-1 tMm Cli-1,1-2) Cli-1,0)
_ Ci-2,-1) Clioggpy Tm oo C(1-2,0)

Clo,1-1) C,1-2) Tt Cp tM
C’ = Flaiten(I, - m +C) (18)

Flatten PREEF T A B AL R 0/1 FE .
PO C'W e —17 TR
BitDecompf1 ( Coiiy»CoiaysC )
= BitDecomp’1 (Couty +Coany s " 2Co0) + m)
-1
= Y 2'C' .,

i=0
-1

=m+ z 2ic(0‘i):m+c0 (19)
1=0
C,=m+c,=m+hs, +pe, (20)
C,f =(m+hs, +peo)f=mf+pgf_lsof+peof
=mf +pgs, +peof (21)
LC, flmodp = (mf + pgs, + pe, f) modp
= mfmodp (22)
F=1(modp)
LC, flmodp =m (23)
UEEE.
Cyr-1,-1 M, Car-1,1-2) Ca(1-1,0)
Coi-2,0-1) Cot=2,-2) Ty =" Ca1-2,0)
C20,1-1) C20.1-2) Ca0,0) T 1M,

Ci-1,00 T C20-1,0

Ci1-2,00 T C201-2,0)

Cr0,0) T My +Cy00) 1M,y

Hrp »Clo) :h31<0) +De 0y »Co0) :h32<0> +Pe0)-
L C.fJmodp
=(m, +m, +hs, o) + Py + sy, + ey ) fmodp
-1 -1
= (ml +m, +pgf S10) T Pe0) +pgf $2(0)

+ e, oy )fmodp

=m, +m,
Tk R A5 E
Fe ik [l



942 2 F = R 2018 4f
Cii-1,-1) My Cii-1,0-2) Cii-1,0 Coi-1,-1) T, Cai-1,1-2) Ca(1-1,0)
. , Cra-2,1-1) Ci(ioay-n) TMy == Cl1-2,0) Coi-2,1-1) Co(iony-n) Ty oo Cr1-2,0)
Cl : Cz = . . . . . . .
Croo,i-1) Cre0,1-2) Tt Cr Ty Cr0,1-1) Cr00,1-2) Tt G0 T,
(24)

C, = Flatten (C, + C,) 8 |- 38 5 W5 # 4Ly 0/1
FE%.
T 4 HE T 25 A 2 T A7 i
IR AR M RS — AT TR O
Croa-n * Lenoraiy Tmy ]+ e )t gy *
e I
Cioa-n * Caimtay Tyt LGy +my ]+

-t [01(0,0) +my ] - €200,1-2)

Croi-1) " Cai-1,0) TCr0.-2) " Coim20) T
-4 [cl(o,o) +m,] - [02(010) +m, ] (25)
Xt G — A IC R N BitDecomp ™ | Z5JUNTF
2[7101(0,171) * G- +2[7101<0,172) * Cypoag-n T

+217161(0,0) * Cr0,0-1) +217201<0‘171> * Con-2)
+217201<0,172) * Cyngopy T +2lizcl(o,o) * C0,1-2)
t Gy T Ccr0) TC00-2) T o)
+ o+ C0.0) T S0 +217101(0,171) s m,

-1
+2 Cro,0-1) MYy

1-2 -2
+2 Ci0,0-2) " M +2 Cr0,0-2) " Ty
totCp0) T My H g0 Y

+m, +m,
1-1 1-1
, i i
= z 201(0,1-1) * Gy T z 2 Ci,0-2) " Cai-2.i)
=0 =
-1 1-1
i i
+o At 2 2 Cr0,00 " €200, T 2 2 Ci,n * My
=0 =0
I-1

i
+ z 2 Coo.py © My +my c M,
1=0

=Cro0-1 " Cu-1) TCi0-2) " Caony

+tCo0) T G

+ i) "My +Cyy Myt s M,

:C3

B e ey B 0 s, K i =001
=1 Rl e,y =hs, ) + ey »Cay = sy + ey

LC3me0dp = [01(0,171) * Gy YCl0-) t Gy t

t+ C00) T Ca0) TC0) T,

+Cy) * my +my + my | fmodp (26)
4%7‘ Ciiy = hsl(i) + peyy, Gy = hszm + peyy h =
pef " .f = 1(modp)iif Ax(26) 14
LC, flmodp =m, + m, (27)
e 12 [ A PEAF L.

5.3 REMSH

EE 1L RLWE,, BWMEMRB T, A S04 [ 2
I AR & IND-CPA 2242 ().

UERR SE BRUEP]R AI2E TR Y Game-Hopping J7
2 WAL — A 2 I R T AL T Advyy, oy
(A) FIRTETF A TEUF R PR I A HE 2.

Game0 ; FRfERY IND-CPA %k, BV, #3642 )
BINET T KeyGen 55315 4242 MU A8 pk = h 3845
T A A B4 U5 IR 305 HLERE 5. Pk s Bk
1% 3 ¢ = Enc,, (my) 80T A 221K X5 ¢ Josk i i B SC
m,,be {0,1}. GameO FET A IEH K
Pr[A(pk,Encpk(mo) =1)]
—Pr[A(pk,Encpk(ml) =1)]

(28)

Gamel ;: Gamel 5 GameO {%) X H| 75 F 281 pk 694
J T Gamel WA pk AN A sk =/ A
FERRAS B, T2 BN R, FEAL A 2 B Sk
(20 ] g th AR B o i 20 A it ROREAR S R B
SIES B TP e N I s (R v 3 o O R W 7. s
Game0 5 Gamel ,

| Advgpy (A) = Adipyip () | =0 (29)

Game2 : Game2 5 Gamel [ X HTET Game2 1IN
B S AN P R 4 (] 285 % A b i Rl S B9 NTRU
TN L AT N R B0, 1 HR AL 5]
B ph Sk [ 19 ] 57401, BitDecomp , BitDecomp ™" |, Flatten
VEFEAS 20 7 Z8 19 22 Ak 7 AR 52 . AR 4R SRR [ 23 ]
NTRU a4 i 2] RLWE [a] 385 ) $1L.24 , AT H1 Game2 55
Gamel H1, & T A By 2278 T i e RLWE [A] 31 (1)
L

Advyy_cpy (A) =

|Adv,,,,(A) —Adv,,.,(A) | =RLWE, Adv(A)
(30)
Game3 : 7E Game3 H, PRk 25 HH PR % S ¢ A
TR N R B, TR HLE ST A 10, 11 R AL
BI5) ik HL. Game3 1% 2 VE53HT 5 Game2 AH[A], A
|Adv,,. (A) - Adv,.,(A) | =RLWE, Adv(A)
(31)
2, TE Game3 1, PR 25 0281 ph, Pk A
e BAEFEHLEY, SIS m, b e {01} WA KR Hitt,
T A 7E Game3 H LA 0, B
Adyg,,. (A) =0 (32)

SdX

s0X



o4 M PR AT NTRU (94 [R50 7 5 943

i1, i (28) ~ (32) T 1%
Advy,_cpa(A) =RLWE, , Adv(A) +RLWE,, Adv(A)

Wik, 75 RLWE,, W R XMER BT, Advy,_gpy (A) 7]
2%, AR SC A AR 2 0 R i 2 IND-CPA 22 42 1.

6 /NG

NTRU Jin % (4 il J& J5 70 8 58k v de sz 5 Bk i
Bk U s s g s AR 2 T T iz N,
i H, BRI S & B NTRU & 3 AS RE P A0 5 F I
i AR B I AT IR B 22 4 R) R — B — N B AR P )
[ 4 [R) 2504 2 H A 25 05 2= 0F 58 A S I 8, &=
WE ERR LIRS maEsa iz .
ASCHEET i i NTRU Jins (i, 4 th —F o8t i) NTRU
T A i 35 TR S g AR, I Flattening £
AP —FP T NTRU i 25 (A il i) 4 [m] 25 0 45 5503
TEFRUERL AL T UEN] 1 4 [5) 500 9% Jy 28 BE £ W SC et 1)
A X 3P IND-CPA 24>,

5% ik

[1] RIVEST R L,ADLEMAN L,DERTOUZOS M L. On data
banks and privacy homomorphisms [ A ]. Foundations of
Secure Computation| C]. USA; Academia Press,1978. 169
-179.

[2] GAMAL T E. A public key cryptosystem and a signature
scheme based on discrete logarithms [ A ]. Proceedings of
CRYPTO 84 on Advances in Cryptology[ C ]. New York:
Springer-Verlag,1985. 10 — 18.

[3] GOLDWASSER S, MICALI S. Probabilistic encryption &
how to play mental poker keeping secret all partial infor-
mation[ A ]. Proceedings of Fourteenth ACM Symposium
on Theory of Computing[ C]. New York: ACM, 1982. 365
-3717.

[4] PAILLIER P. Public-key cryptosystems based on composite
degree residuosity classes[ J]. Lecture Notes in Computer
Science, 1999 ,547(1) ;223 —238.

[5] RIVEST R,SHAMIR A, ADLEMAN L M. A method for
obtaining digital signatures and public-key cryptosystems
[J]. Communications of the ACM,1978,26(2) :96 —99.

[6] GENTRY C. A Fully Homomorphic Encryption Scheme
[D]. USA; Stanford University,2009.

[7] DDK M V,GENTRY C,HALEVI S, et al. Fully homomor-
phic encryption over the integers [ J ]. Lecture Notes in
Computer Science,2009, (4) ;24 —43.

[8] BRAKERSKI Z, VAIKUNTANATHAN V. Efficient fully
homomorphic encryption from ( standard) LWE[ A ]. Pro-
ceedings of Foundations of Computer Science[ C]. USA:
IEEE,2010.97 - 106.

[9] MANDAL A, TIBOUCHI M. Fully homomorphic encryp-

tion over the integers with shorter public keys[ A ]. Pro-
ceedings of Conference on Advances in Cryptology [ C].
New York: Springer-Verlag,2011. 487 —504.

[10] CORON J, NACCACHE D, TIBOUCHI M. Public key
compression and modulus switching for fully homomor-
phic encryption over the integers| A . Proceedings of In-
ternational Conference on Theory and Applications of
Cryptographic Techniques[ C]. New York; Springer-Ver-
lag,2012.446 —464.

[11] YAGISAWA M. Fully homomorphic encryption without
bootstrapping [ J ]. ACM Transactions on Computation
Theory,2015,6(3) :1 - 36.

[12] HALEVI S, SHOUP V. HElib, Homomorphic Encryption
Library[ OL]. http.//shaih. github. io/HElib/,2012.

[13] ZAR, T 5 T [R) 250 %% 1) & 30 2 O f s 0 H o

[J]. B 72442 ,2013,41(4) . 798 —803.
LI Shun-dong, WANG Dao-shun. Efficient secure multi-
party computation based on homomorphic encryption[ J].
Acta Electronica Sinica,2013,41(4) 798 - 803. (in Chi-
nese)

[14] SFF A Ff R KO , Ot #% , HE oA, ) H] RLWE #4 &

BT H i 2 a5 Al [T]. i 7274, 2016, 44
(12) .442887 —-2893.
XIN Dan, GU Chun-xiang, ZHENG Yong-hui, GUANG
Yan, KANG Yuan-ji. Identity-based fully homomorphic
encryption from ring learning with errors problem[J]. Ac-
ta Electronica Sinica, 2016, 44 (12) 2887 - 2893. (in
Chinese)

[15] CHEN H, YUPU H, LIAN Z. Double batch for RLWE-
based leveled fully homomorphic encryption[ J]. Chinese
Journal of Electronics,2015,24(3) :661 —666.

[16 ] HOFFSTEIN J, PIPHER J, SILVERMAN J H. NTRU: a
ring-based public key cryptosystem [ A ]. Proceedings of
the 3rd International Symposium on Algorithmic Number
Theory[ C]. Berlin: Springer, 1998. 267 —288.

[17] tath, ¥ = & NTRU 90 AT 504 RO T]. f5 R
L4 A AE R 2007, (8) 136 - 38.

YANG Ming, CAO Yun-fei. Application prospect and a-
nalysis of NTRU[ J]. Information Security and Communi-
cations Privacy,2007,(8) :36 —38. (in Chinese)

[18] TROMER E, VAIKUNTANATHAN V. On-the-fly multi-
party computation on the cloud via multikey fully homo-
morphic encryption [ A ]. Proceedings of Forty-Fourth
ACM Symposium on Theory of Computing [ C]. New
York, ACM,2012. 1219 — 1234.

[19] GENTRY C,SAHAI A, WATERS B. Homomorphic En-
cryption from Learning with Errors: Conceptually-Simp-
ler, Asymptotically-Faster, Attribute-Based [ M ]. Berlin;
Springer,2013.75 -92.



944

BT

Eihd 2018 4E

[20 ] GENTRY C, PEIKERT C, VAIKUNTANATHAN V.

[21]

(22]

Trapdoors for hard lattices and new cryptographic con-
structions[ A ]. Proceedings of DBLP [ C ]. Germany:
DBLP,2008. 197 - 206.
LYUBASHEVSHY V,PEIKERT C,REGEV O. On ideal
lattice and learning with errors over rings[ A |. Proceed-
ings of Eurocrypt 2010[ C]. New York: Springer-Verlag,
2010.1 -23.
SRALL, B, BB BE T R-LWE [T 7 NTRU
TS T]. iR, 2012,25(5) 76 - 78.

EE®E T

E=FE 55,1965 £ 9 A, i i EAE
N B AL B 27 e 2% BF 5 U 28 41
2 R

E-mail ; lizichen@ bige. edu. cn

WEE(ERFEEE) «,1963 43 i,
TRIHT 2 N B AL oL 7R 24 e B 20 W
FEI7 1A R R D v | R A .

E-mail ; zhangjm@ besti. edu. cn

[23]

ZHANG Jian-hang, HE Jian, HU Yu-pu. A novel NTRU
encryption scheme based on R-LWE problem [ J]. Elec-
tronic Science and Technology,2012,25(5) :76 —78. (in
Chinese)

STEINFELD R. Making NTRU as secure as worst-case
problems over ideal lattices | A ]. Proceedings of Interna-
tional Conference on Theory and Applications of Crypto-
graphic Techniques: Advances in Cryptology [ C ]. New
York: Springer-Verlag ,2011. 27 - 47.

B (BEEE) $,1978 42 Al
TR TOLA. B A AL S0 TR 24 B/l 200
BT J5 1) Ry 2 S A5 B2 4 G E 2 4
E - mail; yy2008@ 163. com

SKIEWS 40,1992 4E 1 A AR, IR I FH
N 2017 AEERN TG 2L TR R 2, AR A8 A
VAW LI e PSS o P TS
E-mail ; 1185238590@ qq. com



