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Abstract: RSA and its modified schemes ( which are called by a joint name,RSA-type encryption schemes) are still
deployed in many commercial systems where data security is very important. Analyzing RSA-type encryption schemes, we
find that: (1) to the best of our knowledge, all these schemes are merely secure against adaptive chosen-ciphertext attack
(CCA2) in the random oracle(RO) model,and there is no RSA-type schemes yet that is indistinguishable under adaptive
chosen-ciphertext attack in the standard model;(2) there is no RSA-type scheme that is secure against chosen plaintext at-
tack( CPA) but keeping multiplicative homomorphism, whereas encryption schemes with homomorphism are important for
secure multi-party computations and secure cloud services; (3) except for the Hybrid Dependent RSA ( HD-RSA) , all the
schemes introduce randomness into ciphertext by a Feistel network with hash functions; hence, this brings all the schemes to
achieve IND-CCA?2 security merely in RO model. In this paper, we propose two RSA-type encryption schemes that only need
a few more modular arithmetic operations. One is indistinguishable against chosen plaintext attack with homomorphism,
while another is indistinguishable against adaptive chosen ciphertext attack in standard model. Both schemes are probabilistic
without plaintext padding. Furthermore, we propose a new variant RSA problem, which is called RSA decisional problem
(denote by DRSA).
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(ii) T4



%8 JUARH AR ERLEL T 4T CPA 54 CCA2 1) RSA BN J5 58 1941

(C, -+ (€' mod N)) mod N
=(((K) "mod N) - ((ME)*)" mod N) mod N
=(((h) "mod N) « ((ME)Y*™ *" mod N)) mod N
=(((K) "'mod N) - (Mh' mod N)) mod N
=M M, -1 mod N
=MM,
3.2 AR2LNA
T I, BARTESE I IND-CPA 2 4 (1 [a] i O 455 1
Tk [R5 B AN REDL CCA2. Ny 1S9 i Y 44 4
PR, DURHE T, i [R) SE A, it 25 07 %2 10, # m—
ANEESCATE R 2, 159 3] — A TE bR fERE BT 5t CCA2 1)
RSA e 5%, iZ 7 EFAEH Key Generate , Encrypt £l
Decrypt = A~Ffi WL 7L 41 . AT Hg b 11, (KGen,
Enc,Dec) :
KeGen : ZWCZ RS H 1" I N 77 A4 i 4
(1) A E R R R p g, I N =pg;
(2) M Z ) DL ged (e, dp(N)) =1 Y e,
FHABILRBY A RITE DR de Z,, i /2 ed
=1(modp(N) ) ;
) EEM D HERECN, ,AERITH g, = g BITEER
Pyt G, b N, <N HY5 p g HE;
(4) BEBLZEFE ), %5, 91, 00,2€ 2y, 81,8 € G IF
R
di=g' - g7,d, =g - &' ,h=g;
(5) KAAHI(N,N, ,g,,8,d,,d,,h,e) ; B FAY]
(%, ,%,,%1,72,2,d).
Enc: JHAYI(N,N,,g,,8,,d,,d,,h,e) EUTF 55X
XPBHSC M < N JEAT s -
(1) BEHLEI— re Z, ,JFiTH5
C,=gmodN,,C,=g,modN,,
h" =h"modN,;
(2)H5:C;=(M « h'") "modN, FH-545 h';
(3)HHE a=H(C,,C,,Cy) w=d] - dy";
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p T (R (modN) e Zy |
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Dy, s 252U [B) AN AT X 43 1. 5 000, 6 ) DA 358 43
A1 Dy EIEAE R X 348 K53 Dy, 5 Dy, IR A SE X
AR EIE ST LUE Ry XA a2k X0 25y 5 Dy, , T
XA ZYy 5 Dy, et BN X3 () S S AT .
5 ZREMIERA
51 AR, NEEH

EIE 2 40IR DRSA HJ g 1 [A] R 22 10 2 ) [R] X
F AR, N5 58 IO AR R SO N BAT A AT X p 2 4
¥ HJ IND-CPA 24>k,

IEBA : FLE DRSA BRARE 1 TAE X T .

(1) BT B RA R REH (NN, ,g,h ) ;

(2) BEHLEI— AR 0" [ re Z,, IFITH

C, =g (modN,) ;h" =h"(modN, ) ;

(3) 5 C,=(M - h')"(modN) , FFHHER h';

()Xo d e {0,1];412R d =0, & T =
M (R (modN) AN d =1 B, U T =R;

(5)¥(N,N,,g,h,e,TM,(modN) ,T) Kk L FL T

1% I1, ( KeyGenerate , Encrypt , Decrypt ) % 3. 1 #3473
FRAR I T 58 A2 R — DTG TT, AR 2 T
T & HHT A~ A PubK (N) % # 3G
PR R R AT Oy st — A iR Pt DRSA 1) 55
%7

Hix7s

L it DRSA PRAE KK (N, Ny, g ke, (N,R),T) (BFHARM
BE(N,R)KH Dpyy '3 Dy, PHIE—A7041) 5

2. & Kpy =(N,N, ,g,h,e);

- BHREERSEN 5O Ky RABT 4;

SOk A2 A SRR My 5 M,

- BEALEIR—A~ b e {0,115

- CT = (g (modN) , TM, (modN) ) ) IHf €™ SR ETLT 4

- A REEE X b ISR

R I D =0 A d =0 IR b£b A d = 1),

0 N N W bW

AR Z I (A A B hids DRSA 2242k
AR T DL 2 SOR g an T
Pr([d=d']

=Pr[d=0]Pr[d=d'|d=0] +

Pr[d=1]Pr[d=d'|ld=1]

=0.5Pr[d' =01d=0] +0.5Pr[d' =1ld=1]
=0.5Pr[b=b"1d=0] +0.5Pr[b#b'Id =1]

#d =0, DRSA $k K # & T = M~ (h')"
(modN). By i TR AL HHE L 2 KK
(view) 55LBr 2 Bridy TH, 1Y PubK"', 17 3% H A4 40 141
AT XA FTLAAE d =0 B, b =b' IR 58T .2
AR PubK”), AHESRASE , B

Prlb=b"1d=0] =0.5+¢ (2)
A7 d =1, DRSA $kikEE T =R KA RTEZ, 2%
XA, BT LA RM, (modN) £ Z,, AR 2] 53 A iy, Hoh
ST g h My M5 b AP g b RM, (mod V)
b SEPIPIAH E AN . P, A8 K, FIEESC CT IR
MERARMTET b BE R AT AT A 0" (BT 7 far i
X b BFEINESSR) 5 b WA . S b =0 Fil b
=1 AR R A RS A A 1Y, PRI

Pr[b=b'1d=1]=0.5 (3)
(1) (2)F1(3)15:
Pr[d=d']=0.5(0.5+&) +0.5x0.5=0.5+0.5¢
(4)

B, 54k .7 i 1% DRSA 2 4 i 3k 19 4 # R
|Pr[d=d'] -0.5]=(0.5+0.5¢) =0.5]=0.5¢

B DRSA R HIE L 7 pids & 2 iF i DRSA %4>
TR 3 v Z WS 1, BT LA 0. Se &N Al ZUms . M
ATDIE o 2] 2. I ECF 2 R T
WA PubK™' v UBE LA AT Z W8 ) L & AR M. B LAy
22 [1, & IND-CPA %2 42[1).

5.2 ARIL,NZEMN

EIE 3 4R I, J2& IND-CPA “&Z2 2% 5 %8,
II, 12—~ IND-CPA ‘&4 1y ) .

BN R I, 5% 0, A, Rigm 7 —
M SCAUEE R, B D % 1L, 5 IO, FEHUAS IND-CPA
AT F . XEAES. 1 i 2 &kl 1T, &
IND-CPA % 4= {5 %, B LA 11, t1J& —~ IND-CPA
AN T E.

EE4 R I, & IND-CPA ‘&2 W% 5 %2, JF
HovJE(C,,C,,Cy) ME—FRiR (BOAE) , W 10, & —A4
ND-CCA2 “Z 41y N Jy %=

UERA - FEAUE I LS < KR 0, X 85 SRy
Pk A SR 19 ], AR REAS UE IR 7 2 i = ] 17 N Ph s
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ORI A SRE ST T AP AR T B AR A 1 5 S (FR
VEATEE ) JUI3R [a] 1 28 SO0 17 A T 8, M5 5 DU Bk i
4D TE M 2 [T 28 04 17 PROR SR Bk i o Wi 1
i [ S e oot = Wt s S (1 Pl = N v PR O[]
SCLUNBR T AT Z B8 AR AN B KR M2 R A L7 BT
Z 1, % EHAIA 2SI IND-CPA 4.

W A JEN 5% 1L, S50t CCA2 (A3 2 1 =
] T 5 B ValidQuery Sy #(F-7E IND-CCA2 ik [
PR A BT I (A %0 Al %% ik [e] 4, BIRGT .2
PEAC L PRI A 11 ik 28 1) ) AN 2 e i DA R R A0 (sl
BTN R R HC(C,, Gy, Cy o) | TR T
WU Z AT (B8 F 215 20 A9 B SC% et A et
WA 1 (C,L, G, Co ) A ERE S, (C),C,,
C'y ") R EhE %S

ER1: (C',,C,,C,0")#(C,,C,,Ch,v) 0" #v,
XA G LA Z R i 25 S ik, il .

(1) BEE—DFELEL ' e Z,;

) EIHE X C=(C,,C,,Cy ) TE I %
X C,,C,,Cy

(3)i5:a' =H(C,,C,,Cy) ' =d, - d}"

(it EC:C' =(C,,C,,C ).

B 2: (C',,C,,C')#(C,,C,,C) N o #a,llt
FiEIEA 2 R D % SC s, et

(1) BB ABEVLEL 'y, 0y, It e’ = H(C,,
C,,r') w=d «d",

(2)H3.C' =(C,,C 'y 0").

BH3: (C',,C,,C,) #(C,,C,,C) Na' =a,iX
i T A5 22 b O il %% SCI 7 1.

JIF LA -

Pr[ PubK', (N) ] =1]
< Pr[ ValidQuery ] + Pr[Pube‘;‘jznz(N) =1 A ValidQuery |
BT

GRS R T PR L, IR A HE 4 BT

WIS 1 BT W 2B MRS, Pk T4 P A G
X0 3C, B P ValidQuery | =6"(N) J& 7] 221 Y.

B AR F ValidQuery %Az, I8 2 T 50
Dt 7BHE (C, L, C,, Cy) BYME—IATIE.

BATET BT N (LD RBFTE A P = (v, ,x,,
Yioy,) € Zy WA A B o log, (+ ) icfE log( - ), I
BB =logg, TEMTFBERK, M P=(x,5,y,7) cZ &
Mk < Ery—ABEPLA 4k 2 %R (5) .(6) 5
(7)

logd, =x, + B, (5)
logd, =y, + By, (6)
logv =r %, +Bryx, +ary, +ofr,y, (7)

25 H TR V- 0 2 2R 253 (T) dh Pk A 114

.

PRAEAR T T 42 52 1 ik %5 ) 1) 2 — > T &% 3
(c',,c,,C'v")#(C,,C,,Cy ), i logC', =+,
logC', =@r', F:H ', #r',. o' =H(C',,C',,C',).

TR & EaR =R

R 1. (C',,C,,C,0")#(C,,C,,Ch L) 0 #u
WX FETE R, BIR o = a H o' #o, X255 H K
AR 4 T .

&R 2: (C',,C,,C',) #(C,,C,,C) FFH o' #a
FRAE S PR USSR (8)

logv" =r" 12, +Br'sx, +a’ <1’y =y, +a’ =1’y - By,
(8)
BT R TET 7, 5 DU e 0 e TG a8 S (1l i )
SR
1 B 0 0

0 0 1 B
det
r, B, ar, apr,

'y pr, a'r', a'r,
=B (r,=r))(r',=r")(a-a')

AFEER(5) L (6) (7) FI(8) JE LT K ).

Rt w7 S s 2T — A el g
B TR] 2 AR A, Bk R 4 iR TGRSR S

BH3: (C',,C,,C)#(C,,C,,C) JfHa =a

T T B A0 S SRR T LS W 22 W A R R A
TS 22 W8 i R SO A B [ 1, T 3K 15 5 SIEAH 2.

WIS 2 fA7E— A 2B RELS(n) T L :

Pr[PubK“j'zn(n) =1 A ValidQuery] <0.5 +5(N).

B A J& IND-CCA2 P AT 72— MR 22 T
[T, Ay XS 07 58 T, St i £ B S B0t RT3
M A2 BT 2 WHkCE I RERT 2 AL n)
R I L

FUT A BB R )75 T 1

(ARG G EBH" BEYLE AP (N,
N, ,g,,8,d,,d,,h,e);

() HAPIXF (NN, g, ,8,,d,,dy,h,e) BARSE T,
AN NP AL 7 PR MR CCA2 BT .72, 4
BT 2 M AR kel e, #ian sy 2 e e

(a) I 3 PR RS M A3 — D% C =
(c',,c,), o ¢, =g (modN,), C', = (M -
(h'modN,) ) (modN) ;

(O)IH.C, =g (modN, ) (¥4 log, ( - )ICAE log
(=) IR y=logg ,B=loge,);

()& C,=¢"""(modN,),C, =C",,a=H(C,,
C,,C,) v—d, - d)"

(D)45(C, .Cy,Cy o) REATLT A,
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(3) YECT I PR AE $R A 0if (C, L, C,, Gy o)
IF, ¥ BN FEAT RS AR (C L C, L Cow) BHE M Z
HITE R B TR A X o 2 T 36 194 1z 225, DUJ 3 [l M5 5 00]
By L
(4)2Y 2 & A SR I ST M, F M, B
FFETHE 4 A R BEECE , N A C BBk IR 2] —
AR SC(C,, ) FRIRAE IR (2) T kT3 ¢,
Cy,Cy " =H(C),Cy,C) G o' —d; - dy 314
Cy =(C1,C,Co ") REGTET A IR R BIR(2) -
(3) ARZE I FLT 2 1) B B ).
(5) T 2tk — D IRE b e 10,11,
HEINKT 2, EENET 72 P&, i
HEAT A% d R0 50 AT LA LE 6 e N 2 ) R 9 T 9, AT
A TERERUINEE RGN TO T % AL EH. 33X 0 P A Bk
RCT 2 BT R i 25 R ) (C, L, C,, Cy o) #R
MR TR S B 2 ValidQuery 4R Kk A=), # F
A RAEAAT 5 TR R IE R N2 o L7 BT L 2 AR
Ay, THERR BT UL B YA A 32 43 4 5 7E IND-CCA2
i X e UL A 25 (A MU 38 03 A1 2 PSR TR) A A D
Pr[PubK(";‘:h”z(N) =1 A ValidQuery ]
=Pr[ PLLbI(_“}fZllz (N) =1 A ValidQuery ]
XAt A
Pr[ PubK" | (N) =1]
=Pr[ PubK" || (N) =1/ ValidQuery ]
= Pr[ PubK"", (N) =1 A ValidQuery ]
PR Hi T C 28R 5 %6 10, A7 IND-CPA %4, iy
PAAEAE—> R 220 )RR S (V) 1 2 -
Pr[ PubK"} ;, (N) =1]<0.5+8(N).
PR A 3]
Pr[PubK‘”"ZZHZ(N) =1 A ValidQuery ] <0.5 +8(N).
25 ERTiR a1
Adv'5, (N)
= |Pr[ PubK* (N)] =1]-0.51
< | Pr[ ValidQuery] +
Pr[ PubK*", (N) =1 A ValidQuery] - 0.5
=18"(N) +(0.5+8(N)) -0.51
=8"(N) +86(N)
PRI 2R 6 (V) & 7] 20 Y, LS (N) J& Al
B BT L Adv*S, (N) T 208 H0. TR BT 7 e %
2% IND-CCA2 v LB LA AT 22005 (14 {95 S

6 PERESTHT
RSA 2 B A ek 7] A5V 1 8 72 PR 7 58, B

FH SN 89 6 2 ] SC 37 2 U B OAEP £ RO
FSHLT IND-CCAL %64, SCHR[ 17 ] 2R 5: 50

T IND-CPA 424>, 0AEP + + £ RO f#RI R 523 T IND-
CCA2 £ 4z, 15 OAEP fERCR AT T (HIX EA 11E
TNEE R, 75 2 B SP Y Feistel [0 2% 35 70 58 1 S B 4%
SCAAN AL X 322 2. R S0P~ RSA TRUME R Jin % 75
ARAS T BRI ) SCHR S A RV ap 52 80 4 SCAN Al X
O 75 56 TL AMEAREE T e 35 ] A i ELAE A AR Y
TEEBLT IND-CPA 224t U5 58 10, FEARMERLTY T Y I
187 IND-CCA2 &4,

2% 1 & RSA OAEP CHk[17] .OAEP + + FIAR X
PN T7 SEAE N 853 (I i 75 5 2O Feistel
P 28 SR 50 0 X W SCHEAT S SRR AR B ) L A ] &
Sk AT 5 () 25 D5 TG R4 B

&1 fEREXTLE

IRV ES
Jre P tD & FAgH | RO | Standard | [FZs
RTGT
RSA V. KW | x| x|V
OAEP vV IND-CCAL | V/ x x
Sk[17] vV IND-CPA | x v x
OAEP + + vV IND-CCA2 | V x x
1, y IND-CPA x v Vv
0, x IND-CCA2 | x Vv X

Sl VAR EATHRER , x FOR R AT R R
7 £k

AR RSA HEAT 1 Bk, 13 3 P> RSA BUAE A<
TR by 88 T AR AR A AR i ) S P O [R] I, 3 7
FRUEMSH N B T IND-CPA 224V 97 % T, 7EAn it
BN U] 1 X 8 3 0 e R SCHGE B TR SOR
A X 43 (IND-CCA2) % 41k, BbAh, i $t i 77— H i
RSA ASJE [) f51 ( FRAE RSA ) P[] ) .
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PSR 1($t33775 1IN, B9SEH)

HEBY R p =47 ,¢=T1 B4

N=pg=47x71=3337,0(N) =(p-1)(g-1) =
46 x 70 =3220.

BEBLIESE e =79, AKX ged (e, @(N) ) =1,FF355 .

d=e¢ "'mod®(N) =79 ' mod3220 =1019.

BEPLESE N, =113,¢=9,2=37 35

h = g'modN, =9 mod113 = 11.

NN (N =3337,e=79,N, =113,g=9,h =
11) ARG (d =1019,2=37).

I m =T N T BEALESE r =3, JF 115

h' =h modN, =11°mod113 =88,

C, =g'modN, =9°mod113 =51,

C,=(m - h")modN = (7 x88) ”mod3337 =458.

] fife 5 4 SR SC(C, =51,C, =458).

fift s RN SC(C, =51,C, =458) Jafifp i 7 5

(CimodN, ) "' modN = (517 mod113) ~' mod3337 =
(88) "'mod3337 =2389,

CymodN =458""""mod3337 =616,

((CimodN,) "modN) x ( CymodN) modN =616 x
2389mod3337 =7 =m.

PR 2 (34775 10, BSEH)

HEBH A p=47,¢=71 184

N=pg=47x71=3337,®(N) =(p-1)(g-1) =
46 x 70 =3220.

BEHLIESRE e =79, 5K ged (e, @(N) ) =1, FHH5

d=e "mod®(N) =79 ' mod3220 =1019.

BEHLIESE N, =113 ,g, =9,g, =22,2=37 ,x, =4 ,x,
=14,y, =31y, =915

d, =g" - g7 bmod N, =9* x22"bmod113 =105,

d, =g} + g bmod N, =9" x22°bmod113 =53,

h =g;bm0le =9"bmod113 =11.

INARNEI(N =3337,e =79, N, =113 ,2, =9,g, =
22,h=11) £ BEA(d =1019,2 =37 ,x, =4 ,x, =14y,
=31,y,=9).
I sm =12 W J7 BEPLESE r = 13, 383158
h' =h"modN, = 11"mod113 =50,
C, = g\bmodN, =9"bmod113 =36,
C, = gybmodN, =22"bmod113 =88,
C,=(m+h") modN = (12 x50) " mod3337 = 1734.
iR 36, 88, 1734 Fy AFImG Ay k¥ H( - ) 5
G EE R
a=H(36, 88, 1734) =189.
KRR
v = (d;modN,) x (d; “mod/N, ) modN,
= (105"mod113) x (53" mod113) mod113
=99 x 15mod113 =16
] ffR % Rk S (C, =36,C, =88 ,C3 =1734 v =
16).
W EIE X (C. G Coo) R BB
a8
a=H(C, C,, C,)=H(36, 88, 1734)
=189.
TR IE
Crre - €y modN, = (3607 x 88" Y mod113
=51 x69mod113
=16
=v
B
(CimodN, ) ""modN = (36" mod113) ~' mod3337 =
(50) "'mod3337 = 1802,
CimodN =1734"""mod3337 =600,
((CimodN,) 'modN) x ( CimodN) modN = 600 x
1802mod3337 =12 = m.



