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Abstract; Fully homomorphic encryption can be used to solve privacy concerns for data over cloud, while large pa-
rameters and low efficiency are the universal issues for present schemes. To oppose mainstream attacks, an identity-based
public key scheme over NTRU lattice with smaller parameters, higher security level,,and without additional security assump-
tions is put forward. Take advantage of the approximate eigenvector technique, an efficient fully homomorphic encryption
transformation method is raised. And by combining the two skills above, an efficient identity-based fully homomorphic en-
cryption scheme is proposed. Compared with existing schemes, the schemes is fully identity-based without evaluation key,
and has smaller keys and ciphertext sizes,leading to higher transmission and computational efficiency.
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R PG, FEALE D6 A% AR A 3 T gt 2
I GZF (™ s @3 £ A $2 i 192 T+ RLWE [
T XGZ PR ;B Gentry 25 A H 1 FE 17 4t 2% >
IR GSW Al s @i i MP 2R _E [ 1] SR A ok
¥ GSW A S48y 3 T RLWE ) S ) {11 5 BB 7T 3
25 N\ AL T AE 540 R 3R 4 R Fl RLWE [0 3 9 KGZ
K17 ; @i 5 DLP J£F NTRU A% B4 7] SR Bf e 50
Bt GSW A4k g 2T RLWE [a) IR NTRU (5] 851y 4
. 4 F NFE {441, 5 logp = 11.
x4 SLENZL£GETABELFE IBFHE R 3 EL

JiE | no |logg|logp|  mpk skid ci enc dec

GSW | 4096 |131| 13 | 524KB |1.02MB |268. 14MB [557ms | 241 ms

NF | 4096 [131| 13 | 524KB |1.02MB | 24. 58 MB | 49ms | 23ms

MR S 0T LR 22w B i U R (A ] ey a2 58
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RSF LA i e st 18] 9ok 20 24 5 A [) R BE i /), HL % 4
PEAR T IX PR A PR, 78 PRIE 22 4 PR 24 1 4
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%5 IBFHE fhHIEIILL

sl n logg mpk skid ci evk ene dec A

(1) 2146 75 48.25GB 46. 05MB 23.02MB 162. 74EB - - 120
(2) 2048 82 26.27MB 26.43MB 26.27MB 28.30TB - - 104
(3) 1659 58 17.25GB 10. 64MB 113.31TB 0 - - 120
(4) 1024 57 6.35MB 6. 40MB 40.98GB 0 - - 61

(5) 1708 62 1.01MB 1. 11MB 757. 63MB 0 1. 84s 678 ms 120
(6) 4096 97 388KB 776KB 147. 02MB 0 354ms 132ms 127
NFE 2048 122 244KB 488KB 12.38MB 0 25ms 12ms 127
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