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Runtime Verification of States Unobservable Cyber-Physical System
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Abstract: Ensuring the correct behavior of cyber physical systems (CPS) at runtime is critical ,and it is more so in
safety-critical area,such as aerospace,automotive,nuclear power and medical. A method of runtime safety verification based
on hidden Markov model (HMM) is proposed for the CPS with stochastic behavior and unobservable states. First,a runtime
safety verification framework of the CPS is constructed where the system model is represented by HMM , and the negation of
safety property is specified by deterministic finite automaton (DFA) ,and then the product automata of DFA and HMM is
used as a runtime monitor. Thus, the problem of CPS runtime safety verification is reduced into a probabilistic inference
problem on the monitor. Second, an incremental iterative safety verification algorithm and a counterexample generation algo-
rithm are proposed. The experimental results show that the prediction error rate of the safety verification algorithm is nearly
20% lower than that of the particle filter algorithm. When the system violates the safety property,the proposed method can
product a counterexample which the particle filtering method cannot do.
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eSS’y

2. for each se S'do

3 Y1(s) =b,_p ()p' (o) 5

4 £ (s) =0;

5. end for

6: fort=2To T do

7 for each s € S'do

8

Y. (s) = mlaxq,[yr—l(srfl>P,(st—l ,S)],U.IX(O,);
Sp_1€S

9: ft(s):arglmés)f['}'t—l(st—l)P,(Sz—l73)];
5 e

10 end for

11: end for

12: s; =argmaxy,;(s);
ses’

13; fort=T-11t01 do

14. St* =§r +1(St*+l);

15. end for

16: return Project(s," ,s; ,=++,s," ,H);
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PATEEAR 15 ) 16 3% [ R Ge e KAl REFA T 648, LI
2 RRTAE G R 8 PUTIR R Z , e RPATIREE : T
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5.1 SLIRE
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AR, 55 RN RGALTEARFIBROIRAS. RG] W55, 1L
(In Lane) /R K EFE L8 I, ULD ( Unintentional Lane
Departure ) & 7% TG 5 TR ) 42 1 fi 7 , RC ( Requesting Con-
trol ) FE/R iR $5 Hil , CRG ( Control Requesting Granted ) 38
AT SR C AL, AR (Actuator Fail ) £7R $047 T R 58
R F 1 MR SHL. FRRUEM R G e @ ek i
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HLTL A0h :O(AF— (0= CRG) ). ¥41% LTL A X%
5 Ry DFA G0 & 3 o, B H R 35 B 7R DFA R
TR, DFA g AF B3R S = 1|, {AF], {CRG} , { AF,
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NAE,64 fif Winl0 ¥4/E &40 1. 1813 HMM MATLAB T H
AU R GLiaAT. 9 1 PAGASC TV SBE BT HRPERE A
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5 0.0 0.0 0.1 0.0 0.9 0.0
5 0.0 0.0 0.0 0.0 0.1 0.9
55 0.0 0.0 0.0 0.0 0.0 1.0
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PN R 1IN B Sl VI 51 S o 7o B B
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PEASER B LAY RE PR A OC. Bl o, 7225 € B {EL T, 4 2R &
GURL AN HRG L VAR T B, 51 S
DAl M AR RGERA L2, HRGE LR
TR, 25 R WP AR T . S O B R S R AL
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LA JE RSO P 8 B KB R T 50 4 Ak fE 400 IRz
frp Rkt e m e 64 W @ i REE G 1T
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345 IV FL AN PF A 22 2 Ot DR 3 A A S
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I, FA TR TTIE RS 25 th S T PF R REZS T R 4L
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