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Abstract: As mobile devices usually have limited computing and storage resources, it is difficult to develop an anony-
mous two-party authentication scheme possessing performance efficiency and strong security simultaneously. The existing
two-party authenticated key agreement schemes for roaming service do not resist the attack of ephemeral secrets reveal ,and
have high computation costs. Therefore,a new anonymous two-party authenticated key agreement scheme for roaming serv-
ice was proposed in this paper,in which an efficiency identity-based signcryption scheme was adopted to achieve mutual au-
thentication and unlinkability. The identity-based signcryption scheme is based on the Schnorr signature scheme,a very effi-
cient elliptic curve digital signature algorithm, which greatly reduce the total computation cost during one authentication ses-
sion in comparison with existing authentication schemes. Furthermore,to achieve the security of the ephemeral secrets reveal
resistance in the new authentication scheme, we constructed a computational Diffie-Hellman problem instance that required
two participants to compute a value by combining its own private key with its peer’ s public key,respectively. We extended
the eCK model to model the two-party authenticated key agreement schemes for roaming service, discussed the distinction
between the security game of authenticated key agreement schemes for mobile roaming service and the general one ,and dem-
onstrated that the new scheme was provably secure in the extended eCK model. The conclusion indicates that the security of
the new scheme can be reduced to solve the computational Diffie-Hellman problem on an elliptic curve over finite field by a
polynomial-time adversary. Comparative analysis shows that our scheme has stronger security ,needs less cryptography librar-
y,and has lower computing and communication overheads. The new scheme can be used to provide secure roaming authenti-
cation for resource constrained mobile terminals in global mobility networks, Internet of things or ubiquitous networks.
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qM:HZ(TLIDM)
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Ty +5qy, ﬁﬂfcé%fﬁﬁ <dy,TID, > & Bl 45 MN. H
ey VB MN {8 iR i i B 4y, T J2 TID,, B A 5508
HS ¥ < ID\, TIDy > ¥ A 17 S50 3%, I & 210 ry,
e dy.
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WRZOET m DI A AIAIENR S &5 DA K 1K
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B hRAL - C F BREMSUIIE 72k R GE T S 8] params
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Send, (T1,1,i,/). C QI % 8 & 705 AL, #ic BBl
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Send, (T, R ,j,i, (X || ¢) ). C g e i 2 15 HLIT,
IR PR BORTE R B (1D, || TID, || o) , 8 )5 B iE ol
S IR I BORTET SR (Y [ Q" [ A IK [ Z [ Vg
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(sid) # 18], H sid = sid”™, g1 F sid = sid™ {4 #f 2 H
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WtHtk: 4 P, = aP.

Hy(X,Q)#0n). Gns LopfE7E < X, L, K> 52 %)
IR Ry < X,Q,K >, N5 G AR

H,(ID,,ID,,TID,,R, X, Q) [ {5 L, h{EAE <
Dy ID,, TID, R, X, L, h > 52 %t B, W B8N < D,
ID,,TID, ,R,X,Q ,h > , 755 G,A#].

Send, (T1,1,7,7). WARXEH @ KRS s IR&
Wsid” , Hj=J,CHbLESEr" 2" €Z, ,itHE R =r" P,
X" =x"bP SRS F AL O, A1 0,4t K™ e{0,11"F1
h*eZ, Y G MR it e e hb (X7 |
) AR < X7, L, KT > HRA L, B < IDy, ID,,
TID.” ,R" X" ,1,h" >¥fiA L,.

Send, (IT,1,i,j,X,(Y | g)). I sid =sid” A X =
X ,CEH <1,1,i,7,r" R ,x" , X" ,L,h" K" ,5",
LY, L g, L> s BB BGHE (2, V', g',SK) ,
RIGHH <11,1,i,j,r,R,x,X,0,h,K,c,¢,Y, 2" V', g,
SK >.

Test(sid). @5 sid #sid ™, C & - e & N C Hy
BEMLIY) SK™ «{0,1}"

WEAREE G, C AR LA Lo, WARAFAE < X7 ,0Q7,
K* >H1 <ID,,ID,,TID," ,R* ,X",Q" ,h" >, W4 abP



o1 Wi B RS St b 22 42 i P B 44 DGE 6 S DR O 58 21

= Q" /x A%t CDH ALY a1

HRE L H N Ho B BEAL T E HL, o8 T IR 45— 3K
P, XA ] B AL 225 (] AR 3 . SR A DA AT Z20 %
H R S L T AT b7 = b, AR E T IERAI Q
=x"abP ,JFHIRAZ T Hy (X" ,Q ")y} H, (ID,,,ID,,
TID," ,R™,X",Q" ) ila], A K™ F1 h™ A se it 545 2
B SK™ =H,(¢," || ID, || h™ |l gl Z | V).

R, 4ni CDH B BRAT , 84 A B A #J ]
ZmER, 1 Adv(A,G,)-Adv(A,G,) I<negl (k).

EHE2

X G, HHEAF EL H GoAATH].

3% G, SEHEAF EL v G AR, AR Z A TET

Corrupt (ID). W ID 21 NID =], i B 1D 19K 31 F
B d,,. X B TR Ry C Wik e i w4~ .

EphemeralKeyReveal (sid) . 40 sid 7F LW EAETE,
Huth sid YA FASH « 5L .

[FIEER) , B Adv(A,G,)>1/mnl -Adv(A,G,).

WX G, SEFMF EL h GEEAR B ARIZETET

Send, (I1,1,i,7). a2 i =1, MIPA AT F HL O, % it b
eZ,. JiHs <D, ID,,TID,,R,X,Q ,h > ffi A L.

[FIAERY, AR CDH AR RS, IE4: TAdv (A, G,) —
Adv(A,G,) I<negl(k).

53 Gy G5 G A Z b I, ¥ H A Dk BE L
FFHL O,:8 < Z,

H,(ID,,TID,,X,Y,Q,Z,V) il i <D, TID,,
X,Y,0Q,Z,V,g> 16 L PAEAE W B g A 00, B AL
PRI g €Z, 0% <ID,, TID,, X,Y,Q,Z,V, g >
A L.

Send, (IT,R,j,i, (X || ¢)). 5 G, HIAR Z AL 2, 40
Wi=TNj=J, WHFHFEHLE S L Ot g €Z,. et
<ID,,TID,,X,Y,Q,Z,V,g >HHA L,

L, A TG K % CDH [a] 8 V =d,P,. I’k CDH
s ar 4, N A LSRR g TEZ, L BENLI ) 53
A B, WA LA R, Gy F1 G, AN AT X 43, ] T Adv
(A,G,)-Adv(A,G,) I<negl(k).

X G,. 6,5 GAHLIT AN

WG : % P, = mbP P, = naP. HoHp,m €2,y C ik
BB HLEL.

H,(ID,,TID,,X,Y,Q,Z,V) . {5 L, 77 7E <
ID.,TID, ,X,Y,Q,Z,1,g > 52Z %R, W Hid & Hh <
IDj,TIDi,X,Y,Q,Z,V,g> eyl i) G, H1A).

Send, (T1,1,i,/). ik i =1A\j=J,C FlibliEF: x €Z,,
S G A X, QK BNk #R o, h €2, ,
B R=oP -hP,,c=K®(ID, | TID, | R || o) , i (X

| ), fJ5¥ <ID, ,ID,,TID,;,R,X,Q ,h >4 A Ly ; &5
5 G

Send, (IT,R,j,i, (X || ¢) ). W0k i =TAj=J, WA
BEPLT S ML O, 5t g €Z,. J 5 < ID,, TID, X, Y, Q,
Z,1,g >HA L ;B0 G AH[H.

Send, (TT,1,i,j,X, (Y| g)). ¥ i=INj=J,C &
o LA L, W05 Ly P fe4E <ID,, D, TID, R, X ,Q ,h >,
H L,Hf¢1E <ID,, TID,,X,Y,Q,Z,V,g > ,Mi15 SK =
H(t, | ID || hgllZ]|V),8% <I0,1,i,j,r,R,x,X,
Q,h,K,c,¢,Y,Q,h,K,Z,V,g,SK> WH LAl L, AR
AR TG M ZEE s 505 G4 .

Test(sid) . #N5: sid #sid ™, C & | ek ; & N C By
BEMLI) SK™«{0,1}"

WA g LOE, C 4R L, L P RS
sid" MIXF LAY < ID°,TID," ,X°, Y™ Q" Z" V", g"
>, %4 abP = V" /9 fE %t CDH $k i 1 512

R, QR A DAV AT 220 W% 1 ABE 232 et LE B 1 4
b =b, W RF B IEHA V' =n'abP, I HARZZ T H,
(ID," ,TID," X" ,Y",Q",Z" V") ifjn], B4d g" , AT
WHIER M SK™ =H, (¢," | ID;" | h™ |l g" | Z7 |
V).

R CDH RS, B4 A B B 302 v] 22 0%
B, 1 Adv(A,G,)—Adv(A,G,) I<negl (k).

=4 ES

WX G, SHEMFEL G AR

WX G SR EL G AR AR ZAEET

Corrupt (ID). it ID WK IAFLET d,,.-

EphemeralKeyReveal (sid) . 415 sid #sid ™ 7E L E
FA1E HH sid A2 5 sid " AT R 2305, Fr b sid i1
B ARVEH « 5K .

FIRER A Adv(A,G,)=1/mnl -Adv(A,G,).

X G, G, 5 G AR Z AL E ¥ H B FE L
}Jﬁ\gﬂL 03:g g Zq-

H,(ID,,TID,,X,Y,Q,Z,V)fi[l. W4 <ID,, TID,,
X,Y,0Q,Z,V,g> 16 L, AEAE N B g5 A 00, Bl AL
Wttt g €Z, % <ID,, TID,, X,Y,Q,Z,V,g > ffi
A L,.

Send, (I1,R,j,i, (X || ¢)). 5 G WA Z AL, 10
B sid 5 sid " AHVCHD, WA BEPL IS AL O % i g €Z,. Fx
Ja¥% <ID,,TID,,X,Y,Q,Z,V,g > 1A L,.

[HE, IAdv(A,G,)—Adv(A,G,) I <negl( k).

X G, G5 G, A LL T AL

H,(ID,,TID,,X,Y,Q,Z,V)#la]. @ L, P 1Efe <
ID;" ,TID,” ,X,Y",Q",L,V",g" > 5% N, W B
SR <IDTID," X, Y, Q" ,Z, V' ,g" >; /W5 G,
AH .

Send, (I1,1,i,7). f05 sid =sid ", C BEMLIEFE 2~



22 L S I 2019 4
Zq?‘i’_l‘;%‘i‘X* =%hb})’0x =x*d]bP9?\j§E,E1ﬁn§\ Gzﬂgjjﬁ iIEl:l[‘:‘

@R A K o [e"), Ifdmt (X" | ")/
N5 G, A4 [H.

Send, (T1,R,j,i, (X || ¢)). W2 sid 5 sid " #HPEFL,
CHEPLIESE y" €Z,, % Y™ =y  oP , JHHIFEHL IS HL O,
W g ez, SRRk (YT | ¢ ), ¥ <ID;7 ,TID, ",
X,Y",Q0°, L,V g" >HiA L &5 G, A1

Test(sid) . Y5 sid #sid ™, C 21Xk ; B C %y H
BEAHLAY SK* <« 10,1}~

WM AR WAL, C A& L, L P RS sid”
FHXT RN oG4 < ID;" TID,” X", YY", Q" ,Z", V' ,g"
> 8 abP =277 /x" y " AE X CDH k% i1 1] 2.

[, QSR A DAAS ] 22 1 ABE 5 i o 1 A 1) 4 U
b =b, MR ENIERY 27 = x"y abP JFHERAL T
H,(ID," ,TID," X" ,Y",Q",Z", V") fya], it g* ,
M E Y SK™ = H, (¢," || ID;" | h™ | g" |1 27 |
V).

W CDH BB ML, B4 A BB B AR 302 7T 200
i), 1Adv(A,G,)-Adv(A,G,) | <negl (k).

HERMR RS Rk

4.2 ER%ESH

18 i 3k A2 o, MIN s 2088 T 06 B 109 B 3 ¢y = H,
(IDy | Ry | ry" ), Herpr,ry ™ €Z J& h HS Bl ALk £ 1)
{8, FLF 5 82 M BR. 1y 7T B IRAEZ, - BEHLIY ) 50 1
B HS A AT A SEAR RN e H 5 MN [ B3 By 1D,
AR, R, Uil 2 1 44 1.
4.3 AAHEERMESHT

TAUE R, ) 28 2 R (P S5, MINC (4 11 B B
U5 B TID Gl s (&4, B X FS G 7™ Az 0 R
R B TEIBOE BT FS ARBEAIbs S 0 R, AR 3¢
BIMCAESZEL MN (9 A AT 38 B k. 25 52 B9 09 AS W 3 B
M, AT R 5 SCik [ 10 1 25 B0 Jr vk, o MN A il 2 4
66 S 47 B4 453, 5 W Aol FF S T A 1 B 0 18 A7 TIE. X B
AR IG I T 45 SR ARG TT 8, T A8 I B B 1
=8
4.4 DMK

e 1 RGi H i JUR 1 7 8 W D UE WG T
X E A AT

®1 LR

FER LA A R4 (bits)
e ARSI KER7RTPIN
KCI | wFPS | ESR Rk 2k

Jo iy o \ \ x 2M +3E +1S,/2P + IM +3E +1Sg 7232 1836 ECC/PBC/DS/H
Zhou Hpi¥ al'!] \ \ x 5M +1PKy; +1Sy/4M +2P +2PK;, +1Sg 4088( +160) | 966 ECC/PBC/PKC/DS/H
Zhou Ppi¥ b1 \ v x 3M +1PK,; +2PK,,/4M + 1PK,, +2PK; +1S, | 3816( +160) | 1286 ECC/PKC/DS/H
Zhou PpY ! \ J x 6M +1PKy; +1PK/5M +3P +1PK,, + 1PKj, 3880( +160) | 854 ECC/PBC/PKC/DS/H
Tsai Bt \ v x 4M +1E/1P +5M 3282 918 ECC/PBC/H
Chen Ppig 11 \ \ \ 5M/8M 2882( +160) | 1676 ECC/H

A SCHMY \ \ 5M/7TM 2204 918 ECC/H

4.4.1 REMIER

N LR, J5 R A P B £ I I B
MEE s, A L ESR 24tk i TR s s S T2
ik Uk, ESR 22 At N EEL BhAh, BRI 4R
Zhou PHY a1 Zhou PRI b py 22 4k 5, AN RESE
Po FS (3 4 vy, BRI 4 — PR B GiE
HARME WS B R 8, % R TR«
VR 2 (HR A SEIRAS AT I8 B .
4.4.2 HE BEMEFEEFHEER

A SCLL 80bits 42 4 SE R N FHE, S5 S0k [ 2119
SRR, R 3 T A S 0 13 il 2R o A B R
E(F,.),Z,.G. Gy |11 JE % 4% 3 160bits , 758bits |
1516bits. & 1 71, M FoR [ ih £k L) Rz B, E %
NEE Gy IR EGE L, P RN Wi 5, PK (PK)

FORDHIM () %, S, (Sy) BT 4 (KRIE) ,
PBC /R W Xt B EU%E , PKC /R A B2 555, DS
FRBUF A H FoR %00 Hash s [ BHE 2 FH P
ID Jy 20 545 (A4 T2, g — () L I 5 0 6
.

o T4 R TR R B & 55 280, Hod, Jo i
W Zhou HpIX a™ F Tsai BRI S AU M kSt
e, Zhou PR T T AN B I B BT S 4 ) R
(R BRI TR F B AR X235 ) , Jo DML AT T ECD-
SA J5 %, FH I ARMERR L 58 A — SRR L. MR A
ISP S B R D T R E 1 T A 2 R
A

TR, A< SCHR L, Chen PR ISCAT Tsai P38 AH I
(HRAE ST MIRACL JE 95 L 923 1P ~4M) ;Jo P



o1 B W1 Sl e v i 2 42 i P 5 B A4 DR Db R 5 58 23
WURI Zhou HSLEL . SEYPIU RIS, B S AE eCK BRUR Al IE ] 22 42

AF 5L, A% T MN 58 A5 TFE (FS AR ) |, B
AP RS S % 2 R/HE M T RIE B (Zhou B
W TEURD Chen BRI 2200 T m ARG A5 IR, DR ik
FATTAE B FR 433G N T 160bits [ 25 SHRAIATE S ). &
FA 385 TF 8 X T8 e TALIX R R 19 F8 3l B 4 220
R EER TAZ IR R A BR 25, DhSCik[22 ]
PR S 36 0RO B v, MICA2 45 fi R 38 A I — > 71
BOEIHAERE 7000 207 52,2 pJ F119.3 ), I MN £ 38
HREE THAE 2 B 2y M 16.6m) (A SCHRIY) L 23.6m]
(Chen Pp1) .23. 7TmJ ( Tsai Ppi) .28. 5mJ ( Zhou #piX
¢).29.1mJ ( Zhou 3L b) .30.1mJ ( Zhou Ppi¥ a) .
52.6mJ (Jo tHi).

TIHN AEAAETERS 7 18, A SCO7 28 SRR (HIZ,
FAXF Tsai J5 58, A SO RAEAFARIT B AT GB BR 1 2
[ AAAE— AT 2. i) i, S S BL Y Tsai J7 28 AH 555
FERAN B B, AR SOy 58 75 S O m A A A R . X
BN I7 T AT AR

— 5T, Ry 1A RS Bl T R R R R 55 0 A 4
J& TR —DEERRE, LM T 5230 ESR 22k, A SO %
AN OB PR WS 1, 2 AR Sl 55 5 I R SR T T
Schnorr 2543 B A B, (45 38 2 B 55 4 1 28 B R/
K, A8 Ry lid + 1g” T Tsai Jy 581 id” (CRHIM L
PEBIFT A A P AF AL TE T P DA B $4 ID 45y
WL B BV AT EASNSHO . Hod,id RoR 5
PR IR bit KEE, g FoRHE G ot R Y bit K. T4
FEqt n ARG 4 ik 2 5 T ng” W A7 At 23 ).

J3—J7 18, Tsai J5 2 B0 UESE FHAS [F] A s 5 4y
FNFARH LAJRE G 38 5%, 5 S AEAf 7 e i S Oy ARAEH , o5
(g +32) " (AFf S (8], Horp, 2 FORZ, hOTER 1 bit
L AR SC T 58 02 ) T 28 5 e 1k S 9 1 B8 2l 71 A 1Y)
AALBERE, R A1 AN i B FORAEH , ) A5 2
“lg +32" WAE-fiti = ).

—FRAF BT ,n AR ANAE Y AR ST 2R A
TFE R B AHJR , A SOy R AR GE i A I A 4R 55 4 AN
A A MG OU T, RE L U 3l 19 AL AN W] J8 R k. 2
SEPLBR AN T GA BR R, W SR S Tsai J5 28U U7
1, WIS o7 S R B 2 Rt s ), S B2 T A ng”
P Afi 5 [

SORE , XM R RGN, A E T,
B RS B T R R E BRI U5 ) i Y
PRI 55 i At ] Wt %%, 33X 7R LS8 1 0 3 5t AR dE
S

5 HRIE
SR R T B0 1 IR S5 1 7 7 B 4 GE

ARSI RGE TR & b SR 5, Bk S8
JEA B, 1B T A T B L SR BT T SRR T Tsai
PR BT REAR (I T B I S BRI BL FS
MN (AR EAGIE , e T4 50, SC B 1 ESR %24k, ikl
T eCK 224, BeAbh, 78 3l 19 5 B 03 5 5 3 o 2 A%
W7 SRS T AR RN IB ER . R, AR ST T
eCK 22 Y il 22 RE AU 9 J7 18 iy DI -5 3 4 B vy
P

R e B J7 5 (AR A ST 5) B3 mi b
i 2 UCAT i 38 P SR e 55 4 1) B 03 R B % T R
52 FRUCA AL, I R e 55 A B 2 I, 7 2 oy R
AR it s 1. DRI, B8 1 i G i TG A7 s At S 55
w APIIIRIFAIETT S8 A 15— ST
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