%3 I T Vol.48 No.3
2020 4E 3 H ACTA ELECTRONICA SINICA Mar. 2020

— b SCHFAR A S B KP-ABE J5 58

L& R, g ximd' E A, 7 ER
(L. P9 )IIHYE KA EHURRE 2B, DU R 610101 52. HL TRk 2 I 2 5 50 42 4 DU )1 48 T s S 362, U1 AT 610054
3. MR B TR KA R 25 43 8] 2 42 5, DU )1 AR 610225)

B OE: XA SRR TE M KP-ABE ( Key-Policy Attribute-Based Encryption) J5 %8 7 fif % B 47 78 F
F BT R A 2 o ) 5 [, — 6y 4R A 5 M 25 = IR 55, (HLIX 6y 22 1 R 4 ey M A 5 1 O R A7 4k
T3 % AL B BCRAR A Tl 8. AR SCHR L — b SR % SN KP-ABE J5 %8, 7212007 &, SR & it s 4
Spark -5 ; JA A KP-ABE Fff# 2 45 BT H AT AU 85 3012, 58 Ok it 319 s RO i) 9T A7 AL A . PR RE 2 Bk
B, P S ALt AT — UK i S R AT i 8 1 e s i R I R AT A BT RE AT A i 2 i e 3 6.

KR HHIRME RN RN PR ILEUIRRY AL Spark

hESES: TP309 XERFRIRAD: A XEHS: 03722112 (2020)03-0561-07

B FF3# URL: hitp://www. ejournal. org. cn DOI: 10.3969/j. issn. 0372-2112.2020. 03. 020

A KP-ABE Scheme with Outsourced Decryption

JIN Yun-xia', YANG He-kun',FENG Chao-sheng'*, LIU Shuai-nan', LI Hang',ZOU Li-ping' , WAN Guo-gen’
(1. College of Computer Science,Sichuan Normal University ,Chengdu , Sichuan610101 , China ;
2. Network and Data Security Key Laboratory of Sichuan Province , University of Electronic
Science and Technology of China ,Chengdu , Sichuan 610054 , China ;
3. School of Cyber Security ,Chengdu University of Information Technology ,Chengdu ,Sichuan 610225 , China)

Abstract. For most of the existing key-policy attribute-based encryption schemes, there are some problems in the de-
cryption, such as the high cost of the client computing,long decryption time and high resource consumption. Some schemes
propose outsourcing decryption to cloud servers. However, these schemes do not give the specific parallelization method of
outsourcing decryption in cloud server,and there are problems of low efficiency of cloud decryption. To solve these prob-
lems, this paper presents a KP-ABE scheme for decryption outsourcing. In this scheme, most of decryption computation is
outsourced to Spark platform;and according to the decryption characteristics of KP-ABE,a decryption parallelization algo-
rithm is designed to complete the parallel decryption of leaf nodes and root nodes. The performance analysis shows that most
of decryption computing is done by cloud servers and the client can decrypt the shared data by shared access tree with only
once exponential operation,and the parallel design can effectively improve the cloud decryption rate.
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