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Abstract: It’s proved that the nonzero linear combinations of the coordinates ( NLCC for short) of a bijective monomial in a fi-
nite field of characteristic two are linearly equivalent,and the number of equivalent transformations is equal to the number of nonzero
elements in the finite field.It’ s prove that the NLCCs of S-boxes of AES are linear equivalent, and the group formed by the zero trans-
formation and all transformations constructed in this paper for equivalence of a given NLCC to NLCCs under the pointwise addition of
transformations is isomorphic to additive group of the finite field. The equivalent transformations of the least significant coordinate to 8
coordinates are given, which is a base of this group. It’ s proved also that the sum of equivalent transformations of coordinates con-

structed by Fuller J and Millan W is not an equivalent transformation of two NLCCs of S-boxes of AES.
Key words: AES;S box; monomial; finite field; linear equivalent

1 587

AR, GF(2") RS « 2 ARS Bkl hE—
ek, BN S BRI F A AES Bk AR
BEAEES Y. Fuller Joanne 1 Millan William'® $&:# T — &
BB/ Boole BRER T EM, HEZHFHESM e 448
MEENERHALE FARZRERIEHT ABSSEERN S &
H) 8 N ABIRRIRIESN, A T HA R SM 3R A3
o BRATER A RS LT, IERARE 6F(2°) L#
BIUT & MAGRENTAESKEASBREZESIN,
o4 AN S0 A, S KRB S, Wi T Seik
RIMER FXHWERFERI AR BENERSEERAT T
EmERAAR.

2 EENFHLFRENNEPERHEAGHRNES
i

BX1 #f g:{0,11" {0, 1} RFEA n JoAi /Re&E, 10

W H $9:2002-09-25; £ B H 3 : 2003-04-03
HSWH W4 A B ERHE R4 BRI H (No.0312001800)

REFLE ecl0,11,a€10,11" R{0,1i" ZH BN ¢,
78 f(x) = g(dp, (2))Da-xD e, WH f 5 g %M,
XFE ¢ REVWTEH o =0, f 5 g REFM I ¢, N
FRlg IEMTHR Kb a-x REEa S x HAK.

1

BAx) =g (x))De, h(x) = g (x)) e U f
() = h( gy (X)) DeDe B ¢ = i hye = bodye-

iEfR

B h(x)=g(¢h (x))@e 5 g(x) = h(¢g;(x))Be,
BN @iy = gy n AT

F(x) = g(dr, (X))@ e = h( i . (x))Dede

BT ¢y,n = diobr. e = Go.udy, MRL.

51 ®p(x)B— n KARTAZIAK, (a,-1»
an-z’...’%)’(bn—]’bn—z’.'.’bo)e*Ogl}n’ﬂi(an-l’an-Z’
eeyag) X By 12 buozs s bo)y =(Cuotsuzsry o) P

n-1 n-1 n-1

Slewi= (D, ax) (D bxr')mod p(x)

i=0 i=0 i=0



640 ‘ g F

%2 M 2004 4

o, @, x )R AR,
THEEEAH T EnBsEio i HaARERe x

SARR0,11%, @, x ) LB T(x) = > 2 ZEHE
k=0

£.¥a,x€10,1}", YT x fERRa 5x EHTHRR, ¢,
O<i<nBRTFAEE SBI 1 HHASERR OW T
n ok :

EH1 FEKEI ¢:10,11"—~{0,1}", B vaeE
10,1}, 3H a'x=Tr(p(a)x).

R it 0 BEHESEI0, 1" Elo, 11 HEHETHR S
.0 0={ax:a€ {0,11"} . BEHERBHALLIH 2= {Tx
(ax):a€ 10,11}, BFEDNH ¢:10,1}"—>{0,1{", Yy aE
{0,11* . #H a-x=Tr(p(a)x). XHVYa,bE {0,1}",F

T(p(adpb)x)=(a®b) x=a-xDbx

=Tr(p(a)x) DT p(d) x)
=Tr((p(a) D (b)) x)
B BT HRAE—HCIE o(a@b) = o(a)Do(b), B o B
KUTHR,

EHE2 #GFQ) LHBEBSA(x) =2 RS, W

(DA(x) = ¢ MR RBWIETREA S BRESM.
HYa,bx%0,a f(x)B) b-f(x) BN LR ¢, 5(x) = dr,d
MR d = p(a)p(b) ! HTMEMAEBRIE 2" - 1;

Q& bE10,11",a= (0,1, 8,2, , a0} € 10,1}, WFH

ha(x)= ) agh o (2);
i=0

DB BE0,11", 0 G =1{¢f s(x):a€ 0,1} #2EH
MR mERR S 10,1) " RIHRRE.

W (DEa,b€0,11", Hb~0,4 c=9p(a)e
(b)) fx) =x* RS, ELERE— dE (0,11, &* =
¢, TR

a'x* =Tr(p(a)x*) =T p(b) ex*)
=Tr(p(b)(dx)*) = b-(dx)*
B gy,5(x) = dx 21{0,11" ZEFHRUENS M, a-x* 55
X RUESMHa P Bb o HENTBH ¢ 5 (x) = de, H
Bt =g(a)p(h) . BRY o008, d HARE 2" -1 F
4L, S 6 EHRitE 2" - 1.

(%E e {0,11",1€ a=(a,_1, 8,2, ap), Wi

¢ha(x)=dx=cx=opla)p(h) 'x M

o(@) =g Sae) = 3 ag(e)
i=0 i=0

Bl ¢k y(x) = TZ%%.,»(-‘:)-

) H Q)R 6, BEBRM[AMBEHEHE  He «
ok o RBE0,1)" B G, .

AT 10,11 P Bgin TR, FRER A FRHEE
#H(x) = Ax" EBIERE.

3182 @Fa(x)=Axpd" R{0,1I"ZB BN, S
(x)=o* R GF(2") LRI, XB A W n BT, €

{0,11*. v a,b€E (0,1}, %H
b-a(f(x)) = a A(f(dm,aa (%)) D(a®b)- 8
R HEH2M,FE{0,11" ZAFHRERSH
Uha,an > THR(DA) - f(x) = (aA)  f(fpa,aa (X)) , H
b A(f(x))=b(Af(x)THET) = (BA) f(x) Db+ 8
=(aA) f(Ppu,aa(x)) Db 8
=a'A(f(Pa,aa(x))B{aDb)8
EE3I (DAESHEM S KM BIRRBAEPREHAS
REHSN, HENTHILE 2 - 114
(B bE0,11",a=(a,_1,8,_2,"*a0) € 10,1}, WF

sbu...«(x)éa.-sbu,.ﬂ(x);

(3IEF b HABHEETAAHEN TR LKAEFTM
O e , AL RMERR S (0,11 FaE;

R AESHEM SERARR GF(P) LMETH
Ax)=x"50iHBH A(x) = AT o8 HEEL. BHP §=Q1,
1,0,0,0,1,1,0) 56/ A M58 17(0< i < n)#(1,0,0,0,1,1,
LDMIER G i . st B2 PRy k= - 1, e 2 /0
S128 2 BRAI(DBOL. B $ama = daa,ats $d, 0 = P, en, T
SEH 2 K513 2 BB Q) R(3) K.

EHBIWART AES WK S SRR RPN TRM:H
B ZEARNEHESM , T HEMNTkEAHRBAOREEN.

3 RENTEHRAONE
M3 BT, RANES o (x) = ex WERIERE, KT
HETAR p(x) = )it W T, ILIEE, T, Rk p(x)
NS TR MBI
0 0 0 0 pp

1 0 0 0 p
=0 1 0 O D2 (1)
0 0 0 1 p,y
Bxti=2,3,,n-1,T,= T\ R5ERE T\ EZUHFH i K
TER.
ER He RARBU0 1IN @, x )WL T, M
ro(x)=x9EﬂToE$mﬁl¢.&&b=(b,._1,b,._z,"-,bo)6

{0,211, ey = (eynots €1,0-2. s €1,0), B esd = € = (enoy,s

Cn-Zv"',cO)vam

a-1 n-1

Drew = (2 e b mod p(x)= 3 bir*mod p(x)

i=0 i=0

a1
= Ebi_lx‘an_lx“mod p(x)
i=1

n-1
= bn-lPO@E(bi-lebn-lpi)x"

BVIR ()RSL. TBH e = ¢ 8 7, (x) = e (x) = 7k (), B0 T,
ST R =23 n— 1 R
Mie B3I | S L AT E A R AR



£ 48 SRIE AES FRHE T S ENEBITTRITR 641

E& T(x) - dx#ﬂﬂ-ﬁ%ﬁgb: idiTi. (4)*!]%%'&3&1"-?:&@&@% TO’ Tlv'"! Tn-l-

FNER Ju, uIRBNZE:
FIAERGER, AT M ARIR 6F(2") EWREER f WiA:a,b€l0,1}"
(x)=x* Rio, 1" LA HE#RA(x) = Axp 67 BB TIRE Stepl FIFH e=(a@b) -8 KHie;
B,y e, b€ 0,11\ {0}, RIBFER a-A(f(x)) =b-2(f Step2 IHEH o(ad),o(bA), B TEKE o(b4) 1,3
(Paa, 04 (%))) D e BOLH e€ 10, 1) REREDST dus sa: MR ¢ = p(ad) p(bA) ™Y
maEIRE: Stepd & SFERMME = ¢ BLMd=(d,_y,du_zs"s
MPFHBEREEE 1P a-x=Tr(p(a)x) RIMEYE  4,);
Bt o BRBIERED; Steph  FTEHE gy, pa (¥) = de HSLHIRIEDBE ou ua
BE BB D! = (dy) un, W Tr(ax) = 7' (a) - x = a-1
XD 'aT B 0,=0,1,2, -, n - 1,55 WEBSERE ¥ = D dT,.
Tr(ee) = eD ™' ef = d; BRY f(x) = x "0, FIF d= p(bA) p(ad) "' EATH
BRZAEWKE D #EMARE D. BR, D'\ BAMHFE  LhEE#H—EFL.
BE,Hif D X FREPE. Bia,RA4E % AES Bk, S E SENARSE o(B K
Q)FTEH BB f(x) = xF BT E - IWTEHEE S P AFROREE 1 B 7 R EH 7 DN E M ERE XA A
G)FIHES GF(2") ik x'WitERR T; e, X 7 MEEARKA

10011110 00010001 00001000 01011010 11110011 01111001 10111100
11010001 00011001 00001100 11110111 10001010 11000101 011060010
111701000 00001100 00000110 01111011 110001061 01100010 10110001
11101010 00010111 060001011 111060111 10010001 11001000 11100100
11101011 00011010 t0001101 10101001 00111011 10011101 11001110
111106101 10001101 01000110 11010100 10011101 11001110 11100111
01111010 01000110 00100011 01101010 11001110 11100111 11110011
00111101 00100011 00010001 10110101 11100111 11110011 01111001

ENS8AEE R R E N ERERN —HE. X (e, ¢, - 09-03.
-+, e7) =(0,0,1,1,1,0,0,1). H [2] Fuller J,Millan W.On the linear redundancy of AES S-box[ EB/OL].
.S =e-*S . ., . T, o, http: //eprint. iacr . org, 2002
i ((x) ; ((p)l_‘(x))eaq i) =, [3] Lidl R, Niederreiter H. Finite Fields [ M] . Addison-Wesley Publishing
X = XgsX11° "9 X7

Company, 1983.1 - 82.
M EREERET LI, P S BB AR T X

(216 th By SR RE , XA RS R REBATUE e
ARBSEN R EBHT LRERE AHEREIZQ)FLHE
SLERAGAL AT R MBI A AT R R E — R & S IR,
R, Wi, M ETEIEFH b RERAT 189 o, XMR[2]%4
HROENTHRBABHESHE 3 Z (OB, BHRIS HKE
MEB R ERN LA

4 HEFiIF

AICER T AES B AR BRI EF LA AL
PEEMER T HM RIS 20 - 1 HIEH TAEHETL
HAS BREFFRMHGNFNEBRSEERM 0 TEHK
TR S XMERR— 510,11 RWE R, HAH T XM
M—H 2 A XHBIFTRI AES BEN S R RERBHK M
TUR, WX AR TTR N T AES BB i, B H 1%
H—BHR.

B30 :

SRBE 5,195 3 AHETHEERY
B EATIRAEHE MLHAESW, TEH
. R ATHEEELRERRLE.

¥ 19784 8 AHATHALEEWL
W, ERIBRRERFHERERMEARE, X
 ENEHANERETE.

{ 1] Deamen J,Rijmen V.AES proposal: Rijndeal{ DB/OL] . http: //carc.
nist. gov/CryptoToolkit/aes/rijndael/ Rijndael-ammended. pdf, 1999



