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Abstract:

er, these models have some disadvantages and limitations in theoretical analysis or implementation respectively. For instance, BLP

Many typical security models have been proposed, such as the BLP model and the nondeducibility model,, howev-

model did not take the covert channel into account, and the nondeducibility model cannot be applied to the nondeterministic systems.
Considering these shortages brought about by the existing works, this paper take the properties of the covert channel as a main con-
sideration, and propose a novel finite-information-leakage-tolerance communication channel model based on the BLP model. The

proposed model finds a tradeoff between the availability and security of the practical system by adjusting the upper bound of the

channel capacity of the information leakage.
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£(S)=/.(S;)) ,then:

Ca)fo(S):=f£(S)@®f.(S,;);Update(S;);

(b)FZAL r(S;,S;,send) (Rl d: = yes,Bj : =1);

(AT Dy(Vo A)TRITILCS, . ).
else: THAATER .

TERZE w=(E,M,f,B)F N TIEK (S, S, get)

if(Mﬁ = 1) and (for every S, € Reach(S;) Uist,
£:(S)=/.(S;)), then:

(a)fi (S):=£.(S)®f.(S);Update(S;);

(b) AL r(Si,Sj,get)(El] d: = yes,B]; :=1);

() D, (V, VRIS, S,).
else: THAa 17K .

TERES w=(E, M, f, B) F, % Tk r(S, S,
sag)

if (Ml-j =1)and( M; = 1) and(for every S, (Reach( S]-) U
ij% . (8) = £.(S;)) and (for every S, € Reach(S;) U
1S, A0S =£.(5))
then:

(a)f: (8):=/.(8)df.(S;);Update(S;);

(b)f:(S):=f(S)®f.(S,;);Update(S;);

()AL r(S;,S;,sag) (Bl d: = yes,B;: =1,Bj :
=1);

(DA DLV, DTS, S)FCS,. )5

else: JHA 15K .
3 REeEMSW

AT DATE B 2 38 5 {5 B A RLIR S 0 46 b SOR S E
BN RS e FIRE2MN. mhAE—MHXE
il

EIE1 RGTE u(E,M,f,B)IREWH LY S, €S,
V S,€ Reach(S;),£.(S,) =£.(8) B4V S, € S, RGEAE
A7

BAEQL) A CS)BMER £ (S)HHE £ (S) =1,
(S,');

B4E(2)  Update(S) 5, RGERE v (E7, M7,
STABT)WRY S, €S,V S, €Reach(S,), f7 (S,) = /!
(S;).

WX T v S, € S, V S, € Reach(S;), 5 JE T Al

SiS; FIEEA Reach(S;) Z MG SC R, — A LIT L
P A

WL(a)  SE Reach(5) US|, 5,€ Reach(5)U 15
W(b) ;g Reach($) U1 51,5, € Reach($) U 1S,
1M (c) S, € Reach( S,) Ut Sj} , i ¢ Reach( Sj) Ui Sj} ;

TBL(d)  S; ¢ Reach(S;) U 1S, S, ¢ Reach(S;) U {515

0 (a), I T4H S,€Reach(S,),FLLAH £(S,) =
L(S) . BATHEAE (D) ()G, £ (S) = £.(SH DS
(S)fi (S =£(S)@f; (S), BRI £ (S)=f!
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