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Abdract: The key of security on commercid irformation sygemsis to preserve the data integrity within them. Although many
integrity principles have been dscussed there is ill lack of a sysematic commercid secure policy nodd . A Formad Commercid Se
cure Rolicy Modd Based on Framenork (FB-FCSM) is proposed which integrates multi-i ntegrity-principle into one sysematic commer-
cid secure nodd . The nodd has ot only good conpatibility but a sound scdahility ,and is a refinement of Aark-Wilon Integrity

Secure Rolicy.
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, if UserClass( userj) = AuthUser  useri & USERS
(PTP). then
(DTFS) ( PTFS) . , , USERs T= USERs { LWI}
(2) CertUser (useri , userid, userj)
’ ( ;U useri userid. )
' if UsrOlass( usarj) = AuthUsr  wseri  USERs  wsarid  USERIDs
, ( CatPTP) , . ) . i
3 wseridtuple = (useri , userid)  userictuple § USERIDTURLEs
then
(CERTPTFY) . USERIDTURLEs * = USERIDTURLEs { userictuple}
' (3 TP CertTP( tp, Leeri)
( CentDTP) , ( : usarj tp, tp
(CERTDTFRS) . 2
(Usar) : if UserOlass( user) = AuthUser  tp TRs tp §DTRs  tp § CERTTRS
; ( USERs) . Jtpknov TPKNOWs usej = tpknow.1 tp  tpknow.2 3 udiknow
(UserlD) : ’ UDIKNOWs tp udiknow.1 [[] udiknow.2| =0] []| udiknow.2| >
0 [ Vudicd : UDICDI| udicdi  udiknow.2- udicdi  UDICDIS] ]
(USERIDs). , then
CERTTRs * = CERTTRs { tp}
(UserIDTuple) (User, .
(4) TP AuthTP(tp, token , usej)
UserID) UseriDTuple .
(  usej tp token )
USERIDTURL Es. if UserOlass( userj) = AuthUser tp TRs tp € DTRs  token TO-
(‘Token) s , KENs tp&token tp CERTTRS
TP TP then
Token ( TOKENS) . TOKENs * = TOKENs\ { token} { token {tp}}
( AuthTuple) (5) AuthUserID ( userid , token , userj)
. (UserlD, Token) . ( : user] userid token
(AUTHTURLES) . :
3.2 )
(1) if Userlass( userj) = AuthUser  userid € USERIDs  token  TOKENs
' = i & &
Userdass: USERs - USERALASSS 3 authuple = ( userid, token) authtupe € AUTHTURLES [[ tp

, USERCQLASSs = { Au-

thUser, ExecUser , SysUser} AuthUser ExecUser  SysUser

. AuthUser ,
;. ExecUser ,
; SysUser
(2 :
DTPPart: TPs -27™™
TP , PTRs ,
(3) CDIs :
BEvduate: IVPs - RESULTs
VP , RESULT ={ TURE ,FALSE} , TRUE
JFALSE . TRUE FALSE
3.3
(D AddUser ( useri , userj)
(  usej useri )

DTRs]
ptg - ptpi

then

AUTHTURLEs " = AUTHTURLEs { authtuple}

(6) DTP CertDTP( dtp, user)

( " Userj dtp )

dp dtp
2)

if UserQlass( userj) = AuthUsers  dtp € CERTDTRs [ Vpip  DTP

Part dtp- [[ J tpknov  TPKNOWS; udiknov  UDIKNOWs  usaj = tpknow.

[tp DTR [ Vptp,pp: PTP| ptpi, oty DTPPart tp  pipi #
token ptg < token] ]

1 pp tpknow.2 ptp udiknov.1 [[ udiknow.2| =0] [| udiknow. 2
| >0 [ Vudicdi: UDICDI| udicdi  udiknow. 2- udicdi  UDICDIs] ]
[ Vopupe: Optuple| optuple  ptp- optude  dtp]]]  dip DTRs

then

CERTDTRs " = CERTDTRs  { dtp}

(7) DTP AuthDTP( dtp, TOKENsdtp, userj)

(  user] dtp

TOKENsdtp )

if UserClass( usarj) = AuthUser dtp DTPs dip CERTDTR  TO-
KENsgp S TOKENs | TOKENsq| =| DTPPart dtp| [ Vptp: PTP; token:
Token| ptip  DTPPart dtp; token  TOKENSyy pip < token]

then

[ Vtoken

TOKENsgp- [ Vptp  DTPPart dtp- [ Vtempptp: PTP|
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tempptp DTPPart dtp  tempptp & token- token * = token { ptp} TO- TR TR (TP, CDI,,
KENs 4p = TOKENsg,\ { token} {token }] TOKENs ~ = TOKENs\ TO- CDl,, CDI., ) TR . TRs CDls
KENSgp TOKENSgp

(8) TP ExecTP(tp, usarj) TP
(  usej tp, wej  tp 2) (3
if UserOlass(userj) = ExetlUser tp CERTTRS tp &S CTR tp &
DTPs [ dtoken TOKENSs; authtuple AUTHTUFLI?S; @idtuple (c4) Qark-Wilon
USERIDTURLEs tp token toten = authtuple.2 userj = userituple. 1
authtuple. 1 = userictuple. 2] [ Vivp: IVP| ivpivp  IVPs: Bvaluate(ivp) = Ydog (10) '
TURE] (C5) B-FCav TP  UDI-
then Know TP UDI
CTPs "= CTRs { dip} (E1) FB-FCav ™
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) (E2) (UseriD, TR, CDI,, CDIy, CDIe, )
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|ivo  IVPs: Bvaluate(ivp) = TURE] (£ e '
then
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(10) Syl og(tp, use) B-FCM Jark-Wilon
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then
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