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Structure of Frequency Hopping Sequences Family
Based on Block Cipher

LI Zan, CHANG Yt lin, CAI Jue ping, WANG Yumin
(State Key Lab. d Integrated Services Netwaks, Xidian Univ. , Xi’ an, Shanwi 710071, China )

Abstract: A novel family of frequency hopping sequences based on iterated block cipher is proposed for frequency hopping
muliple access (FHMA) communications.The design offers a class of nonlinear FH codes with high security, large linear span and a
unifom spread over the entire frequency bandwidth. Moreover, FH sequences among the family are independent from each other and
they perform as well as random patterns in terms of multiple access interference in antt jamming applications. With the performance of
packet emor and throughput for FHMA network being derived in theory, numerical results of the 3DES sequences are presented, conr
paring with those of shift regiter sequences and chaotic FH sequences. Efficiently implemented in field programmable gate amays
(FPGA) , the generator prototype of the proposed sequence has been realized and incorporated into fast FH radio.

Key words:  block cipher; FH sequences; FHMA; VHDL; FPGA

1 B
: KEY
| Shannon
« ” (Confusion) ” ( Diffusion) ,
m RS (-4 ,
; L5 15|
[5~ 8]
m
’ | R
2
21
: FOP(Time O Day) N1 MRS
1
KEY s TOD

: 2003 08 01; : 2005 01- 10
(\No.,60402040); : “ 7 (No- 92000001 10010303)5; (No. 00130524. 7)



4 621
1 [9.10] P,= 1/ ¢ num(X,) {(fil,i= 1,2, -
(1) 8hit N fp, t€(L2, ...q) , r=0, k
ez K 8bit , ©} i(2)  =4q=2" Hy 0. 05 Xt - 1);a=
: 16 :(3)K Xe3);05= 82 2447; (2)
; ) KEY P=1/¢", num(X,) {fi).i=
;(4)Sbox1~ Sbhox3  8bit 8bit , L2 ...N , r= 0, k=
Shox4~ Shox6  8bit 4bi . , =64 Hy 005 X o ia ™
: 64bi TOD (zat+ J2n-1)%/2= 4244.7. ,
8 8bi P.,P,.--Ps Z, Z,, TOD N=2l6 %2
e ( U, 0.05
P5 '= Phy_ | OK' @) 4 ' i
i+ 1 . opit | i =123 i=1,2...16 (1) r
sz_1= Sbaxj(sz ) @sz @zz 1
! ’ TOD KEY .
. ) Zni=8.16 X
N0 ot 12,16, n= 1,2 (2) 1 | 00000 | ACBCD2114DAEIS?T7 | 65.0078 40460
’ 0D 2 | 000000 | C6DBF4COIA3CDAZF | 71.7813 3943, 8
o » 6 3 0001 169B340989C 1 D32C 65.7891 4000. 3
€. C= (Sbavd( P2’) OSbax5(P4) OSbax6( Ps’)) 4 I4E6F | ACBCD2114DAE1577 75.3281 4100.0
+ [ Sbavd( P1®) @Sbax5(P¥) @Sbax6( P3%)) <4 (3) 5 | 3BBOO | C6DBF4C9IACDA2F | 71.6641 40363
< . g=2"(n= 1,2, 6 | 000001 | 169B340989C1D32C 60.959% 3860. 8
8 , C . [en e 7 | 3A019 | ACBCD2114DAEIS77 | 61.4980 3985.3
. 8 | 432002 | C6DBF4COIA3CDAZF | 74.0293 4091. 3
ey o) TOD . f(TOD)= Zcﬂn_ 0 9 | O0BA38 | 169B340989C1D32C 68.5820 4145.0
i=1
22 223 s
s 5000,
“ ” (43 ” m
11
m, g o
. £
221
, Shox .
, . Shox Fo= {fo f1. R N T
S ) 82 BEME R (R
. m, Fi= {forisfieisfoe is ) (i= 1,2, -.,500) 10
, 5 . s 2 (q
, - 1)%=255" M lo
(264)~ 5 gistic 157 x2 . R
222 , , M
, x? , 95%
, 65604. 56191 (5), .
, cht squared ,  x? prob( X*> 65604 56191) = 0. 0543 (5)
Hy: 224
s Pearson
o i[num(xt)— NP,J? (4) (LFSR) \ M assey 1
=1 NP, s -1 m
H, . N L:M s
(N 250) , k- r—1 X m ,
. XP< XP - 1: a a Ho. ,
(1) 2,




622 2005
: 2. M, q G)= e 6= (=0 Y o o= cowrg (12)
2
p(k) .
N = 200|N = 400]N= 600 N= 800 [V= 1000 c A
hits | 100 | 198 299 97 | 498 ’ 9 g '
8bits | 99 20 | 29 | 39 | 497 (%) gu -y -
Ghits | 98 197 | 298 98 | 498 (11 a7
Shits | 99 19 | 299 | 397 | 499
N hits | 13 13 3 3 13
Shits | 138 | 138 138 138 138 ,
) 5.7
N 4 M4 AR RERIER
225 5 ,
D) 2 E
d=1fi1- fil , {fi}
, 18]
1/q, k=0
P(d= k)= ) (6)
2(q-d)/q°, 1=k=q¢-1
E(d)=(¢= 1)/3q~ ¢/3 (7) e
D RN TR 2208
pP(d=p)=2L+1_D(D+ 1) (8) , VHDL
q q [1415]
s q ° ?
s M= fil=D ¢ n (Receive)
_ 9 p= ’
: » 9=2,D=2 (Counter- 64) ( Process) ( Compress)
7% 107 °. 6
226 , ’ ’
64 . ’
: ( FHMA ) ' ’
n-3, FHMA 3
= _)\ =
mNLE
s TR AN e
K(K= ™» 7 l l f I
2 ) e
oS (E= 12 B 3 BRSO SRR
wwKim=12 .. M)
k m ,
M k
P((M,K,q)=(1- ¢ )MV 9)
P.(M,K,q)=1- P,(M,K, q) (10)
; K>1
S n B 7 BSOS AR A
K>l & Altera 144 pin TQFP FLEX10K20
S'= DRPA(M. k q)p(k)=~Ce “W0 (11 - b ; ¢
k=1 M



623

1.5MHz

(1) , 1. SMHz, 3MHz

--24MHz , 1032/

(2
s FPGA
17ns, N

L 5MHz
23850hops/ s
64bits
144bits

L5 35 18
3 17 50
6 8.65
2 4.38
2"(n= 1,2, ...16) 24 2.15

TOD

(3) . ,CPU

TOD

VHDL

R VHDL ., Alz
TERA FELX10K20

, 1032/ .

[ 1] Mei Wenhua, Yang Yixian. Families of FH sequences based on pseudo
random sequences over GF(p)[J].ICCT2002, 1(5): 536- 538.

[ 2] FM D A. Hit probability baween frequency hopping sequences gener-
ated by Reed Solomon and Hemitian codes[ J]. Electronics Letters,
1996,32( 11) : 962- 963.

[3]

[4]

[6]

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

, . I:G [J]. ,
2003, 24( 1) : 8- 103.
Wang Haiyang, d al. Reproducing algorithm of Lempel Greenberger s
quence and improved model in hopping frequency[ J] . Joumal of China
Institute of Communications, 2003, 24( 1) : 98— 103(in Chinese) .
Seong Bok Park, K wang Eog Lee, Young Kyun Choi. Some good fre
queny hopping sequences with abitrary number of slots[ J] . [EEE M it
tary Canmunications Conference MILCOM, 2001(2) : 1325- 1329.
Ling Cong, Wu Xiaofu. Design and realization of an FPGA-based gener
ator for chaotic frequency hoping sequences| J]. IEEE Trans Circuits
and Syst. I, 2001, 48(5) : 521- 532
Hongxia Wang and Juebang Yu. A new cipher quast chaotic frequency
hopping sequence for FH/ CDMA communications| A]. IEEE Interna
tional Conference on Canmunications, Circuits and Systans and West
Sino Expositions| C].2002. 497- 501.

R . [J].
, 1999, 27(1) : 67— 69.
Ling Cong, Sun Songgeng. Frequeng- hopping sequences by chaotic
maps for FH/ CDMA communications[ J]. Acta Eledronica Smica.
1999, 27( 1) : 67— 69( in Chinese) .
[J]. ,2002,24( 10) : 45— 46.
Deng Hongmin, He Songbai, Yu Juebang. A frequency hopping system
based on a gpecific chaotic map{ J] . Systems Engineering and Electrorr
ics, 2002, 24( 10) : 45— 46( n Chinese) .
Zan Li, Yilin Chang, Lijun Jin. A novel family of frequency hopping se
quences for multr hop bluetooth netwoiks[ J]. IEEE Trans Consumer
Electronics, Nov. 2003, 49( 4) : 1084- 1089.
Zan Li, Yilin Chang, Lijun Jin, Jueping Cai. Analysis of FHMA perfor
mance on block cipher based frequency hopping sequences[ J]. IEEE
Communications letters, July 2004, 8(7) :434- 436.

R . - [M].

,1999. 126- 152

James L. M assey. Shift register synthesis and BCH decoding[ J]. IEEE
Trans Informat on theory, 1969, I 15( 1) : 12— 127.
R A Rueppel. Analysis and Design of Stream Ciphers[M]. New York:
Springer V erlag, 1986.
Kuusilima K, et al. Fnite state machine encoding for VHDL synthesis
[J]. [EE Proceedings: Computers and Digital Techniques, 2001, 148
(1):23-30.
Bolchini C, Montandon R, et al. Design of VHDI: based totally self
checking finite state machine and data path desaiptions| J]. IEEE
Transactions on Very Large Scale Integration (VLSI) Systems,2000, 8
(1):98- 103.
R K Morrow . Packet throughput in slotted Aloha DS/ SSMA radio sys
tems with random signature sequences[ J]. IEEE Trans on Canmune

tion, 1992, 40(7) : 1223~ 1230.

, 1975 s
N . Ermail: zanli@ xidian. edu. cn.
, 1944 s

s .Frmial: ylchang@xidian. edu. cn.



