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Implementation for RSA Cryptography Coprocessor

L1 Shu-guwo ,ZHOU Run-de ,FENGJian-hua ,SJN Yi-he
(Ingtitute o Microdectronics, Tsinghua University , Beijing 100084, China)

Abdgtract: The area and Peed of cryptography coprocesr inpede the gpplication of public-key cryptogrephy RSA for smart
card. A new VLS architecture of high- radix nmoduar multiplier to compute RSA public-key cryptosygem using our modified Mont-
omery dgorithm is proposed. With TSVC 0. 3% m CMOS techrology mode's ,a 1024-hit RSA cryptography coprocesor based on our
proposed VL S architecture have been implemented. Its smulation results show that the time to calcuae 1024-bit modular multiplicar
tion is about 1216 clock cycles and the gate count of the coproces®r is alout 38k. At a clock rate of SMHz it will take about 374msto
encrypt 1024-hit message on average. Gonrpared with previous works our proposed architecture can achieve good performance in chip
area and Peed therdore it iswdl suited to smart cards.
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