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Analysis of Two Stream Ciphers Based on Chaos
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Abstract: It is ponted ocut that the two stream ciphers proposed respectively in/ Generating nonlinear feedback sream ciphers
via chaotic systems) and in/ The theoretical design for a class of new chaotic feedback stream ciphersO have the property that the
frontal values of the autput sequences of the two stream ciphers are nat sensitive to the least significant bits of the key. So they can be
attacked effectively by the divid& and2 conquer attack, which attacks the most significant bits of key at first and the least significant bits
of key secondly, wth the known chaotic trans formations and known plaintexts. An gptimal exhaustive attack with the mininum canpu®
ing complexty is propesed under the condition that the distribution of the key is known. Furthermare, an improved divid@ and2 conquer
attack s proposed and its camputing complexity and success probability is analyzed.
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