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A Mutilevel Security Model with Credibility Characteristics

TAN Zhr yong, LIU Duo, SI Tiarr ge, DAL Y qi
(Dearment  Canputer Science and Technology , Tsinghua University , Bejing 100084, China)

A multilevel security ( MLS) model with credibility characteristics was proposed to solve the problem of trused

subjects hidden security flaw and poor system usability in present M LS systems. By introducing credibility labels of subjects and

objects and credibility evaluation functions in original BLP model, it can evaluate credibility of access requeds as well as cowe

sponding credibility variation of subjects and objects. Since this model establishes restriction mechanisn agaist trusted subjects and

assigns limited privileges to all subjects, it is more flexible and practicable than present security label based ML'S models.

Key words:  multilevel scurity; credibility ; BLP security model; access control
1
BLP (Multilevel Securty, MLS)
tss , *-
de =3 .
1
2 * - 2 2
BLP . Bell BLP
D ( }bnnx(si)a }\tmin( Si))
BLP .
[5.6]
: 2007 0F 09; : 2008 04- 28

(:No. 60673065)

. Bell

(4
DBLP

BLP
ss * - s
ABLP (7
[6]
, BLP

( CBLP)

2

CBLP( Credibility-based BLP)

[8] ., CBLP



1638

2008

2.1 CBLP
CBLP

(1) S: ZSUBJECT, S,

Su

0: 70BJECT.
L: AEVEL, IEVEL
CR: 7CREDIBILITY.
A : ZOPERATION.
T: 7TME.

(2) 2: LEVEL <}EVEL.

M: 07 SxA, A
r— (read) ;
a- (append)
w— (write)
(3) BS2(Sx0xA),
(4) F,

F= ((Fof o f IV YSES fi(s) ZHl5))
s(a)f:STL, :
(b)f,: 0T L, ;
(c)fe:S” L,

(5) G,

G=1{(g.8, 8" g0)I Vs€S, VoE€O,
(g )<gs(8))/\(g( 0) Kgl(o)))

:(a)g:S” CR, ;

(b) g, 0" (R, ;

(c)g¥:S7 CR, ;

(d)g": 0~ CR, .

(6) cv, CV= {(a, w,
w,)), (@, a, a,): CRx CR*xAXLxL_ CRx
CRx CR,

2.3.1 . , g
(7) H, (
).
(8) R,
9) D, D= {yes no, error, 2},
, CBLP

1 DUR.D. W,z
Z(R,D, W, zo)= {(x v, z2)lx ERTAyEDTAZ EVIA
(VtETa (%05 ¥is 205 2 1) GW)/I
VEBXMx Fx GxCVxH
; WERXDXxVxV

> 2
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2.2 CBLP
CBLP : 1
- % -
; 2 3 4
ra w 58 -

1 (b,M,f, g, w,H)

,xEM; EM, rq
(85 05, %) BLP ss * - ,
rq(s;, 0 j,x) (x=r,a w):
(U rq(so.x) b, = {(s:
o, ) ) Ub;
(2) V' V= (b M. f. g @ H).
2 (b,M,f, g, cw, H) ,rEM; EM, f,
(s:) 2fo(0) Nf(s)! 2fo ) o rq(si0.r)

(1)(g.(rq), & (), g, (0]))= a(g(si). & 0),
rfi(s).fo(0));

(2)¥( g (rg) 2g)and( g\ (
(o) 2Y(0,)),then

si) 2&M(s:)) and( g’

(a) g = (g (51). 8, (0). 8/ (s),
g (0));

(b) rq(s,o.r) b, ={(s
o, )} Ub;

(c) V V= (b M S g e,

else rq(s;, 05, 1.

3 (b,Mfg,cuH)

,a€M; €EM.f,
(0)! ) »  rals, 0. a) :
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(1)(g.(rq). g: (). g, (0))= a(gs). g(0), ;
a.fo(si).fol 0)); (3) Sfo(o) & (rq)

(2)¥(g (rq) 2¢")and( g, (s;) 2g"(s))and( g, : ;
(0;) 2)(0,)), then (4) * - Solsi) o fol o)

(a) &' & =(g (i) gnlo) g(s). & (rg)
gl(o));

(b) r‘Z(siv 05 Q) ’ b* ’ b* = {(Sia ’
0. )] Ub: (Y 0 0

(c) v Ve (V.M. S g | cg(si)=g,(0)=0 ,g(rq)
. =g (s)= g, (0)=0;

2 1 1
else rq( si, 0, ). (2

4 (b, M,f, g, w,H)
(si) 2fol o) N(fols)! 2ol a) Vful0)! 2felsi))
rq( si, 05, w) :
()(g.(rq). g: (5:). & (0))= cw(g,(s). g&(0).
w.fo(5:).fo(0));
(2)¥(g (rq) 2¢")and( g, (s;) 2g"(s))and( g,
(o)) 2. (0)), then

(a) g, g =(g (s, 8,(09), 8 (s),
gy(0));

(b) rq(siopw) b, b= {(si,
o w)} Ub;

(c) V' V= (b M, f, g, w,
H).

else rq(s;, 0, w).
2.3 CBLP
2.3.1

(e, w,, w,)
2 (e, s, w,) :

(w,, @, @w,): CRx CRxAxLxL " CRxCRxCR

(g(s), gu(oj)’xﬂfe(si)7fo(0j))|_>(gr(rq)’ g, (si).
g,(0))

rq(s; 0, %), &(s) g.(0)
x Se(si) fo
(o) : g.(rq)
g (si) go(0)
(Vg (rq) g (si) go(0) 0 1
(2) s 0; , & (1rq)

s ﬂEMy EM?fs

» o g(s)=g(0)=1,
folsi) Zo0)(x=1).fol g) Ho(s)(x=a) f,
(5) 2f,(g) No(s)=Fo(0)(x=1w) .g(rg)= g
(s)= g, (o)=L
2.3.2

g(rq)= (gl si), g 0),x.fc(si),fol0))
:max[é’s(si)+2gu(§)_ pr(si’ Oj)'cro,o (1)

gs (si)= a,(g(si). 8(0), %.ful5:).fo(g))

= max(gg(si)— No(si, 0,/)'”0:@ (2)
8o (0)= @,(g,(51)8u(0), 2. fo(5):.fo(0;))
= max(go(q)— (s, %)'W@@ (3)
o
;s 0) , 5

J

max( (fof o)~ fo()) . 0). x= £
Nl si, 0)={ max| (fe( )= fo(0)],0), x= a (4)
abs{ £ 50~ Fu(9)) %= w0
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g(rq)= a, (gl s), &(0), %, fc(5),f,(0)) rq3;  1qy4 ,
gs(si)+ go(oi) — kofﬁg)'w
— . M . S[ 5
2 ¢S (9 rqy 194 1G5
gs (si)= as(gs(si), gol 0), x.fc(5i).fo(0)) ,
= gi(si) g lrg) (6) (5)
gol0)= a,(g(s).8.0),%.f(s).fo(0)) k 0.2(x=r/a) 0.3(x=w), 143
= 8(9)*g(rq) (7) (g:=10.8, g =0.82,g,=08),
(5) (s o) rq;
,f/g  k s grw 0. 70 rq3
’ 3
2.4 CBLP CBLP ,
CBLP s
S 01 0y 03, ’
1 2 2
1
S1 0] 02 03 BLP
fU - 1 2 3 )
, CBLP
/. 2 - - -
/. 2 - - - ’
2M/gt 0. 80 0. 60 0. 70 0. 80 CBLP
g.,/8, 1. 00 1. 00 1. 00 1.00
2.3.2 s
. (4)~ (7). (5) k
x=r a ,k=0.3 x=w ,k=0.4

g 0. 80. 5

"rql(slﬂ 09, r—)7 qu(‘Sb oy, w)a rf]3(317 03, r_)7

rqs s1, o, w)  rqs( si, o1, w). BLP ,
st , rq1 , g~
qs 5 $1 > g1~ 14s
CBLP s
BLP s 2
2 rq1~ 1495
fo fe o gi7ed gh /e g/g! d 8,
g 2 2 2 1.00/0.80 1.00/0 70 1 00/0.80 yes 1. 00
g, 2 2 1 0.9%/0.80 0.94/0.60 0 94/0.80 yes Q094
rg; 2 2 3 0.75/0.80 0.75/0.80 0 81/0.80 mo 094
rq, 2 2 1 0.8/0.80 0.82/0.60 O 88/0.80 yes QO 82
gs 2 2 1 0.63/0.80 0.63/060 0.77/0.80 no Q82
rq, , s
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