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Multicast Authentication over Lossy Channels Against Active Attack
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Abstract:  Multicast is the fundamental communication mechanism for all sorts of group oriented application sush as video
conference or cooperative work. It is important to study and improve the security of multicast. As multicast is layered on top of unre-
liable communication protocols such as UDP in TCP/IP protocol suites, data packets are lost possibly. M ost multicast authenti cation
schemes do not tolerate packets loss, some others may only work in random packets loss while vulnerable to active attack. In this pa
per, a new concept of partial collision resistant hash function is mtroduced, base on which, together with hash graph and emor cor
recting code, an efficient multicast authentication scheme over lossy channel is presented. The scheme is not only very efficient in
computation and communication complexity, but also secure against active attack. After a formal security modeling of multicast airr
thentication schemes over lossy channel, the security of the proposed scheme is proved under this definition.
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