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A Survey of Security for Mobile Ad Hoc Networks

YI Ping, JIANG Yi chuan, ZHANG Shi-yong, ZHONG Y r ping
(Deartment o Computing and Irformation Technology Fudan University , Shangha 200433 China)

Abstract:  In resent years, mobile ad hoc networks are a new emerging field with is potertial applications in extremely unpre-
dictable and dynamic environments. However, i is particularly vulnerable due to its features of open medium, dynamic changing topolo
gy, cooperative routing algorthms. The aiticle surveys the sate of the art in security for mobile ad hoc networks. Fistly, we analyze
various possible threats to securiy in mobile ad hoc networks. Secondly, we illustrate representative solutions to deal with those threats,
including key management, intwsion detection and cooperation enforcement. We also make a comparison and discussion of their re-
spective merits and faults, and propose some ways to fix these problems. Finally, we also present the challenges which are still worth to
further research in the area.
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