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Abstract: K- anonymization of tables is a method to prevent private information from disclosure prior to publication, which is
achieved traditionally via generalization/ suppression techniques. However, these methods have some defects on efficiency, availabilr
ty , etc. Recently, microaggregation algorithm is proposed as an alternative to generalization/ suppression method for k- anonymization
whose goal is to cluster a set of records nto groups of size at least k such that groups are as homogeneous as possible. Then the
reconds atiribute values in the ssme group are replaced by the group’ s centroid. Microaggregation algorithms’ core ideas, the state
of the art and related techniques are surveyed. The existing agorithms are classified and analyzed. Evaluation methods of microag
gregation algorithms are investigated. Finally, some open problems and the research directions in this area are discussed.

Key words: k- anonymization; generalization/ suppression; microdata; microaggregation; privacy preservation

1 k- (31 ,
MinGen (4 IBM Waston
k- ( & anonymization) Iyengar ,
ke 1998 - “ ” 1512005 , Yao Chao
Samarati  Sweeney o I- (el
( k) 2006 ,Machanavajjhala - ,
k- k . ’
ke . Li Zude [7]
s , k- , (k, 1) 81
: ) (k1)
k- ) . , . Wong (a,
2001 , Samarati k- k) 191
: k- 21,2002, Sweeney a. Xiao XiaoKui
:200F 1H18; : 2008 03- 31

(:\No. 60773094, No. 60473055) ; (No.075G32) : ( Ne. 05PJ14030)



2022 2008
[10]9 2 2 ; (2)
. k- QI( Quasr Ident ifier) ,
Classfly* 1 2007, Li Ninghui 3
(2 [13] F , {Race, Birth, Gender, Zip; .
, t- closeness , ,
; (3)
/ 2 2
]f/_ 2 2 2 (4) 2
(1) , Meyerson! ™ Aggarwal 1P , ,
, / k- NP-hard ,
[16]
; :(2) (k) T(A, Ay s A,),
, or T Lrrayrod (
:(3) / ), rroI] r[or]
( ), , k , T k-
Ll 2k ) T(An Ay Ay,
/ . or T L p ; X=
SDC( Statistical Disclosure Conirol) (Mr (%1, ++5 x,) p- P T
croaggregation) k- , QI g > 1 i ,
. ' ’ Vi, n, >k, n= an, T
B i=1
) , Ql Kk .
, k- 3( ) T(Ay, Az - As), QI
, , T , o k- T g
) . G i , i(i=1 -
o1 116171 2001 , Oganr g), ¢ l
an NP hard B
81 2002 , Hansen ) [20] , k-
, [k 2k]
0K n)"™. : (1)
Doming(rFen"eII 21 Taszlo!?", Solanad 2! >
.2006 , Domingo Farer (p, k) > :(2)
(231 . Solanas ’ ’ ’
[24] ;(3) : ) ,
V-MDAV (2312007, Daningo-Ferrer )
E- A pprox 1261 Chir
Chen Chang TFRP( Two Fixed Reference Points) ’
(71, Josep Domingo- Ferrer
’ 22
2 (1).
o 0 A(X, V)= X~ ¥ (1)
N i=1
’ Xia Yz X) Y; L

Gk ., G



10 k- 2023
GSE (2’)' {O, 17 25 3} 4’ 57 67 7}7 S: {15 2;2,2; 7}5 2
) - s s (2. (17 ¢ (1,234,
GSE(GL-):j;d(Xj,Xi) X= Z,Xy (2 567 JLALLLL
n; Gi > I >k7 va Gt {17 25 27 25 37 47 55 67 7}5 S 3
j 5 AXvi Gi s GSE s
, DomingoFerrer! 1/
SSE (3). . X, Y p ,
S _ (8).
SE= DGE(G)= X D (X, X) (3 :
=1 i=1 =1
s, %, 1= 225
, n= n;.
g i=1 5 0, 5=y (8)
n SST (4). (%, 3;) = L #y
ssr= ¥, Yd(x, X) X= % X (4 . (8)
=1 j=1 =1 , 8
X T , (3
, , { 151400}
o {15141 {151400)  { 321004/ ,
S l
¢ (8 . : [28]
i , I
T , SST ,
k- . SSE, , SSE ’
IL 5 .
IL= SSE/ SST (5 43
IL , 4.3 2’4
2.3 ’
. DomiDgO' [29’ 30]
Ferer 0y,
Ai a, b(a <b) 25 K
(6). . 2
d(a, b)=1{jl a<§< bJ1/ID(A;)I,
(6 rooR g
D(A;) A 1 T
(6) > d( a, b) A; [a, b] Company Surface No.emp Tumover Net pro
A; ARA Lid 7% 55 3212334 313250
Dominge Farer B&B SpA 710 “ 2283340 299876
’ : @&C Inc 730 2 1989233 200213
A, C={ci< < < ¢}, n
D&D BV 810 17 984983 143211
I/(lla Ap, -5 (l,l}((liEC) 57
S ) E&E SL 950 3 194232 51233
C= (01,234,567, S={1,2256 F&F GimbH 510 25 119332 20333
2 G&G AG 400 45 3012444 501233
' flg) H&H SA 330 50 4233312 777882
S ¢ . f (7). 1&1 LLC 510 5 159999 60383
' (a)= min(max(f<( q)),ma)g‘(>cj))) (7) J&J Co 760 52 5333442 1001233
o r K&K Sar 50 12 645223 333010

s s




2024

2008
5 s s F4 s
T, T, 1, 1317
{ Company}, = {Surface, No. emp}, (1)
{ Turnover, Net profit}. k- : T A,
(1) Company, ;(2) A T ,
T QI , QI k- k . k-
(k=3):(3) .k
( )7 2
, 2. , k-
2 T T k=3 )
Company Surface No. emp Tumover Net pro
7.5 46 RIBHU 3120 (2)
747.5 46 2283340 299876
Karl Pearson 13
T47.5 46 1989233 200213
14 Xl; X27 ] Xpr
756. 67 8 984983 143211
Z]a Z2; °ty Zp; ’ Zl
756. 61 8 194232 51233 7
322.5 33 119332 20333 Zl
322.5 33 3012444 501233 , (9) .
2.5 33 23812 777882 Zi= anXi+ apXot -+ apX, (9)
756. 61 8 15999 60388 ah+ ah+ ai,= 1 ay, ap - ay,
747.5 46 5333442 1001233
322.5 33 645223 333010 ’
3 (3)Sum of ZScores
Sum of Z Scores s
31 k- , AN
b= ; . X1 Xy oy X, 289
(10).
oo fau o 255= 3, YX- K/ 9 (10)
i=1 j=1 _
a Xio L . X; J
, - N g .
renan, - (4) ( Individual Ranking)
[20]  Ward , k- Ward k- k- ,
k~Ward MD( Maximum Dis ,
tance) s , k=
2 2 ) ]{/_
, MD 0(n% , )
k). ®-ARGUS/ 3 MDAV
(Maximum Distance to Average Vedor) MD 3.2
, 0(n?). [16] MDAV k- )
, ) , Josep Domingo
MDAV-generic Ferrer
O( n?). /16,20, 21, %, 31/

k. 2k k.



10 : k= 2025

[31], MD [Z)]’ MDAV [32] , ,
MDAYV-generic ey . s . [20] f- Ward
MDAV , 0(n?, . [17] k-modes
1. [35] c
[21] (MST)
MDAV .
: n T, k. MST 2,
ok T , e= (org, dest) org
(1) T by . dest _ ’
2 r S k-1 2 ’
(2) r r - s k, 5
N s k-1 . 5
(3) 2k, e o(n”).
(4) [k 2%k-1 . MST
: n T, k
I MDAV e T
(1)
> Prim
, 2 k-
2 2 k: 37 (2)
3 e= (org, dest)
4 e k-1,
ooo0 /oo"{ ~ o°o° (3)
- ~ 5 MST
o ° o oo\o o it o \ »
’ o® : o -~ | 0° B ’ ( 1)
B2 RagaEsE B3 EKMELELER B4 BRGR s »
k- , :(2) .
[k2k] . Eoi(3)
1998 , Domingo Ferer )
: kWard ,
[20].2005 , Laszlo  Mukherjee 3.4
(MST) 2, MST ,
J-Ward
,  MST . 2006 , Domimr .
goFerrer  Hanserr Mukherjee 2003 [16.20.21.26]
/19 [34] /16,17
, MDAV s ,
Solanas V-MDAV (Variable MDAYV) [7] , .
MDAV s [16]  MDAV- generic MDAV 32 s
B [k5 2k] B > >
.2007 , ChirChen Chang?” , O(n?). Torra
TFRP s ()(nz/ k+ nk), AR k-modes
k— N ’ s
k-modes

33 k. 0(n?).



2026 2008
, [17]
4 ) R,
4 § ’ ;
DS, DS, DSy( DS») R
4.1 ’ R
k_
. linked _
; [18] records , total _ records
’ 7 DRI
NP , (12), :
DR, - inked _ records 12
’ , " wtd _ recards (12)
. 4.3
, 4.2 ;
(median) (mode) ;
k_
4.3
. (1)
. ’ [20]
. . (5).
[16]
: RrU [37.38
. MSE MAE
4.2 /
Panaretos/ ¥/ 3 (1) " o B v
anaretos : , T’ P/ n X X
k(2)(n, k) ;(3) » T,T/ , Xj, x; X,XJ
. (j) , (13) (14)
. (m) U (15).
x =«
diie = 11 Y ’
(j) " (1Y MsE= = Z Z{xf- xi)? (13)
a J xo L 1
,~ ) B= L Z Lzlm._m (14)
L dG) : 1 Lay= ;1
| W= nZ Ere (15)
d(j) )
[5,37]: s
7 [37,

38].



10 k- 2027
Yancey ¥ X 0o ,MVv { < ]
H=|- Jog,p; 19
7 uv ’ (16). f i;p %P (19)
, | xa— il AN
w'= L Syt (16 H=— X plogp+ (1= p)logof 1= p)]/ (L= 1)
pnoiov = ,/_25j i=1
5 J (2)
[40] 5 Pi C; . pi= n/ n.
t )
’ (21).
(2) H= ZHJ. (21)
j=1
y (22).
(a) ILR= | aigina Entrooy— nav Entropy| .. 100 (2)
- original Eniropy
’ ' / 5
2.3 T T bt
T T . tET,.lET, k=
.n T T’ , ; )
(17). ’
z , (1)
IL=d(1;, 1) (17) ,
=1
(b) ’
[37] CTHIL (2)
(Contingency Table Based Information Loss measure ). ’
T’ T ,N LW t ;
, <N, CTHIL (18) »
CTBIL(T, T ; W,N)= Y, > |aii— i | ’
(Vi -V JEW iy
VooV SN
C 3
(18) (3)
xi’tﬁsa{pts‘ flle SubSCTptS ’
(c) (1)
’ k- , k-
’ (2)
k-
[31] (3)
T n , T g
T’ T i L
Ci(i: 1: ] L)7 n; CL ’
J (19). J

[1] Samarati P, Sweeney, L. Generalizing data to provide anonymity



2028

2008

when discosing information (abdract) [ A]. Proc of the 17th
ACM SIGM OD- SIGACT- SIGART Symposium on the Princr
ples of Database Systems| C]. Seattle, WA, USA: IEEE press,
1998. 188.

[2] Samarati P. Protecting respondents’ identities in microdata re
lease[ I]. IEEE Transactions on Knowledge and Data Engineer
ing, 2001, 13( 6): 1010- 1027.

[ 3] Sweeney L. K- anonymity: a model for protecting privacy| J] .
International Journal on Uncertainty , Fuzziness and Knowledge
Based Systems, 2002, 10(5): 557- 570.

[ 4] Sweeney L. Achieving k- anonymity privacy protection using
generalization and suppression| J]. International Jounal on Umr
cettainty, Fuzziness and Know ledge based Sysems, 2002, 10
(5):571- 588.

[ 5] Iyengar V. Transforming data to satisfy privacy constraints| A] .
Proc of the 12th ACM SIGKDD Conference|[ C] . Edmonton,
Alberta, Canada: ACM Press, 2002. 279 - 288.

[ 6] Yao C,Wang X S, Jajodia S. Checking for k- anonymity vio la
tion by views[ A]. Proc of the 31st International Conference on
Very Large Data Bases| C] . Trondheim, Norway: VLD B Err
dowment, 2005. 910- 921.

[ 71 Machanavajjhala A, Gehike J, Kifer D. I~ diversity: privacy be
yond k- anonymity[ A] . Proc of the 22nd Intemational Confer
ence on Data Engineering[ C] . Atlanta, GA, USA: IEEE Press,
2006. 24— 36.

[ 8] Zule L, Guoqiang Z, Xiaojun Y. Towards an antr inference (k ,
1)- anonymity model with value association rules| A]. Confer
ence on Database and Expert Systems Applications| C].
Krakow, Poland: Springer Verlag, 2006. 883— 893.

[9] Wong C R, LiJ,Fu A, et al.(a, k)- anonymity: an enhanced k-
anonymity model for privacy preserving data publishing] A].
Proc of the 12th ACM SIGKDD Conference| C] . Philadelphia,
PA: ACM Press, 2006. 754— 759.

[10] Xiaokui Xiao, Yufen Tao. Personalized privacy preservation

[A].ACM Conference on Management of Data( SIGMOD)
[C] . Chicago, lllinois, USA: ACM Press, 2006. 229— 240.
[ 11] s , s . K-
[J]. , 20006, 17(5) : 1222— 1231.

Yang Xiaochun, Liu Xiangyu, Wang Bin, Yu ge. K-
Anonymization Approaches for Supporting M ultiple Consraints
[J].Joumal of Software, 2006, 17(5): 1222 1231. (in Chr
nese)

[ 12] Tiancheng Li, Ninghui Li. Towards optimal k anonymization
[J]. Data and Knowledge Engineering. 2008, 65(1): 22— 39.

[ 13] Li Ninghui, Li Tiancheng, Venkatasubramanian S. t- Close
ness: privacy beyond k-anonymity and t diversity[ A] . Proc of
the 23d ICDE[ C] . Istanbul Turkey: IEEE press, 2007. 81—
90.

[ 14]. Meyersen, A, Williams,R. On the complexity of optimal k-

anonymity| A] . Proc of the 23rd ACM Symposium on Princt
ples of Database Systems[ C]. Paris, France: ACM Press,
2004.223- 228.

[ 15] Aggarwal G, Feder T, Kenthapadi K, et al. K- anonymity : algo
rithms and hardness| R]. Technical Report, Stanford Universr
ty, 2004.

[16] Domingo Ferrer J, Torra V. Ordinal, continuous and heteroge
neous k- anonymity through microaggregation| J]. Journal of
Data M ining and Knowledge Discovery, 2005, 11(2): 195-
202.

[17] Torra V. Microaggregation for categorical variables: a median
based approach [ A]. Workshop on Privacy in Statisical
Database| C]. Barcelona, Catalonia, Berlin: Springer V erlag,
LNCS 3050, 2004. 162- 174.

[18] Oganian A, Domingo Ferrer J. On the complexity of optimal
microaggregation for statistical disclosure control[J] . Statisr
cal Jounal of United Nations Economic Commission for Eur
rope, 2001, 18(4):345- 354.

[19] Hansen S L, M ukherjee S. A polynomial algorithm for optimal
univariate microaggregation| J] . IEEE Transaction Knowledge
and Data Engineering, 2003, 15(4) : 1043— 1044.

[20] Domingo Fewer J, Mateo Sanz J M. Practical date oriented
microag gregation for satistical discloswe control| J]. IEEE
Transactions on Know ledge and Data Engineering, 2002, 14
(1):189- 201.

[21] Laszlo M, Mukherjee S. Minimum spanning tree partitioning
algorithm for microaggregation [ J|. IEEE Transactions on
Knowledge and Data Engineering, 2005, 17( 7) : 902- 911.

[22] Solanas A, Martinez Balleste A, Domingo Ferrer J, et al. A
2d tree based blocking method for microaggregating very
large data sets| A]. Proc of the Firg International Conference
on Availability, Reliability and Security[ C] . Vienna, A ustria
s: IEEE press, 2006. 922— 928.

[23] Domingo Ferrer J. Microaggregation for database and location
privacy| A] . Proc of Next Generation Information Technolo
gies and Systems[ C] . Kibbutz Shefayim, Israel: Springer V er
lag, 2006. 106— 116.

[24] Solanas A, Martinez Baslleste A, Mateo Sanz J, et al. Mukr
variate microaggregation based genetic algorithm[A]. Proc of
3rd IEEE Conference on Intelligent Sysems| C]. London,
UK: IEEE Press, 2006. 65— 70.

[ 25] Solanas A, Mattinez Baslleste A, Domingo Ferrer J. V-
MDAV : a multivariate microaggregation with variable group

size[ A]. Proc of Computational Statistics| C]. Rome, ltaly:
Springer V erlag, 2006. 917- 927.

[26] Domingo Ferrer J, Seb F, Solanas A. A polynomiat time ap
proximation to optimal multivariate microaggregation | J].
Computer and M athematics with Applications, 2007, 4: 34 —
53.



10

- 2029

[ 27] Chang Chir chen, Li Yu chiang, Huang Werr huang. TFRP: an
efficient microaggregation algorithm for statistical disclosure
control[ J]. System Software, 2007, 80( 11) : 1866— 1878.

[ 28] , s .
(1. ,2007,30(5) : 786— 795.

Peng Ji, Tang Changjie, Cheng Wenquan, et al. A Hierarchy

distance computing based clustering agorihm [ J]. Chinese

Joumal of Computers, 2007,30(5):786— 795. (in Chinese)

[ 29] , s .
[J1]. , 2006, 34(1) : 89— 92.
Li Jie, Gao Xinbo, Jiao Licheng. A new feature weighted fuzzy
clusering algorithm[ J]. A cta Electronica Sinica, 2006, 34( 1) :
89— 92.(in Chinese)

[ 30] . , . CSA

[J]. ,2004, 32(3) : 357- 362.

Li Jie, Gao Xinbo, Jiao Licheng. A CSA based clusering algo
rithm for large data sets with mixed numeric and categorical
values[ J|. Acta Electronica Sinica, 2004,32(3): 357- 362.
(in Chinese)

[31] Panaretos J, Nikolaos T, . Aspects of edimation procedures at
eurostat with some emphasis on over space harmonization
[A] . Proc of the 5th Hellenic European Conference on Conr
puter Mathematics and its Applications| C] . Athens, Greece:
LEA Press, 2001. 853 857.

[32] Hundepool A, Van de Wetering A, Ramaswamy R, et al. -
ARGUS version 4. 1 software and user s manual. Statigics
Netherlands, Voorburg NL [ EB/ OL]. http:/ /neon. vb. cbs.
nl/ casc, 2007- 2- 14.

[33] K Pearson. On lines and planes of closest fit to systems of
points in space[ J]. Phil Mag, 1901, 2: 559- 572.

[ 34] Domingo Fewer J , Mateo Sanz ] M. Efficient multivariate da
ta oriented microaggregation| J]. The VLDB Journal, 2006,
15:355- 369.

[ 35] Domingo Ferrer J, Torra V. Towards fuzzy c-means based mr
croaggregation | A | . Third international workshop on Soft
Methods n Probability, Statigics and Data Analysis[ C] . War
saw, Poland: Physica Verlag, 2002. 289 - 294.

[ 36] TrutaT M, Fotouhi F, Barth Jones A. A ssessing global disclo
sure risk in masked microdatal A] . ACM Workshop on Privacy
in the Electionic Society[ C|. Washington, DC USA: ACM
Press, 2004. 85— 92.

[37] Domingo Ferrer J, Maeo- Sanz J] M, Torra V. Comparing SDC
methods for microdata on the basis of information loss and dis
closure risk| A |. Pre proc of ETK-NTTS[ C] . Luxemburg: Exr
rostat, 2002. 807 - 826.

[ 38] Domingo Ferrer J, Torra V. Confidentiality, Disclosure and
Data A ccess: Theory and Practical Applications for Statisical
Agencies| M] . USA: Elsevier, 2001. 93— 112.

[39] Yancey W E, Winkler W E, Creecy R H. Disclosure rik as
sessment in perturbative microdata protection| A]. J Domingo
Ferer( Ed) Inference Control in Statistical Databases| C]. New
Y otk: Springer Verlag, 2002. 135- 152.

[40] Mateo Sanz ] M, Domingo Ferrer J, Sebe F. Probabilistic ir
formation loss measures in confidentiality protection of contirr

uous microdata[ J] . Data Mining and Knowledge Discovery,
2005, 11: 181- 193.

, 1969 ,

E mail: hanjm@zjnu. en

, 1985 s

, 1967 ,
, IEEE

s s




