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Abstract:

To analyze the time critical secure protocols, we propose a new method that combines temporal accountability and

timesgamp freshness verification. Comparing to Kudo' s logic, our method can preven tempar and replay attacks by adding the integriy

verification based on timestamps. In addtion, our method benefits intuition and practicality.
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A CanProve( B Says x);
A CanProve( B 18l'rustedOn x )

2 A CanProove x
, A B «x s B X,
x At ¢, timestamp. A x.
: Freshstamped, Freshb efore . Kailar 4 @
. . ; @ .
. Kailar : . s
Kailar : ; ®
A, B, -.: . ;@
M, Q: ,
TTP: (trusted third party, 1TP) . (1)x At ¢: 13 X, % . A Sasx
Ka:A s A .Ka™! Ka At (At X, A Says; X),A Receives x At (A
A . t X, A Receives; x ).
Kailar : (2)x TimestampedWith ¢:  x i
A CanProove x: B, A (3)x FreshstampedWith n: x n,
A B x, ,
y(y#x) B. (4)x Freshbefore ¢: x t ( t
Ka Authenticates A: Ka A . ), x ¢
xinM:x M s R7
A CanProve(x FreshdampedWith n SignedWih K~ ') ;
. A CanProve(x TimestampedWith ¢ SignedWith K™ ') ;
A Says x:A x x x A CanProve(K Authenticates TTP) ;
, s A CanProve( TTP IsTrustedOn ¢)
R1: A Says (x,y) =A Saysx A CanProve(x Freshbefore 1)
A Receives M SignedWith K~ '+ 4 K™' RS
M. s s A Receives (x TimestampedWith ¢ SignedWith K~ I);
R2: A Received M SignedWith K~ 'sx in M >A Received x (x in y)SignedWith K '
SignedWith K~ ! A CanProve (x Freshbefore ©);
A IsTrustedOn x: A x R A A CanProve(K; Authenticates B) ;
A x . A CanProve(K Authenticates TTP) ;
R3 : A CanProve(TTP IsTrustedOn ¢ )
A CanProve x ;A CanProve y = A CanProve( B Says v At t)
A CanProve (xAy) Kudo before, after ,
A X, A Y, A . Kudo
x N\ y. Kl:
R4 : A Receives( x TimestampedWith ¢ SignedWith K~ ');
A CanProve x;x =y A CanProve(K Authenticates T);
A CanProve y A CanProve(T IsTustedOn t)
A x, x ¥ ( A CanProve(x Generatedbefore t)
x % ), A . x Generatebefore ¢ x 13 ( t)
RS : .
A Received( M SignedWith K™ '); x in M; K2:
A CanProve(K Authenticates B) A CanPwove (x Generatedbefore ¢) ;
A CanProve( B Says x) (v SignedWith K~ Y in x;
A K~! M, M A A CanProve( K Authenticates B)
x, A K B A CanProve( B Says y At t)
, A B x. B Says y At t B i v, (y Signed

R6 ; With K7 ')inx (vl K.
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x ot , B ¥ % , Netbill
B 1 [y]K! :
: A Receves(t, (n,y)K3 )K", Nethill 1.
Ky' Ki! B TTP ,t ,n A B Co processor! '
nonce L(n,y)K3! ,TTP ¢ Ty, Ty 12,4567
, B n , TTP Co processor , (
(n,y)K3! . K2 A ) , . Co processor
CanProve( B Says y At ¢). , A
CanProve( (n, y) Freshbefore ¢) s A Cam )
Prove( B Says y At ¢t) , . , :
Kudo ( 3, 1. B~ A:( Ty, (product desc, price) K3 ') K 5"
M8 { T L Ta)
247 B: ( Ta2, ( (product desc, price ) K7 '), A, ( payment)
------ KKy, T, K, [Ty 2 Ty
M8: Alice ~ Bob:{xi, A, B, {ts, {desc }JK3 'JK7 JK ! 3. B” S:(Tu. ((payment)K,, A, (product) Kg)K3 ', Tha)
M9:Bob ~ TTP:{yi} K; ' K3! (B S ]

M10: TTP ~ Bob:{ t1,{yi}K; K7
M11:Bob ~ Alice: {¢ 1, {yi} K 'JK;

, { desc)} desc = (ts, te), yi= M8, xi
, Bob M9 TTP
,M11 Bob Alice s TTP
s Alice Bob
tl . M8 s TTP
Bob s Alice
M11 t2(t1< t2) , Bob
t1 12
3
2 s
s NetBill
91
NetBill CMU 1996 s

Customer-A Customer-A
- A-(product-desc,price)K, '

2 A—>B:((product-desc,price)K, ' A (payment)K )K,
3 B—+S:((payment)K A (product)K, K, '
4.8 =+ B.(((payment)K_(product)K K, K,
5.B-*A.(((payment)K (product)X, )K;‘ K,
6.A=»B:(((product)K, K, K K,
7B=>A (K, 'K K,

Netbill server-S Co-processor-T

Merchant-B

Co-processor-T,

1.245.6,7

Netbill server-S

NetBill £t (NetBill server )L nl {5 77 ) B NetBill &4

4.57 B: (( (payment)K ., ( product) Kg) K3 1) K,
5 B~ A: (T, (((payment) K,, (product )Kz) K;') Ko,

Ty)K o' { Ta 5 Ta)
6. A7 B:( T (((product) Kg, K3 ') Ky )Ky, Tuz) Koo
{Tg 6 Ty
7B A (T (K, Ko )Ka, Toa) Ko
[Ty 7 Tus)
K3 K Ty T, (Ko KDY (Kp Kg)
A B ,
timestamp Co processor s
timestamp Co processor ,

Tiu< Ta< T Tyo< Toz< Tas

< T Typa< Tis< Tos , Co processor

Ts
, 25
, 6 7
s Ta T Ty
To, 9
Td, Tp6, Tp7,
Ts, To+ Td+ Tp6+ Tp7<Ts,
2 ,
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)
G1: B CanProve(A can send oder during To) ;
G2: A CanProve( B can deliver product during 7d );
G3: B_CanProve( A. can send payment key, during Tp6) ;
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G4:A CanProve( B can send product key during Tp7);
e Ta, T
M1, M2, ..M7, Netbill ).

(1)A Receives (M1 TimestampedWith 71 SignedWih K;bl)
TimestamepedWith 7,1 SignedWith Kz.al;

(2) B Receives (M2 TmestampedWih 7T, T, SinedWih
K;(,I)TimestampedWith T SignedWith Ka';

(3) S Receives M3 TimestampedWith 7w, T2 SignedWih
Ka';

(4) B Receives M 4;

(5)A Receives (M5 TimesampedWith T3, Tp2 SignedWih
K 1) TimestampedWith 7,3 SignedWith K ¢, L

(6) B Receives (M6 TmestampedWih 7.4, 7.3 SignedWih
K;,ll)TimeslampedWilh T'14 SignedW ith K;b];

(7) A Receives (M7 TimesampedWith T35, Tps SignedWih
K;;,l) TimestampedWith 7,5 SignedWith K ¢, !

(A )

Al: A CanProve( Ty IsTwstedOn T'y1, Taz, T'a3, Tas, Tas);

A2: A CanProve( Tp IsTrustedOn Ty1, T, T3, Tia, Ts);

A3: A Recewes(x TimesampedWith ¢ SignedWith K ' ); ( Mi
SignedWith K3') inx )
=>A CanProve(A Receives x At ¢);

A CanProve(A Receives Mi At t);

A CanProve( x FreshstampedWith ¢ SignedWith Ko,') ;

A4: A Receives( Mi TimestampedWith 12, ¢ 1 SignedWith Ko, )
=A CanProve( Mi FreshstampedWith (2 SignedWith K ) ;

A CanProve( Mi T mestampedWith 2 SignedWith Ktlz,)

A CanProve( B Receives M:1 At t1)

A5: K., Authenticates Ty, A; { Ta, Tn

J

A6: K4 Authenticates T'p, B ;

A7: K, Authenticates A ;

AS8: K;, Authenticates B;

A9: B CanProve( B Receives{

B CanProve(A Says{
12-t1<To

= (B CanProve(A can send order during To);

A10: A CanProve( A Receives{ S5}AtL 12);

A CanProve( B Says{ SIA t1);

12-t1<7Td
=>A CanProve( B can deliver product during 7d );

A1l: B CanProve( B Receives{ 6/ At 12);

B CanProve(A Says{ 6/ At t1);

12-11 <16
=B CanProve(A can send payment key during Tp6) ;

A12: A CanProve( A Receives{ T}AL 12);

A CanProve( B Says{ T At t1);

1211 <Ip7

2)At 12);
2)At t1);

=>A CanPove( B can send product key during Tp7) ;
Gl :
2= (M2 TimesampedWith T,,, T, SignedWith K,')
B Receives { 2} TimesampedWith T SignedWith
Ko's [ A3)
= B CanProve( B Receives{ 2} At Tyo;
B CanProve ( B Receives ( M2 TimestampedWith T,2, Ta1
SignedWith K,') ) ; {A4)
=B CanProve( B CanProve( M2 FreshstampedWith T',» SignedWith
K%')
B CanProve( B CanProve (M2 TimesampedWith T,» Signed
With K2.') )
AS5; AL; R7
= B CanProve( M2 Freshbefore T) ;
B CanProve( M2 T mestampedWih 7T',» SgnedWih KZ(,I){RZ}
(M2 inf 2) )SignedWith K 7,';
K . Authenticates A; { A5}
K o Authenticates Ty ; { AS5)
B CanProve( Ty KTugedOn Ty2); (A1}
R8
= B CanProve( A Says{
A9 £ Ty T,, KTo
= B CanProve( A can send order during To)
G2( 5,A3,A4, A6, A2, R2,R7,
R8,A10), G3( 6,A3,A4,A5,A1,R2, R7,R8, All), G4(
7,A3, A4, A6,A2,R2,R7,R8, Al12). s

YA Tur):

A B
4
) [6 8]
Kailar x At t, Freshstamp,
x Freshbefore ¢,
. Kudo s
s ( Kudo 6

12 ).
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