%18 | R Vol.39 No.l
2011 4E 1 H ACTA ELECTRONICA SINICA Jan. 2011

—FiEE T 7% Ad Hoe 2% 1Y
SIS RIS TP 28 4 o g

T ORF &, EXM,FFF

CRAER A5 SR 5 TR 2R, T L 110004)

WOE: RS Ad Hoe MIZETEIG AARAT R B A 6 F ML RE , 52 Hh— B0 1 XU Al 9 AR O e SRS TR L 3%
AL ot B 2 4R 2 SO T B Seh AT O RS, ST EEAL T Y a0 RS R B, DATE A 225 i e R 1 2% 1) Jl e
JE 25 A1 s S B 15 2 T Tl R R RS, e T 75 s SR IBORH 7 P R S5 i e . 5 L5 SRR B %
BB SIS Ak IO 265 TR (%) M , B Bt A 55t i) D B o A e X 4% O

KEER: 419 Ad Hoe MIZ5; XURITAL s ShASIROR; R
hESES:  TN9I5.08 XERFRIRAE: A XERS:

o

0372-2112 (2011) 01-0108-06

A Real-Time Risk Evaluation Security Strategy in
Hierarchical Ad Hoc Networks

YU Yao, GUO Lei, WANG Xing-wei, LI Ping-ping
(School of Information Science and Engineering , Northeastern University , Shenyang , Liaoning 110004, China )

Abstract:

routing performance in hierarchical Ad Hoc networks. In this model, the attack behaviors were in clustering analyzing according to

In this paper, an intrusion response decision-making model based on the risk evaluation is proposed to improve the

self-organizing map, and the risk degree was calculated in real time and quantity, in order to evaluate the threaten extent of the cur-
rent attack. Combined with the related information such as the node statue, we could forecast the sustainable extent and scale of the
attack, and thereby adopt the relevant decision-making to the attack node. Simulation results show that, the model proposed in this

paper can real-time quantize the intimidation that hierarchical Ad Hoc networks meet, and alleviate and even contain the network

harm caused by the routing attacks.
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