511 Mo T
2007 4% 11 A

E N
ACTA ELECTRONICA SINICA

Vol.35 No.ll
Nov. 2007

S PR A 5 R R B T

& R, FROAHE

(PR R LA BE , B 1L R 430074)

m =

254 RE ve KB R I S8 I TN 5 DGIE, AT T B SR A 22 Al 5 Db 255 rP A AR L AR

P55 B AN AT A , (ELIR] B o i 1 B T RE A S UM 2e 4 L AR SCHG HA 28 Ak A e I 38 1 o s R L
Tl T R B SC e B P AR 22 4 Bk VAN LR R R4 A e i AR — AT e PR IR A % 7 & SASC,
FEAEBREHLTR S HUEE R THEW] SASC J7 %2 ELAF IND-CCA2 Fll UF-CMA 224> ; SASC T WA SC bk, AN B4k 3 W g 4
T HREHE MR S M oy . SASC 7 A I 14 e 0 £ b, EL X B S o) I e B AR

KW AW MPEREA; WHLISE, AfuE 2t
FESES: TP XHkFRIREG: A XEHRS:

0372-2112 (2007) 11-2117-06

Arbitral Security of Signcryptions and a Securely Arbitral Signcryption Scheme

SU Li, CUI Guo-hua, LI Jun,ZHENG Ming-hui
( Department of Computer Science and Technology , Huazhong University of Science and_Technology , Wuhan , Hubei 430074, China )

Abstract:

Signeryption provides confidentiality and authenticity efficiently;it can be used to design compact communication

protocol . Arbitration mechanism is used for settling disputes in signcryption, but the information that the judge gets also brings some

security problems. This paper points out two problems: in some scheme, the arbitrator can decrypt all the signcryptions of a receiver

while he gets some kinds of arbitration message;in another schemes, the arbitration mechanism cannot protect the integrity of plain-

text. Analyze the two kinds of problems and concludes. their reasons separately, we proposed a resolvent that can solve the two prob-

lem by changing a secure arbitration message. Based on the attack and analysis, this paper proposes a secure arbitral signcryption
( SASC) scheme and proves its IND-CCA2 security and UF-CMA security in random oracle model. Furthermore, SASC is a secure-

ly arbitral signcryption scheme, it can protect the integrity of plaintexts by an arbitration message associated with plaintext; and the

scheme can resist decryption attacks of arbitrator, even he gets the arbitration message. SASC does not increase computation nor

communication overloads; it has no limitation to the length of plaintext, which makes SASC more convenient. Proofs and analysis

show that SASC is-an efficient and secure scheme.
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