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Abstract :

We describe a whole-system live migration mechanism which transfers the whole run-time state including loca

disk storage,in this paper. A three-phase migration (TPM) algorithm is proposed to minimize the downtime caused by migrating
large disk storage data and keep data integrity and consistency. A Block-bitmap is used to track al the write accesses to the loca
disk storage during the migration,and then to direct synchronization. Also,an incremental migration(IM) agorithm is described to
facilitate the migration back to initial source machine. Our experimental study based on Xen shows that the a gorithms perf orm well
even when |/ O-intensive workloads run in the migrated VM. The downtime of whole-system migration is close to shared-storage
migration agorithms. The Block-Bitmap based synchronization mechanism used in both TPM and IM is simple and effective,,and the

perf ormance overhead of recording all the writes is less than 1 percent.

Key words: virtua machine; migration; whole system; block-bitmap ; Xen

(
( )
, [1 3]
CRU
Xen  VMware
:2008-03-26; :2008-06-04
: 973 (No. 2007CB310900) ;

(No. 2008AA012112) ; -

(No. MOE INTEL-08-09) ;

Xen live migration™  VMware VMotion!?! .
,  Xen live migration

Xen live migration  VMware VMotion

(No. 90718028 ,No. 60873052) ; 863
(No. YICB2007002SS)



895
, , (Three- Phase Migration , TFM)
Robert Brad-
ford ,
, Bitmep )
) . t ’ |/O ’ 1
(freeze-and-copy) . I/ O
. Internet Sugpend/ Resume
(IR ¥ llectivet®” ,
L IQ y
, A
2
, (Sugpend)
) . B 2.1
1] y (Re'
Sume) . ,Qollective , )
(Copy-orr Write) .
) , (TAV) , 1
;o [5]
(ornrdemand fetching) ™. RN S
CRU , T S
) ) @ TAH T B LA SR B B i EHL
B | BRSNS R, CRFTHERRER R
= = :
@ 55 AL
= [7] 25 B A7 T RICPUR &
Ef: RO FHSF RIS B Mbimap®| H i EHL
El — - _‘; - — -
! sL ERUHLE B EHL LR EEST
| #RIKR UL E R
’ | FEER AR, WAE EHPull IR
\lf WEEVLILF [ B 0 EHLPushHH 77 B B s
Robert Bradord 777777 ) i -
(8] BEAUHLE H 0 EHL EEAT, B EHLAT B
' Bl =MRERFEXRIBHRERE
: (1) ,
, Vo, o
’ 2 : ,
' ’ cU
I/ O , )
@) :
' ) . Push Pul
’ * s le ( ) ;



896

2009

pull

2.1.1 Bock-Bitmap
Bitmegp
. Bitmep (Bit) :
1 ,

Bitmep

I/ O . ,
4kB (Block) 4kB
, Bitmegp Block-hitmep.
2B IMB  Block-Bitmep.
Block-hitmep
: Block-bitmep ,
Block-hitmegp .
, Block-hitmep ,
Block- bitmep ,
Bitmep , , 1,

Block-hitmep
) ) ,Block-hitmegp
2.1.2

Block-bitmgp ,

Block-hitmgp ,
Block-bitmep
,Block- bitmep
1

, Block-hitmep

Block-
bitmep

Block-hitmep ,
,  Block-hitmep
3 . )
Pull :
Block- bitmep Push ;

—/0 RONWM , 0] WRITE READ;
N VM D
—tranderred . block . bitmep :

—pew . block . bitmgp :

1.An I/Oreques R O,N VM isintercepted;

2.Queue Rinapendnglig P;

3.IF R.VM! =migated VM

THEN goto 14;

.IF R.O= =WRITE

THEN{
new_ block . bitmgp[N] =1;
tranderred . block - bitmgp[N] =0;
opto 14;
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10. }

11. IF tranderred . block-bitmgp[N] = =0// R.O = = READ
12. THEN goto 14;

13. Send a pulling requed to the urce mechine for block N ,goto 16;//

14. Remove Rfrom P;
15. Qubmit R to the physca driver;

16, End

Pul  Push

2

1. A block M is received ;
2. IF tranderred . block . bitmgp[M] = =0/ /

3. THEN goto 12;

4. Update block M in the locd dsk;

5.tranderred . block . bitmep[M] =0;

6. FOR each reques Ri in P// Pull
7. IFR.N==M

8. THEN{

9. Renmove Ri from P;

10. Qbmit R ;

11. }

12 End

2.2 TPM
Xen )

Xen )

Xen



4 : 897

Block-bitmep . , 512MB 4G ,
. (Domain0)
Xen (Backend driver) , ,
/O , CRuU . )
Block-hitmep
3 ’
(TH/') ’ Ll L
- ’ 4.2
' IO
, ) I/ O ;
: - I/ O : (D)
, (Incrementd Migration ,IM) , Web
’ (2 :
! ! 1 (3) /1O ,
’ 4.3
, Block- 1
bit ,
e i Web 11O
, Block-hitmgp ,
/' ms 61315 61487 108701
: , Block- /ms 52 a4 57
bitmep _ /MB 4010.7 4009.5 5227.4
,  Block-hitmep 1
: Xen ; )
Block-bitmegp ,
_ ’ Block: : Block- hitmep
bitmep oo 4.3.1 Web
ock-DItmep. SPECNeh2005
Block bi; (http :/ / waw. pec. org/ web2005/ ) , Banking
ockbitmep ' Server 50
4 % SPECweb _Banking Throughput wnth 50 Sessions
80 [
& 70 \ NVV all
’ 2 60 1
. E_ 50
= fal
, : £ o | |EBmm
Core 2 Dwo 6320 CFU 2GB I

0 i ; ; i . i ; )
0 200 400 600 800 1000 1200 1400 1600 1800
ATA2 . Xenr3.0.3, Time/s

Xele nux-2. 6 16 29 EZ ﬁKﬁE¢SPECWCb2005 Banking ServerB‘J#ﬂi&



2009

898
2 , )
4 ) , I/ O
530 74 , Bonnie++ Throughput while Migration Bandwidth Limited
350000
107 ’ ,, 300000
Pul 2 250000 M/\/*/\/V\ /'\/\V\_/\[,-
SPECweb_Banking Throughput with 100 Sessions E. 200000 —— putc V\/J
90 ) —~ write(2)
80t g 1500001 . rewrite
§ 70 VWWM E 100000} — eete B Rl
3 :g: V\/WVW 50000 [eprrspettabertinas N
=
? 4a0r 00 Zéo | 1 1
2 ot . 500 750 7000
E | TEB Time/s
ick Bs HREEBHEN TBTEFIOMRBKZERN
00200 400 600 800 1000 1200 1400 1600 1800 )
Timels o Bonrie ++
B3 R #RIM N SPECweb2005 Banking Serverff 7 i & '
. , 5,
100 Ssson
4.3.4
3 , ,
. ' Ll IM 1
SPEGMeb Banking Server . ,
40G 2 .
2 TRV IM ( s, :MB)
4.3.2
Web e}
Samba (http:/ /
usl. samba. org/ samba/ ) , Windows
(rmdb ). ' TRV 79%6.1 30007 798.0 39072 957 40034
’ IM 1.0 52.5 0.6 5.5 17 911.4
) 60 ; 2 ,
48 , 4 )
4.3.3 IO .
/O Bonnie + + 4.3.5 Block- bitmap I/ O
(http :/ / wwvwv. coker. com. auw/ bonnie ++/)
, Bonrie ++ 7o ,
Bonnie ++ , Block-bitmep
) . , 804MB ' ,
104 Bonnie ++
Block-hitmgp , , Bonnie ++ ! 3
Bonnie++ Throughput 3 110
300000
@ 250000 W N\/‘w ‘KB s putc write(2) Rewrite
g | 47740 96122 26125
2 —— putc
£ 150000} = write(2) 47604 95569 25887
3 —— rewrite
£ 100000f — getc _ V7 [EBrE 3 , Block-hitmep
50000 SN f‘zA“M IO 1 %.
% 250 500 750 1000

Time/s

B4 ETBLBRFVOHERRZEL

(TRV) :



899

Block-hitmep )
: (IM) :
Block-bitmep
™ M
Ques OS
Ques OS Block-bitmep
, IM

[1] C dark, K Fraser,S Hand,J G Hansen, E Jul, C Limpach, |
Pratt , A Warfield. Live migration of virtud machines[A]. In
Proceedings of the 2nd USENIX/ACM Symposium on Net-
worked Systems Design and Implementation(NSDI 2005) [ C].
Berkeley ,CA ,USA :USENIX Association,2005. 273 - 286.

[2] M Néeson,B Lim, G Hutchins. Fast transparent migration for
virtua machines[A].In Proceedings o the 2005 USENIX An-
nual Technical Corference[ C]. VMware Press, 2005. 391 -
39%.

[3] J G Hansen, E Jul. Self-migration of operating systems[A]. In
Proceedings of the 11th ACM European SIGOPS Workshop
[C].New York,NY,USA :ACM ,2004. 126 - 130.

[4] Kozuch M ,Satyanarayanan M. Internet suspend / resume[A].
In Proceedings of the 4th |EEE Workshop on Mobile Comput-
ing Systems and Applications[ C]. Washington,DC,USA :1EEE
Computer Society ,2002. 40 - 46.

[5] M Kozuch,M Satyanarayanan, T Bressoud,C Helfrich,S Sin-
namohideen. Seamless mobile computing on fixed infrastructure
[J]. |EEE Computer ,2004,32(7) :65- 72.

[6] C P Sgpuntzakis, R Chandra,B Faf,J Chow,M S Lam,M
Rosenblum. Optimizing the migration of virtual computers[A].
In Proceedings of the 5th Symposium on Operating Systems
Design and Implementation(OSDI 2002) [C]. New York,NY,
USA :ACM ,2002,Volume 36:377 - 390.

[7] R Chandra,N Zeldovich, C Sgpuntzakis,MS Lam. The collec-
tive: a Cache-based system management architecture[A]. In
Proceedings of the Second USENIX/ ACM Symposium on Net-
worked Systems Design and Implementation (NSDI 2005) [C].
Boston,MA ,2005. 259 - 272.

[8] R Bradford, E Kotsovinos, A Feldmann, H Schioberg. Live
wide-area migration of virtual machines including loca persis-
tent state[ A]. In Proceedings o the 3rd International Confer-
ence on Virtua Execution Environments (VEE' 07) [ C]. New
York ,NY ,USA :ACM ,2007. 169 - 179.

1982 1
2004 )

Email :zhangbinbin @geoagent . pku. edu. cn

1971 10 )
. 1999
( )
Emall :lyw @pku. edu. cn




