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Abstract:
tography (ECC) . Further more, the hardware implementation of modular inversion is difficult. Based on signed digit system theory,

Modular inversion is the most complex and time consuming finite fields arithmetic operation in elliptic curve cryp-

this paper presents a scalable dual-field Montgomery modular inversion algorithm which supports inversion algorithm of any preci-
sion parameters in the prime fields and binary fields. According to the algorithm, the hardware architecture is designed and analyzed

in area complexity and time complexity . Simulation results show that the hardware design is superior to other hardware designs in

operation speed, circuit area and flexibility.
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Input:a 5p,H a€[1,p-1].

Output: r 5k, H r=a"'2mod p,n< k<2n.

Step l:u=p,v=0a,r=0,s=1;

Step 2: k=0;

Step 3: 24 v >0 I, FHE AT
(DIF w 2 HE THEN w= u/2,5 =2s;

(2)ELSE IF v 8%, THEN v = v/2,r = 2r;

(3)EISE IF w> v,THEN u=(u—-v)/2,r=r+s,s =2s;
(4)ELSE v=(v—-u)/2,s=r+s,r=2r;

(5)k=k+1;

Step 4:1F r=p,THEN r=r - p;

Step 5:RETURN r=p - r 5 k;

[ Bk 2 : Montgomery 15538 & 1F

Input: BBz 1 v 45

Output: x = @ ~'2" mod p.

Step 6: % F i M 15 k- m, EE AT
(DIF r A{HE THEN r = r/2;
(2)ELSE r=(r+p)/2;

Step 7: RETURN «x = r.

ryk Mm,m=n.
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Input:a(x)Lﬁ p(x), H deg(a(x)) <deg(p(x)).
Output: r(x)5 k, H r(x) = a(x) ~'#*(mod p(x)),
deg(a(x))sksdeg(p(x))+deg(a(x))+l.
Step 1:u(x) =p(x),v(x) =alx),r(x)=0,s(x)=1;
Step 2: k=03
Step 3: 24 (v( ) 0) I, HE AT
(DIF ug=0,THEN u(x) = u(x)/x,s(x) = xs(x);
(2)ELSE IF vo =0, THEN v(x)=v(x)/x,r(x)=ar(x);
(3)ELSE IF deg(u(x)) > deg(v(x)),
THEN u(x) = (u(x) + v(x))/x,r(x) =r(x) +s(x),s(x)
=xs(x);
(4)ELSE v(x) = (v(x) + u(x))/x,s(x) =r(x) +s(x), r(x)
=ar(x);
k=k+1;
Step 4:1F deg(r(x)) > deg(p(x)), THEN r(x) = r(x) + ap(x);
Step 5:IF deg(r(x)) = deg(p(x)),THEN r(x) = r(x) + p(x);
Step 6: RETURN r(x)5 k;

BBt 2 : Montgomery B3 165 1
Input: BB 1HT 250 r(2) b Bep (), m=n.
Output: b(x) = a(x) 'x*"(mod p(x)).
Step 7: X F i N 18] 2m - k, BEHAT r(x) = ar(x) + r,_1p(x);
Step 8: RETURN b(x) = r(x).
2 GF(2")3 1% Montgomery FLii 5%
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Input:aZ"’Q[l,p— IJ,mzn(p WA Z T .
Output:result = @ =12 " mod p,n < k <2n. (result € [1,p - 1]& k)
R PR cu, v,y 5,20, y, 2, p(PLFE = 20,0 000)

Stepl : u = convert(p) , v = convert(a2™),r =0,
s=1,x=0,y=2",2=0,k=0;

Step2: IF(uy.9 = 000) THEN
{u=ShiftR(u,3);s =Shift L(s,3);k =k +3},GOTO Step8;

(1)ELSE IF(u; o = 100) THEN
{uw=ShiftR(u,2),s=Shift L(s,2),k=k+2},GOTO Step8;
(2)ELSE TF(u, o = 110) THEN
{u=ShiftR(u,1),s=ShiftL(s,1) },GOTO Step7;

Step3: IF( v, o = 000) THEN

{v=ShiftR(v,3), r =ShiftL(r,3), k= k +3},GOTO Step8;
(1)ELSE 1F(, ¢ = 100) THEN

{v=ShiftR(v,2),r=Shift L(r,2), k= k+2},GOTO Step8;
(2)ELSE 1F( v, o = 110) THEN

{v=ShiftR(v,1),r=ShiftL(r,1) },GOTO Step8;

Stepd: % e; =0, i =0F] e - 1 EEMIT
(s1[i],e)<SADD(uli],vli],e;).
x[i]<=SXOR(w[i],uli]),
z[i]<-SXOR(r[i],s[i]).

StepS: IF s1 S 1E%%, THEN
{u=ShiftR(x,1),r=z,s=ShiftL(s,1) },GOTO Step7;

Step6: s = z, v = ShiftR(x,1) r = Shift L(r,1);

Step7: k =k +1;

Step8: IF v 0, THEN GOTO Step2;

Step9:IF v =0,%¢;=0,e, =0, )\ i =0F e — 1 HE AT
x[i]=SXOR(p[i],r[i]),
z[i]=SXOR((2p)Li],r[i]),
(S1[i],e)<SADD(y[i] - x[il,e)),
(S2[i],e2)<SADD(y[i] - z[i],e));

Stepl0: IF s1 M I1E%L, THEN RETURN result = x,

ELSE IF s2 J51E%%, THEN RETURN result = z,
ELSE RETURN result = r.

BB 22 WUk Montgomery #5539 16 1F 7%

Input:r,p,m,2", k Hr= a2 ™ mod p.
Output: result = @ =2 (mod p).
AR w0, 0,5, 2, p(DETE = nybits)

Stepll:j=2m-k-1,x=0,y=0,2=0;
Step12: v = convert(2p) , u = convert(3p) ; s = 2"
Step13: 24 j> 0 B, EE AT

(IF j=1,THENS r = ShiftL(r,1);j=j -1}
ELSE{ r = Shift L(r,2);j=j-2}.

(2)%e;=0,e,=0,e5=0,

(I i=0%F] e-1,HIZIIT
xlil=plilerlilsylil=ulil@rlil;z=ulil®rlil;
(xlil,eD)<rlil-plil-e;
(ylil,e)<=rlil=vli]l-es;
(zlil,en)<rlil-ulil-es;

(4)IF e3=0,THEN r = z;

(5)IF e;=0,THEN r = y;

(6)IF &, =0, THEN r = x;

Stepl4: RETURN result = r.
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