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Abstract: Miao-Wang-Miao-Xiong’ s anonymous E-Prosecution scheme was analyzed. The security flaws were pointed out.
The original scheme can’ t guarantee the security of prosecution contents and effective reward support. We design the attack methods
to break the two properties. In order to design an anonymous E-Prosecution scheme with reward support, we make use of the secure
public key encryption scheme from bilinear pairings, secure designated verifier ring signature scheme to propose the design model of

anonymous E-Prosecution scheme . Through security analysis, our design model is secure.
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(1) ME M e(aP,b0) = (P, Q)% , HH P, Q
€ G,a,bE Z; .

(2)EB U A P,OC 6, R (P, Q) %1,
He 1 AR 6, WL TT.

(3) it B ATH P, Q€ G, , FEENEKITE
e(P,Q).
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B n€ zZ,.

1% Diffie-Hellman [5] 8 (CDHP) : ¥ ( P, aP, bP) €
G, HH a,b€ 2, KRiE abP.

B3R Diffie-Hellman 8] 8 (DDHP): ¥ ( P, aP, bP,
cP)EGLHEF a,b,c€Z, ,FIWi ab=c mod p BB
BN

Gap Diffie-Hellman ( GDH) i8] 8 : — 2§ CDHP B ¥ M
DDHP % % () [ &5 .
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3.1 Miao-Wang-Miao-Xiong B & B FE#H 7R

Miao-Wang-Miao-Xiong E Z L FH# R A RHLESN
ST EF R B RER BERZE BEHWT
WA R B hE , BE S TRNT

(1)#N8E B 6, h—1 8 P AR N ER
q MR IMERE, M G, B—WRN ¢ BTEIRTREEE.
BRI e: G x 6, G, B— DK MEBS, RETHAF
FHEBAS PKG FEL I —ME s€ Z, fERHER
$,% P, =P BRI L ENBAER: H,:10,1]"
=G, Hy: {0, 11" > 27 M3 &% F(m, L, PKg, R,
PP,,J,)=H2(6(R,~,P)€(H2(L| |m)PKR,Ppub))(Eq: R
K G, FHBENEL, PRy HBEMZEER LAY, m HER
BRI, L AHTREMBREES)  RE P REHZER
HNEHN n B RESEE params = | P, q, e, n, H,,
Hy, F, Py I RE A RIBTE BB ATF.

2)BHRE X F— A N TS, R S5
WiRR D, WEAFHEHN PK = H (D), A FH
K SK; = sPK,, B M Z YL SRR IRA De, M
AR PKg= H\(IDg) ,F0E B4R SKy = sPKy.
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%, N, ERERAIENT .
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" /
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Ro=(x+t)PK,— >, {R + htPK}

()5

b= Hy(e(Ry, P)e(Hy(L || m)PKg, Pos))
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rSign = {L,Rl,"',Rn,a,c,S,r}
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b= Hy(e(Poy,S)e(Pry, PKy)")

XEE:F:Hz(e(Ppubps)e(Ppw,PKR)’) = Hz(e(Ppub,
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HETIE.

(DN & m |l B= Dy (c), MM B A, HE m M
m || B HIRELH

(2) Ng Xt 4 S HATRAE

Verify( pky, -+, pk,, skg, m) Z True
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BiFERAEZTRMAFME TR, BT H LM
AB BRI ELHE.

()M A B 68 B UE A P2 R AGE T B 3 S
AR R FZEYMIERA T ME B WEETE L, AT
IEAHERE ENERA EMEEFEZ2EERNE
b, W75 R B A (5] oy £ 7 MO X R[5 . 7€ ECC DLP [
BRI T , W& ARBE TERA.

C)ERMATNERERHTEATREETHER
EEMAE LT RAAAMEF R, RELERITEH
ML T RO LB, MAAMEFENAT
P AR EIM RS0 EB R, W R MM AT 533
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(OBERABTRIBEEME =T A BT
5B =77, BERRB S, WHBE T o EEAHME
TR(Ey , Dy )REMFZHT , HE THERABTKILE
X TFEEE=ZD, EAWERRYNEMES, &
BNERERIEEMNAREL  ERERIEENTES
FREWNFET R TE =T A hEE.
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HEEB RN 2R A BB B I0EE, T 3 i R 4 12
ft—A~F R H B R UL & . 8 23 X Miao-Wang-Miao-Xiong
ELR TR VHETTRLAMMN, L TEY
RAWERHERMGEME BB, LIRA TR X%
RARGEE BRI HUR , HBT T MR B T7 8k
HEHHRERH I HBENEGHFERIR, R
MR AR 2R T R F2EIR T E LG & o7
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