%128 | R Vol.37 No.12
2009 4F 12 A ACTA ELECTRONICA SINICA Dec. 2009

(X

I 1) 3 20 R A SRA R P BT IR S

BRI E A, A B s, B X
(1. At FRHE AR Bl 7 A b, bt 1000705
2. P TRHOR AT RIS 515 B4 2 HH TR S % BRI P2 710071)

It

W OE: SR T AR B A Y T A 4 B S A AR P IR T F (Programming Language for the Block
Cipher Algorithm, PLBCA) . PLBCA B85 LATE XAk J5 2K U5 8 ML 1 3k 43 2H 5 A vk B 54 . AR SCA 4R T PLBCA BTG LT,
DI RS 5Tk DES 9l PLBCA B FH 5 %, 318 Bl ANTLR T 2 3CEL T PLBCA RIFR T %% . FIH PLBCA, Bl 2¢&
] LA 5 SR o 2 S A T SR IE O M N e VR AT, AR ST VA 1T . PLBCA A Bh 42 15 B i S ik A 56 1
B, N B RS EAL DB A SR A B SR AL T — R ) TR

EEFE:  SURLHIES,; YIS ERERIEIHES,; DES Sk

RESES:  TP02.1 XERARIRED: A MXEHS:  0372-2112 (2009) 12-2705-06

Research on the Programming Language for the Block Cipher Algorithm

LI Feng—hua1 ,YAN Jun-zhi%, XIE Rong—na1 ,MA Jian—feng2 ,OU Hai-wen'

(1. Graduate School , Beijing Electronic Science and Technology Institute , Beifing 100070, China ;
2. Key Laboratory of Computer Networks and Information Security ( Ministry of Education ) , Xidian University , Xi* an , Shaanxi 710071, China )

Abstract:
matical description and is adapt to describe the structure of block cipher algorithm in a formal way. The grammar of PLBCA is pre-
sented and the DES algorithm is described using PLBCA as an example . The PLBCA parser is implemented by the ANTLR tools.
Using PLBCA, the cryptography experts could test and analyze the cryptographic algorithms conveniently and quickly . PLBCA may

The Programming Language for the Block Cipher Algorithm (PLBCA) is proposed, which is similar to the mathe-

improve the testing efficiency of cryptographic algorithm, and it can be used as an assistant for the design and automatic analysis for

cryptographic algorithms.
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2.1 PLBCA HJSER ik

DA R R BNF Ju =2 S PLBCA fUHEE RIS :

(program) : : = [ explanation _ list ] {program _ block)
(explanation _ list) : : = “/explain” { explanationseq) “ \ explain”
(explanationseq) :: = * (explanation)

(explanation) :: = (var)“(”(expression)“)”“;”/{modular_ dec)“;”
{modular_ dec) :: = {var)“(”(param_list)“)”

(param _list) :: = (var) * (“,”(var))/empty

<pmgram, block) :: = “/main” statement _ list)“ \ main”

(statement _list) :: = * {statement)/ empty

(statement) : : = (expression _ stmt)/{modular_ stmt) /iteration _ stmt )/ se-
lection _ stmt)

<expressi0n, stmt) :: = <expressi()n> VAR

{modular_ stmt) :: = (modular_ dec)";”

(iteration _ stmt) :: = “/lnop" “( ”<expressi0n> e step = "<Simple, expres-
sion)“)”* = 7 (expression) ( statement) “ \ loop”

(selection_stmt) :: = “/if"“(” <expressi0n> “)”“then” { statement ) “ \ if”/
“/if” {expression) “then” ( statement) “ else”  statement) “ \ if”

<expression> co= (var)“ = "<expressiun>/ <simple_ expression>

(simple _ expression) : : = (var) (operator) (var)/{modular _ dec)

{operator) :: = + /= /% // /NN 1= =71 =/(/
(=) =/11
{var) :: = (ALPHA) * ({ALPHA)/{DIGIT)/“_")
(ALPHA) :: = %x41 — 5A/%x61 - TA
(DIGIT) :: = %x30 -39
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KA 3T Feistel 2% 114 43 21 25 0 53030 1) 28 4 P AR Kt
Fsalsl T p A A2
FILO20 PLBCA 4248t T S A5 He P B L K AES
TR GG S E BB AR SO OIS T — e
FHA 205 S A e W13 2 TR FE AR B R
PR D TR v B S A R R A R, — T T S T
U T RERE , 95— R T K e R I ol
MR 2 DA S AR substitute ), U1 2 BT, A B Xt
MR S 2 3 a b AMHIFOR S A0 AT
PR B N S & RS a F1 b A RAE, 8 B o] LA
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x2 FHERER

EANRoNT ]

PEM X M BT P OB, B
¢ = permute(a. b) HERAE ¢ T, a TR M AL
13‘5._. 15l B B ¢ OLLH 1R

A B o BB A T LR

S A X MOHEAT S AR, AR R
¢ = substitute (@, MIZERWELE ¢ B, {HHHFARTRH
b) 15,6, -, 15t S &, Forh i BE AT LR H i
(M) AR a Fom M BIDLEL, b Fom ¢

EOER

TR X M AT R,
¢ = bytesubstitute B BB AE ¢ L PN
(a, b) 135, a6, FHREHIF, FH P o EUE T LU
=, 15H(M) R o M N, b N

¢ %L

SRR : X o HEATHNEE, Hoh

a, b ARV, R 16 HEH]
d = mixcolumn( @, /. JEME o FIFEFE b ¥4 PR 1
b,c) TETL A TR A IR 1B 45 R, B I
WL d, ¢ 2 BRIEE 29 £ 55X
HEN
BRI T a, b NEETIEL
P LR, ¢ MA R BEZ
ZIX R o F b HARA
FR s H R A1, 5 SR IR d

MR N

permute

substitute

bytesubstitute

mixcolumn

fmul d=fmul(a,b,c)

3 ETF PLBCA ) DES ZRE A #iA

HRAE 1 3& PLBCA MIETERE , A4 UL DES A, 45
i DES /i) PLBCA {5
3.1 UEAERSY
PHAFR 4 LL“/explain” FF 46, LA\ explain"éﬁﬁﬁ ,E
BT SUAETICE A B SCORN % SO A8 1, ASCFrp s
OB AN — A tH R I 3046
Jexplain //BHAFRSY
key(bits = 64) ; //Z5 1 key N 64 37, key F 171X DES 5B i 254
plaintext (bits = 64) ;.//728 5 plaintext N 64 37, Fl T 77 5 DES &3 1

input (“key. txt”, key) ;// M key. txt CHFHVEEA 64 f7, 77 A key A% i
oA T key IRAIEL, BIAA 5 BH SCHF
input( “plaintext. xt”, plaintext) ; // N plaintext. txt AR EEA 64 i, fF
A plaintext AR MY T plaintext [y
FIAE , BRI S i — 2 5
\ explain
3.2 E&ESS
FARERSF LA /main” FFAG , LAY \ main”£5 900, FEH]
KeAliiR DES SEv5 % A8 e Jnfig % F a7 AE EAAR S
HAEE TR AR A T, T BILL subkey[ i ], i
=1,+,16 KR, subkey[ 1](48) F/R 5 — T #H], 48
FORBHMALEL .
/main
/A
X(56) = permute(64,56) {57,49, -+, 4} (key) ;
C(28)11D(28) = X(56);
C(28) (((1;
D(28) ({15
subkey[ 1](48) = permute(56,48) {14,17,---,32} (C(28) 1 1D(28) ) ;
C(28) ({13
D(28) ({13
/N iR
win(64) = pennute(64,64) 158,50,-+,7! (plaintext) H
L(32) I IR(32) = win(64);
/716 FEAEI AL
/loop(s =1;step=1) =16
X(48) = pelmute(32,48) 132,1,--, 11 (R(32));
Y(48) = X(48)Asubkey[ 5](48);
B1(6) [ B2(6)11B3(6) || B4(6) [ B5(6) | B6(6) | B7(6) Il B8(6) = Y
(48);
S1(4) = substitute(6,4) {14,0,--+,131 (B1(6) ) ;
Fp(32) = permute(32,32) 116,7,+++,251 (S1(4) || S2(4) || S3(4) || $4(4)
I1s5(4) | S6(4) [I s7(4) || S8(4));
LL(32) =R(32);
R(32) = L(32)"Fp(32);
L(32) = L(32);
\loop //PEIREE R
ciphertext = permute(64,64) {40,8, ---,25} (R(32) || L(32));
output(ciphertext, “ciphertext . wxt”) 3 // 8% 3 F ciphertext. txt th
\ main /S
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ANTLR ( ANother Tool for Language Recognition) {ij & J&
PCCTS, J&:— A & U TR g n] LI 2 & A 15k
TR TR S F A AT Gl i TR A R R A i A GBS
P G 1R R RERS RIS ANTLR SCRpahifE AR
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4 2 T 2 B PLBCA i AT 2% 5 (3) 4 3 25 A 580 1 1)
PLBCA U4 A7fit B SR SO 25 1 S A7 25 91 1
SCURAE R f AT 2 BT, 2 S i AT i B Rk AT 4
(% 3 SO Fr

5 ZERIE

AT T — P (] 43 21 2 Bk O R T
7 PLBCA, LA DES #0558 Ry 6 kA7 1740, 98
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R RCE R 0I5 T, T DL B e b Bk 1 1 T 4
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THES, R EEA C BB E R BT, A AL 2
B 22 (10 B ) RORS ) 25 QT B 9 52 B . PLBCA ol %5 1
FLR R v A Sh AR A A SR AL T —Rh AT AT i Oy
B, WO B S M S PSR —FP 5 s A
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