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Abstract: To prohibit privilege abuse, operating sysem must clearly know the necessary privileges needed by a program. The
paper researched the key factors about the privileges needed by special applications, and brought forward a security framewark. Based
on user. s knowledge about an application, ths framework deduced the privileges the application needed by using professional knowl2

edge about system archtecture etc. , thus restricted the privilege abuse. Qur framework balances accuracy and facilty about privilege

abuse, and is practical.
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FAE A, T X0 ( / ust/ sbin/ usemmanage. des):

ExecuteFik : / usr/sbin/ adduser, / usr/ sbin/ deluser, / ust/ sbin

/usermod;
Key Word: UserMamage;
MacroPameter: Trusted; Important;
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UserManage:
Read, Write: / etc/passwd, /etc/ group, / etc/ shadow;
CreatFik : / home/ * ;
Read:/etc/ bogin. defs, /etc/ skel/ * #* | /etc/ default/ useradd;
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WRLF 3t 52 1) 81 AR 4 1 B AR v, B 2K Qi (/ ust/ sbin/ usermar2
age. spe):
ExecuteFik: /ust/ sbin/adduser, / usr/ sbin/ deluser, / usr/ sbin
/usermod;
SpecialSyscall:
Resource :
Read, Write: / etc/passwd, /etc/ group, / etc/ shadow;
CreatFik : / home/ * ;
Read:/etc/ ogin. defs, /etc/skel/ * . * ,/etc/ default/ useradd;
MicroPameter: Trusted; Important;
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System | (0K)

Create | Create | Delete | Delete

(10K) | (0K) | (10K) Open | Fork | Exec

Linux 7510 | 16812 | 9144 | 2115 5180 144 7227
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