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Abstract: Currently, most VPNs are based on Internet Protocol which has disadvantages in speed, expansibilily and quality of

service etc. Accordingly, we bring forward a solution of VPN on Multiprotocol Label Switching (MPLS) backbone network. We intro-
duce Certificate Authority (CA) in this solution because both MPLS and IPSec haven’t made a clear definition of authorizing identity .
Taking advantages of MPLS in transporting efficiency, authorizing identity hy CA, exchanging keys by Internet Key Exchange Protocol
(IKE) and encrypting data by IPSec protacol , we construct a secure and efficient VPN on MPLS backbone network . Furthermore,, we
describe the realization of every component of MPLS VPN in detail.
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