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Masquerader Detection Based on Command Closeness Model
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Abstract:
closeness model of command was proposed. The behavior patterns of user were extracted from the view of command combinations.

According to the history of command sequence in Unix system, an approach to masquerader detection based on the

Those commands combined frequently by users showed close relationship, and other commands exhibited loose relationship. Com-
mand closeness matrix was generated by the sliding window from the sequence of commands. If the command block to be detected
exhibited a low closeness for the user, it was judged as abnormal. Experimental results show that a simple calculation, an accurate

detection, and a high level of real-time can be achieved by using the proposed approach.

Key words: anomaly detection; masquerader detection; command closeness; shell ; host
- U 3] kg e
1 glﬁ ffﬁ,)ﬂéfﬂh%ﬁjg#,%
DN 2
PEARRMZRIR IR Rty 2 WYRER
Y NENIESSE SR ISP jc$f"§c}:' BaTRE R 2.1 HAEE

FEIIS61 AN DL 778 g A 4 B0 SR
BRI 77 525 JE T shell iy 4> B ARG T .75 3]
TR, SCR 1 B T 2 AT A T2 4 A
21 BRI A IR RIS R . STk [ 13 1R R R IR 1 2 B 55
UK Markov BERLIRY T30 FH P ) 6 R A5 A 64 T A5 . Sk
(1432 B BEF AR AT R S da i
ASCHR ) —Fh T 4 BB R B Ph 3 AR A
W73 S Unix & /Y shell 424 0y J5 46 11
B, i A 4L 10 B IBOR P i AT o B Sl e v
BT 115 3 AT S0 i 4 1 97 o A ol 5 4 R A A 3 P
FURAT A, Gn S A R I A iy A B e B B o

WO H 4 :2013-07-15; & 111 H 3 : 2013-12-09; T AT 4 - B"“W;‘E
I H  E R HRBF: 34 (No.61272398) ; LB A 2A Bl

shell 743731 W T P #RVETHSRLA AT R 2T 152
NS ¢ o e+ + RSP S48 gcc, make, gdb
Lt AW AHG A, LI, R OCR
B N R AT A A IR R R
Bz . B L P G s Gk P R, B4
A I 07 A W — i S B i & Z R R
R, B4, EAR AT Re 2 i TP A SO X — ¢
1" 7w Al K= %7
2.2 MYRBEERE

P2 WL IURE FEFR O BB B . A SCHR ) — o 2k
TSl 077 1 P i ) ) R

45 (No.4112053)



1226 H +

2 2014 4§

FHF A D7 st 45 10 S S — HR shell iy 2 241 LY I
H Af R B R A A T A, & — i A i A
S HWBER —AN 5 DN IR AW S %S,
G A4 50 e R e 5 11 L A8 A, B A
Aot L — 1) o, AR R S B (R 1T e 2 1R A AR
RLRE BPAR R T N A ) B

Wt 0w RIS ECEONID s, 5K Ls
REFE D RIS AN 2 14K, | F7R 1 R ) 1T T
i A AANEL. R TR DR B R AT ) [ K
Hs B2 W s =4, 0 1 =2, % D s TAE T
WmE 1 .

wl wZ w7
_———— pm————— \
Userl:{emacs gcclgdb cd |s emacs :ls gee gdb Is cd Islless cd 1s gee )
1 1
e !
| 1=2 |

Bl BshEnmIESFR

s B, X O N RS A, G
A BRI U, AR T 11 x iy A A B L R IR B 1)
KRS L, D3R GEE b i A F a2 S, A
BN m= 121, HOME n=_Ls)/l +1.J8715
B nT AR R —1 nox m WHERE V8 Hh

n Y VUlm
Uop U2 Vam

Vn x m = [ Ve " va
Un1 Un2 o Unm

Hrr, v A A5 i) AR 2R 5 LR ) i A 7E A [
7R BT VO RS AT e AR 3 N I 1
F1 o R ) i 2 B AR AR VR i 50 %
S s (i =1,2,,m)Fm, N T EREEHAmL
s s Z IR AR VA B E B, ., = [ b, 170
B, ., =[b;] % B f B & (8, b,/0KM2 s
TR w, FREEHI. F— NS E— 6 L
W E U A 2 5 AR A A 2 138 B, b7 %
Rt s, BZRAE AR A s FET 1w, IR A5 L.
PN i 2 Z 0] B9 B i i an R =K
closeness(s;, s/»)
b+ b,
[T I A
= b; - b; . . .
N THl g s € 2 i
0, ifsiggzﬁsjgz
WO S B ERNE O R, R
7 H N2 R A PR R, 6 0 R A R 4
I B R B

ifs,,5,€ 2 Hi=j

3 ANEHEN

i Sl D MRE R I A% 5 3 o R 4R i 2 ) 8
R NS E O MREE, Ba A E 0 RA W
A, AR TS T A B R T R AR
3.1 ilzidiz

(1) A7 24 2 8 v A i 4 - 1 1R R, ke 1
Fis BRI R 82 O(L) , L 2P K.

) BRAEE P2 I B, Bk R 2 s,
AP E 2R O(m(m+n)).

F1 EREQ-HLERFEYVHNEE

CreateVMatrix( S )
NPT S = 51,50, 53005, WENE AR s, 25K 1
WM Y
m=131 /A
no=(L-s)/L+1//8 B
create matrix V[ m][ n]
Init all v; =0
for each window i =110 n
/B —DRTE A w, a2 TR
b=(i-1)"1
/EESE A BT RO w, WS TR
e=b+s-1
for each command j belongs to S[ b:e]
VIsIil+e =1 //s; 3t j MET
end for

end for

x2 ERGLRETEER CWEE

CreateClosenessMatrix( V)
BN i -8 R V
Wi A BB C
m=1 >, /A
n=(L-s)/1+1//8 0445
create matrix CLm ][ n],B[m][n],B' [m][n]
init all ¢;=0,b;=0,b";=0
fori =ltom
forj=1ton
Bi[j1=min(V[iI[;].1)
if V[L][]] > 1 then
B'[illj]=1
end if
end for
end for
for each command s; from 2
for each command s;(j > = i)from 2
if j= =i then //UWISRARAAHIF
C[il[j]=cosine(b[i]l,b'[i])
else V24BN e N



% o6 M

EFEH T SRR DR ARSI 7 % 1227

C[l}[]} :cosine(b[i],b[ﬂ)
end if
end for

end for

3.2 KRadiE

RN a2 Ry XA BE N size( X) . A5l 43K
W 4L BR.

(D)MW shE 05 g a2 78], BOE & AR
AN s MR L S IIZRB Bk la].

QHEFINE O REE closeness(w;), i =1
n, BN n= (size( X) = s)/1+ 1.

G R A B34 ave_ closeness.

(4)FIWr avg_ closeness < T7 & BT, FI KT R £h 2% 5
Sz W IEH . o T XA TE T S A e
R B

4 Lk
4.1 HIRE

AR SEA 04 4 (http: //www. schonlau. net ) .
N 70 AN ) Unix i 2> 77 51 H BEAILE 50 MEA B
BRI HAY 20 MERARE .

AR AT 50 A SCAR SO, B34S ST X i — A
FHP A8 15000 A4 . i 5000 i 4 J2 i FH P A A
KRy, R E R B W E T T4k J5 10000 e
LA — 8 MR R E A LT 20 N P A 4, JF HLEA
100 2 AF Sy — i A B, A A & B 4 2 A
[, B 2o 0 30 AR DR . A, mT DA 4
E B 150 w4 B4l i, B 50 4> i 4 B2 I 2R %L
P, J5 100 A~ S Mk B s . Ak, SCF masquerade - sum-
mary . txt 8 T EAH P EIE 100 A4 Hed O e iy 4
By 3 A o .

4.2 ZWHR
4.2.1 AEBEAXNMHIKIEERITEL

T H RN 7 V5 R PR RE . 50 1 R, 45 A AN
HAE— A A A AR R — A o A S
S R AR R A BT D R R R
Z IR BB E B0 B0, R 1) i B AR DI Ry
ARG . PR, AR SCRE 2 151 RN SE 7 4 ~ 10 Z (1]
Pl 2 BB FR/NG R 4,6,8 B, T 1 /IR S 58
SR EZ N AW, B0 R 1 RN AN
Y s = 8 I SO IRAT . Ja S ATk B KN R
8.

4.2.2 AP GSROTNES S

Sy T HWAE B IE i P 5 Oh 2k i PAE T (E

S AT T A 50 AN P AT S R

RSy FH P B SR 28 AR AR B4 BRTF R R, A4 H
JU24 PRI A RN 3 B s . I IR A B O
iy S B 14 U ELAT W R DX

%
E2 AFREMOKXPMIROCHLZ

Fl P24
08
off :
"ogl,. . Sl s R
=g L%
01f « o Phke
0 1 1 1 1 1 1 ol
0 10 20 30 40 50 60 70 80 90 100
A PRgms

B3 248 PR T 45 R (BRAR R R U A B
WL FIRIRG S PSR R TE. B AR
(B3 EN)

4.2.3 S5HEMGERINEE
T R AN R B B AR 7, A5 B0 RS B T AR AR
IR R R S AR SR A RN 3 Fros . R A i
JEIUT RS R BE T BT 515 2 A SL 5 25 21,
TR 6 47 M2 SCHR 15 T 7E [ — B{E F (L E 6 7
ANTE) T3 ¥ A B Y S B 4
R3 THANERNAEXBERMLE

UNEZ Rl piRrS BARE(% ) TR E (% )
Compression 5.0 65.8
Sequence-Match 3.7 63.2
IPAM 2.7 58.9
Hybrid multistep Markov 3.2 50.7
Bayes one-step Markov 6.7 30.7
Uniqueness 1.4 60.6
T=0.27 7.0 25.5
T7=0.25 5.7 28.1
AR5 7=0.23 4.6 33.3
T=0.20 3.7 38.0
T=0.18 3.1 41.1

THN ARG S ICHR 14 THEAT T X B, SCHER 14 TR
KA T 44 e, B 1 8P 2, /T 3,
4. AR SCRATAR [A] 1) 9296 8 &, AR T 3 19 5000 4>



1228 H +

2 2014 4§

A RTHT 4000 A 9 U 2R B T T 1E A7 R, S
1000 My A Tl R s P 1 P 2
FHIF 4 19 5000 i 2 24 S D304k A 000 30k
R AE T=0.23 I, AR SCT7 LRI R 98. 6% , 1%
e 0. SCHR[ 14 TSI 2 100% , BRAFEN 4% .

AR SCIAGI A5 SR B ARy v = A T gk
Frefa AL

(D) KRR F5, HE 6 F 7 v i 4 DN 5CR B
EAIAR L TT . Compression 5 Sequence-Match X Rp
T3 143 Bl NBSCHE aT 30 4 1 5 AR ) DG E 38 0K 25 e AR A
0 ) T, EL S Y5 2% 1 i 4 22 M) A8 W e 2, il HL,
FUAT R A 5 vk B O T AR 3C 2% JE A 4 TB] i 4 %
F A7 a4 1) B0 B8 B PRt Ay vk B A T H
HH/N.

IPAM L)} Hybrid multistep Markov 5 & %) J& FH J* iy
ARG R TH R R R R, 1T HIT A 1 i 4 AT
B 5% R A R T R SSCR AR A SO R b 2
Hb R A B

(2)Bayes one-step Markov [ i 4t 247, (H & 12 40 %
7 ; Uniqueness Y 1% ) R AL, {5 J2 I #& % 5 . Bayes one-
step Markov & [t & T P i 2 1 — 2 B B e ik, 7 22
BRI & . Uniqueness 2 & P A 1l A
JE , 25 52 AR A P SO 20 8 FH A i 4 2% 1
U W A #EAT 5 5O R — A gHE, S A
T HCE R 2R 53 A, AR i A R AR K
MR 2R B b B il T R B AE W R, 4
SN AR A 0 R VR M AR SO A S T P A A
A TE) A SR R, T L S A D0 IS g D P )
SHBARNE N — W AR 8, B Jm H— A1) 50 1) Bl
SURER S Hh B A iy & 4 10 S 1, P O A 0000 ) Ak 3
b AR Y T A RT3 T R TN TS G S
.

(3) SCHR [ 14 ] /A5 I 3R AR &5 (100% ) , 1H 1R 4 F6 s
R R S AN N 658 3 9 R 41 38 2 S I Y P A AR
SCHR [ 14 ] FH R 2 1 D) A e A 66 o P P O A o
B ERE R T A AR AN S B 3X — SURTA
SO B TR Yt SCHRL 14 VBRI A 1 X 42 2
R, 33 DA A A B R S A B AR SOl 42 i
A B B, by T PR R R R I A A R B
JN.

4.2.4 SHIRSH

HYBEIfE T=0.23 I, Ge3t T A ST kAL A R T
R RS AR OO, A 4 P

F1F10,13,20,33,36 H & P B 10% , 1T E
A R AR AN 7 BRI I 2 51% , 454 7 1k B0dls &
BX 5 AP A a8k b B T U R v — 2

MBS, FEORIR A KA

40
351 = R
301 = iR
15} | | |
ALl 1) LA
oltle, |l l. | | .|| i al

T 5 9 13 17 21 25 29 33 37 41 45 49
P
B4 @ OKANAS,BIMER0.230, &4 H RN R

T 0 7E — 2 YO R PN A7 A o L R e A, &
B A T 9 3K JLZH i 42 7 41 1 85 28 7 1 2R 850 v o
k. 5540, P 3,16,43 4505 F P BB 6% HA ok B
T2 47% . AT D HOR P 25 AR R I [ Ry R A
SRy 7B ) AORT U 4, U B A A AN A — o TR
AT VR SRR AT O AT R, AR e a2 F
GIRAT S EOF N FLVE R B P AT 1 55 A — SRR,

5 #ig

ARSCHR TP T i & BB LR P DR
K 753k TR R I8 0 b, 580 % R T TR
PR A7 Bl AT i 4 22 8] R 245 A, 1
PR TR AT AR I R R T i
LR S UE W% vk A T A, TSN R
PEBE A6 5L, ELE 5 SE A . o H 2 e, %07 ik
FEN SR AN 22 O 2 I G Kt DR O EBLSE A O T
Dhde P B AR ME WSO, A P 2K U1 2 80 14 7 ik 1
FEARMELE SR ]

B AORAXTRERRBEGETENL.
5% Sk

(1] BB B W B AR BT shell a2 F1 2 AT K

FEHRI P O Tt K [T ] 33P0, 2010,33(4)
697 - 705.
TIAN Xin-guang, DUAN Mi-yi, et al. Masquerade detection
based on shell commands and multiple behavior pattern mining
[J]. Chinese Journal of Computers,2010,33(4):697 — 705. (in
Chinese)

[2] BERTACCHINI M, FIERENS P 1. Preliminary results on mas-
querader detection using compression based similarity metrics
[J] . Electronic Journal of SADIO,2007,7(1):31 - 42.

[3] EVANS S, EILAND E, et al. MDLcompress for intrusion de-
tection : Signature inference and masquerade attack[ A ] . Military
Communications Conference[ C] . Orlando: IEEE Press, 2007. 1
-7.

[4] LATENDRESSE M. Masquerade detection via customized



%6 W EFEH T SRR DR ARSI 7 % 1229

grammars| J]. Lecture Notes in Computer Science, 2005,
3548:141 - 159.

[ 5] POSADAS R,MEX-PERERA J C, et al. Hybrid method for de-
tecting masqueraders using session folding and hidden Markov
models[ J]. Lecture Notes in Computer Science, 2006, 4293
622 - 631.

[6] OKAMOTO T, ISHIDA Y. Framework of an immunity-based
anomaly detection system for user behavior[ J] . Lecture Notes
in Computer Science,2007,4694:821 — 829.

[7] KILLOURHY K S,MAXION R A.Learning from a flaw in a
naive-Bayes masquerade detector[ A].NIPS 2007 Workshop on
Machine Learning in Adversarial Environments for Computer
Security[ C] . Whistler: NIPS Press,2007.1-2.

[8] DASH S K,REDDY K S, et al. Adaptive naive Bayes method
for masquerade detection [ J]. Security and Communications
Networks,2011,4(4) :410 - 417.

[9] GEBSKI M, WONG R K. Intrusion detection via analysis and
modeling of user commands [ J]. Lecture Notes in Computer
Science,2005,3589:388 — 397.

[10] COULL S E, SZYMANSKI B K. Sequence alignment for
masquerade detection [ J]. Computational Statistics & Data
Analysis,2008,52(8) :4116 — 4131.

[11] KIM H S, CHA S D. Empirical evaluation of SVM-based
masquerade detection using Unix commands [ J]. Computers
and Security,2005,24(2) : 160 — 168.

[12] CHEN L, ARITSUGI M. A SVM-based masquerade detection
method with online update using co-occurrence matrix [ J].
Lecture Notes in Computer Science,2006,4064:37 - 53.

[13] B8, B, 1), /N E , LT shell 474l
Z W Markov HEREHY 19 I P O 2 ot 0 [T s 72
#2,2011,38(5) : 1199 — 1204.

XIAO Xi,ZHAI Qi-bin, et al. Masquerade detection based on
shell commands and high-order Markov chain models[ J] . Ac-
ta Electronica Sinica,2011,38(5):1199 — 1204. (in Chinese)

(14] 258, BT, 5, B R SET shell 4 R A o B
B FH P AT R S m R vk LT] AU 5 R R, 2012,
49(9) :1982 — 1990.
LI Chao, TIAN Xin-guang, et al. Anomaly detection of user
behavior based on shell commands and co-occurrence matrix
[J].Journal of Computer Research and Development,2012,49
(9):1982-1990. (in Chinese)

[15] SCHONLAU M, DUMOUCHEL W, et al. Computer intru-
sion : detecting masquerades [ J] . Statistical Science, 2001, 16
(1):58-174.

EEEN

EFM B 1977 4, B, gk
B Tl € N i At [ I s N (0 K (=
Bata e,

E-mail : xlwang . cufe @ gmail . com

EkEm 1902 4L A, E B B
AT IO 5 A A S A9 5 1 D B
(RN £ a5 N





