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Abstract:
(NPD) . Our algorithm tracks the flow of values from the points where a null pointer might be produced to dereference points via

This paper presents a context-sensitive and path-sensitive algorithm for detecting null pointer dereferences

value dependence graph that captures def-use relations and combines interval analysis results. Edges in the graph are annotated with
guards that describe branch conditions in the program.In the meantime, for reducing the false warnings we propose an innovative
demand-driven must-alias algorithm using this graph. Our implemented tool detects more than 70 points which might produce null
pointer dereferences in ten SPEC 2000 benchmarks while keeping the false positive rate around 6% , which is excellent experimental

results.
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16 A B BUH F SPEC2000 H 1) parser LF2.

l.int*  func(int a,int b) 1 //n0
2. int * p, * g3

3. if(a>0) //n2
4 p = malloc(sizeof (int) ) ; //n3
5. else

6. p=&b; //n4
7. e/ xRS p 2/

8. return p; //nT
9. |

10. void caller(int x) { //n8
11. inth=1, //n9
12, int u=3; //nl10
13, int * s =func(h,u); //nll
14. int* ¢t;

15, if(x>0) //n12
16. L=s; //nl3
17. if(¢! =null) //nl4
18. int ¢c= % 53 //nl5
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void fune() |
int * hdSav = 0;
callee(hdSav) ;
!
void callee(int * hdStore) |
int p=0;
hdTmp =1;
if(p == 0)
hdStore = &hdTmp;
10. int ¢ = * hdStore;
1.
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/% x is the left value of n,n and m is start node and end node for guard

computation, E is the edge set in the process of computation * /
GUARDCOMP (1LeftValue x,Node n,Node m, Edgeset E)
Let G be the cguard(n—>m)
if( n and m are the same node)
then let G = true;

else

1

2

3

4

5 Let N be the successor nodes of n

6 for (each successor n; € N)

7 if (the formula = DEF(ny,x) A\ < n,n;> & E is satisfiable )
8 then compute guard

9 C,=COND(n,n;) N\ GUARDCOMP (x, n\, m, E U{ < n,n!|

>1))

10 else c¢; = false;

11 Let G be the disjunction of C;, G= U, ¢ Ci3

12 return G;

/ * ni is the one of succeed nodes for n in VDG % /
COND(Node n,Node ni)
1 if(n is switch of the form e(-+, cizni, **))

2 then Let C be the condition (e = ci)n,under C and n reaches ni;

3 return C;
4 else
5 return true;
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F1 AXEEWNEIRER
Programs Before MA After MA After Both
Before [A
Name Size | Files FP/Total FP/Total FP/Total
parser 22.3 | 96 8/34 0/21 0/21
mef 6.5 43 17/31 1/15 1/15
vpr 6.0 17 6/12 2/8 0/6
gzip 9.0 34 3/6 2/5 1/4
gap 66 62 3/15 1/13 1/13
make 35.9 | 59 3/6 2/5 1/4
memfile 10.9 | 27 5/9 1/5 1/5
combine 234 74 3/11 1/9 0/8
ed 3.2 10 3/6 1/4 0/3
spell 0.7 1 2/2 171 0/0
Average - - 40.1% 13.9% 6.3%
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% 2 5 RAAT , COBOT AIX T HAL PR T 1, B il
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#& 2 COBOT.Klocwork 5 Saturn #i 45 R 3Lk

TR COBOT
HFR KN | BFE | R | OBFED | R | B | R
parser 66.0 7.2 0/21 40.1 0/13 80.3 1/21
mef 22.3 13.5 1/15 34.4 1/10 52.4 2/14
vpr 35.9 12.6 0/6 38.2 0/3 62. 0/5
gzip 9.0 1.2 1/4 8.1 1/6 20. 1/4

4
4
gap 23.4 10.4 /13 | 32.2 | 2/10 | 38.8 1/12
make 6.5 2.1 1/4 12.3 1/5 18.7 0/4
5
1
2
5
3

Klocwork Saturn

memfile | 5.9 | 0.8 | 1/5 | 10.3 | 0/3 | 36. 1/5
combine | 3.2 | 0.7 | 0/8 | 8.4 | 07 | 22. 1/7
ed 0.7 | 0.14 | 03 | 8.2 | 0/3 | 12. 0/4
spell 109 | 4.7 | 0/0 | 15.6 | 0/0 | 34. 0/0
T 53.3 | 6.3% | 207.8 | 8.3% | 368.3 | 9.2%
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Tools FP/Reports Estimated FN
Klocwork ') 5 /60 55/80(31.2% )
Saturn?! 7/76 69/80 (10% )
COBOT _ NPD 5/79 74/80(7.5% )
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