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Abstract:

differential information leakages in sub-key schedule, several sub-key differentials in low weight are constructed, and a 15-round re-

In this paper, the strength of LBlock against related-key impossible differential attack is examined. Based on the

lated-key impossible differential distinguisher of LBlock is presented. By extending the distinguisher, related-key impossible differen-
tial attacks on 23-round LBlock and 24-round LBlock are presented. The data complexities of the attacks are 252 and 2%5-® chosen-

plain-text, respectively ; the computing complexities of the attacks are 2% 23-round LBlock encryptions and 2%-¢ 24-round LBlock

261 2

encryptions, respectively ; the storage complexities of the attacks are and 2”2 bytes of memory space, respectively. The crypt-

analysis of reduced-round LBlock are first extended to 23-round and 24-round in this paper.
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1 02000000 02000000 02000000 02000000 02000000 02000000
2 00000000 00000000 00000000 00000000 00000000 00000000
3 00000008 00000008 00000008 00000008 00000008 00000008
4 00000000 00000000 00000000 00000000 00000000 00000000
5 00000000 00000000 00000000 00000000 00000000 00000000
6 00000400 00000400 00000400 00000400 00000400 00000400
7 00000000 00000000 00000000 00000000 00000000 00000000
8 00000000 00000000 00000000 00000000 00000000 00000000
9 00020000 00020000 00020000 00020000 00020000 00020000
10 00000000 00000000 00000000 00000000 00000000 00000000
11 00000000 00000000 00000000 00000000 00000000 00000000
12 06000000 02000000 03000000 07000000 05000000 0/000000
13 00000000 00000000 00000000 00000000 00000000 00000000
14 00000018 00000008 0000000¢ 0000001 ¢ 0000002¢ 0000003 ¢
15 00000000 00000000 00000000 00000000 00000000 00000000
16 00000000 00000000 00000000 00000000 00000000 00000000
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19 00000000 00000000 00000000 00000000 00000000 00000000
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21 00000000 00000000 00000000 00000000 00000000 00000000
2 00000000 00000000 00000000 00000000 00000000 00000000
23 0x,000000 0x,000000 03800000 0x,800000 05800000 04800000
24 00000000 00000000 00000000 00000000 00000000 00000000
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