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Abstract: In order to improve flow-identifying performance, a flow-identifying algorithm for TCP ( Transmission
Control Protocol ) traffic was proposed. This algorithm constructs bidirectional-flow finite state automaton based on TCP
communication process and judges flow-termination according to TCP protocol rules and flow states by this automaton.
Meanwhile, the algorithm adds filtering mechanism and timeout strategy to identify single-packet flows and abnormal inter-
rupt flows. This algorithm is lower in memory overhead, the total overhead of memory and computing resources than the
classic algorithm FT ( Fixed Timeout strategy) and the similar representative algorithm TSAT ( Two-level Self-Adaptive
Timeout ) . Furthermore , this algorithm is higher than TSAT in accuracy and only loses little accuracy compared to the default
accuracy standard. Our algorithm identifies TCP flows based on protocol rules,so it can obtain high identifying accuracy and
can save extra flow keeping-time. And our algorithm is especially suitable for situations when the proportion of small flows,
medium flows or irregular flows is larger,so it can ensure flow-identifying system to work normally when network anomalies
occur, such as worm infection, DDoS attack ,and so on.
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55 TCP J iR 7 T AT 1% TSAT BEATRS LE , AL
LA 64s [F] 7 i I 5 s 10 U1 45 SR AR g b 5 58, 1B 4%
Tox =168, Toyny =25, 3T Trace 1 ~ 16 435|115 TFIA
I TSAT R, 45 R Nk 4 53R S P,

K4 ET Trace 1 ~8 WiRiRAIFEEE

Trace %5 1 2 3 4 5 6 7 8
TFIA J7i 8 1.42% 0.72% 1.53% 1.39% 1.05% 1.13% 1.67% 1.78%
TSAT Fifk R 3.63% 2.93% 3.76% 3.50% 3.30% 3.58% 4.07% 3.96%
K5 ETF Trace 9 ~16 BiRiRGEERE
Trace %5 9 10 11 12 13 14 15 16
TFIA i # %= 1.28% 1.02% 2.06% 1.24% 1.29% 1.32% 1.36% 1. 84%
TSAT ik W % 3.52% 7.47% 6.58% 7.30% 7.06% 6.91% 5.93% 6.02%
B LI 45 AT A TFIA BT Trace 1 ~ 16 BR300 44, DR G I3 43 3 K 4 T 5 1T TFIA & F TCP 3%
TN 1.38% 4T TSAT [1-F- 25 i il By 2% 4. 97 % . FR AT 2 k20 W7, e T TCP 3 1 AS £ SR AT

TFIA ZJir LB TSAT A% 5y, 35 22 2 TSAT fii A
FIN AR5 SO 26k, 1 FIN B A8 — 2 2 it i e fs
— MR, T8 FIN il f 2 )5 38 B — 1> ACK %

5 #it
B2 ) 248 A T AR — LR T UKL M 28 478
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T 5 1 e Ay T 22 i) R 22— AR S T X B A ) 445 97 ¢
SRS A 234, S T O 265 U Je A AR BE , 20 B R L A
TR LR R B8 7 5 38 i % TCP 58 B3 72 1) fF
F¢,M95E 1 TCP XUa i A L, Bt 15T 1% A sh Ly
TCP L UM 33k TFIA. AHSE M AR i 92 3 % W TFIA
5B SUBER A SEME S 5 FT AR LL, PUIRLR P 2
THT 50.70% , i HAE BEAXAR K T 1. 38% ; [l it 5 H
B IR B BL B AU TSAT ML, BARTHEAAUM A —
RERE A IG, AEL N A7 T8 A7 S R B2 A s/, e L 25
ERCRATIA 2. 11% B4R =, i EL RUpR BE AR 1
3.59% . L, w5 PERE T 5 , TFIA f T 4 S5 1 A
BA R AR .

SR, A SHHLA SIS I T TFIA B35 T Y, i
HX AR R A /N B3 s, it TFIA 539%
FEBCIE A P MRS LU TCP 3 SR A1 2L
TFIA FR 3% F  BEA5 92 503 A T i DDoS X i i 1
HR S 245 S I RE S AR G b i B 28 48 PR/ D R0
RGO BT URAE AT, PRI R U R GE Y IE
BAT, J3 AN AT LIRS TFIA B35 5 H AL 1k 9 R3S
L5 RN 9 28 FIR S
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