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SRAM-Based FPGA SEU Fault Propagation Model

WU Shan,ZHOU Xue-gong, WANG Ling-li
(State Key Laboratory of ASIC and System,Fudan University ,Shanghai 201203 , China)

Abstract: SRAM-based FPGA ( Field Programmable Gate Array) could be affected by SEU ( Single Event Upset) in
radiation environment, causing circuit function failures. This paper proposes an SEU-induced fault propagation model for FP-
GAs based on the graph theory and the cellular automata. In addition, this paper divides SEU effect into two parts: SBU
( Single-Bit Upset) and MBU ( Multi-Bit Upset) because MBU has an extra problem about conflict management. The core
part of this model is the computing method of the coupling degree which is based upon relative bits from FPGA placement
and routing results to make the model more accurate. After validation between fault propagation model and fault injection ex-
periment , this fault propagation model is 19. 89% more relative to fault injection experiment than the fault propagation model
only counting relative bits in LUT (Look Up Table) . Finally, this paper analyses an application about this model to find cells

most easily leading to fault diffusion.
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upset (MBU) ; fault propagation model
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<net name="net_Lut-U386_0_0">
<portRef name="X" instanceRef="iSlice__393_ "/>
<portRef name="G3" instanceRef="iSlice__238__"/>
<portRef name="G1" instanceRef="iSlice_ 242_ "/>
<pip from="S0_X" to="OUTS5" position="12,22" dir="-&gt;"/>
<pip from="OUTS" to="H6W2" position="12,22" dir="-&gt;"/>
<pip from="H6E2" to="V6S3" position="12,16" dir="-&gt;"/>
<pip from="V6N3" to="V6S3" position="19,16" dir="-&gt;"/>
<pip from="V6S3" to="N19" position="19,16" dir="-&gt;"/>
<pip from="S19" to="S_P19" position="18,16" dir="-&gt;"/>
<pip from="S_P19" to="S1_G_B3" position="18,16" dir="-&gt;"/>
<pip from="S0_X" to="OUTO0" position="12,22" dir="-&gt;"/>
<pip from="OUTO" to="V6NO" position="12,22" dir="-&gt;"/>
<pip from="V6MO" to="W3" position="9,22" dir="-&gt;"/>
<pip from="E3" to="W3" position="9,21" dir="-&gt;"/>
<pip from="E3" to="S1" position="9,20" dir="-&gt;"/>
<pip from="N1"to="N_P1" position="10,20" dir="-&gt;"/>
<pip from="N_P1" to="S1 G_BI1" position="10,20" dir="-&gt;"/>

net> (a) SELR AT I 05 1

<instance name="iSlice 323 " moduleRef="slice" libraryRef="template work lib">
<property name="position" type="point" value="14,35,0"/>
<config name="BXMUX" value="#OFF"/>
<config name="BYMUX" value="#OFF"/>
<config name="CEMUX" value="#OFF"/>
<config name="CKINV" value="#OFF"/>
<config name="COUTUSED" value="#OFF"/>
<config name="CYOF" value="#OFF"/>
<config name="CY0G" value="#OFF"/>
<config name="CYINIT" value="#OFF"/>
<config name="CYSELF" value="#OFF"/>
<config name="CYSELG" value="#OFF"/>
<config name="DXMUX" value="#OFF"/>
<config name="DYMUX" value="#OFF"/>
<config name="F" value="#LUT:D=(A2*A1)"/>
<config name="F5SUSED" value="#OFF"/>
<config name="FFX" value="#OFF"/>
<config name="FFY" value="#OFF"/>
<config name="FXMUX" value="F"/>
<config name="G" value="#LUT:D=(A2*A1)"/>
<config name="GYMUX" value="G"/>
<config name="INITX" value="#OFF"/>
<config name="INITY" value="#OFF"/>
<config name="RAMCONFIG" value="#OFF"/>
<config name="REVUSED" value="#OFF"/>
<config name="SRFFMUX" value="#OFF"/>
<config name="SRMUX" value="#OFF"/>
<config name="SYNC_ATTR" value="#OFF"/>
<config name="XBUSED" value="#OFF"/>
<config name="XUSED" value="0"/>
<config name="YBMUX" value="#OFF"/>
<config name="YUSED" value="0"/>

</instance>
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FA, FH O AR BB Ry, W3 78 2% il AR AR AL, BT
TURCRBF. R 1 AT UL, 35 22 0] 1 | 22 o e 14
OB, B FAREG BT T sURY LA , AR BY H XS LA 22
SEXEAL T 19.89%.

Hy b3 P 2 AT LA BT AT LA S A7 550 ) L SEU
5 1B P S P 4. e RO AR G W] B A G
e A7 5 i 114 0 I B8 e 408 i e i 119 T M, AT
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BRI AL RelationBit () RIS M ¢ (19 AR 5E
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F1 =#AENRERITLE
P, | add _bx | add _j1 | add4 _2 | adderl6 | adder4 | adder8 | alu | alutask | multi | parity |resourcel
MBU | 10B 4%k 28 28 16 52 16 28 29 17 66 12 24 e
i | SLICE 4% | 98 102 50 90 50 46 394 202 3364 42 136 RE | Bote
PIP %k 296 307 137 378 138 177 974 460 7404 92 335
SBREA | 43.89 | 46.38 | 69.94 | 57.42 | 62.70 | 56.67 | 17.55 | 55.05 | 59.58 |161.21 | 38.00
1bit | XFLAE# | 58.93 | 58.50 | 90.69 | 24.60 | 79.90 | 50.00 | 39.61 | 87.13 | 26.56 | 128.35 | 58.00 |0.7351
AR 22.64 | 21.85 | 41.89 | 19.95 | 42.22 | 28.26 | 17.41 | 34.76 | 7.86 | 69.72 | 27.33 |0.8309 |13.03%
TPRAEA | 20.28 | 23.83 | 53.83 | 28.55 | 41.76 | 49.83 | 16.17 | 25.40 | 30.05 | 72.20 | 24.20
2bit | XFLLAEE | 39.05 | 35.20 | 85.57 | 25.98 | 78.67 | 45.57 | 27.75 | 82.97 | 14.37 | 123.88 | 37.41 |0.7656
AR 19.41 | 18.24 | 39.21 | 17.90 | 39.25 | 26.18 | 14.74 | 27.35 | 2.21 | 60.51 | 20.77 |0.8305 | 8.48%
FBREA | 19.35 | 10.14 | 32.83 | 24.25 | 29.07 | 25.50 | 14.89 | 17.33 | 17.26 | 42.67 | 23.67
3bit | XFLLREE | 33.67 | 36.36 | 74.77 | 19.84 | 77.95 | 41.66 | 25.95 | 80.15 | 7.84 | 90.29 | 37.78 |0.6447
AEAY 18.85 | 16.11 | 40.16 | 13.38 | 35.56 | 23.96 | 13.59 | 22.16 | 2.48 | 58.43 | 19.69 |0.8714 |35.16%
FPREA | 15.52 | 9.85 | 28.75 | 21.60 | 27.20 | 22.79 | 12.03 | 15.83 | 14.91 | 33.40 | 24.09
4bit | XFHEAERS | 30.45 | 32.61 | 73.64 | 20.81 | 71.61 | 37.82 | 19.80 | 81.29 | 7.75 | 89.27 | 32.68 |0.6399
AT 16.45 | 15.42 | 39.88 | 12.63 | 34.53 | 23.49 | 13.22 | 21.06 | 3.01 | 50.68 | 20.20 |0.8428 |31.71%
SPREA | 16.67 | 5.80 | 27.83 | 17.15 | 28.33 | 21.50 | 7.58 | 15.75 | 12.25 | 32.25 | 23.75
Shit | XFHCAERS | 25.49 | 31.25 | 75.23 | 18.08 | 73.44 | 38.38 | 16.47 | 73.71 | 6.49 | 91.97 | 28.90 |0.7251
AT 17.65 | 16.01 | 35.22 | 12.71 | 33.49 | 22.85 | 10.59 | 20.89 | 2.50 | 47.33 | 19.69 |0.8468 |16.78%
SREA | 16.50 | 2.67 | 30.14 | 12.11 | 24.68 | 19.67 | 7.49 | 16.00 | 12.90 | 32.99 | 17.25
6bit | XtHCAEA | 23.30 | 29.41 | 69.67 | 15.35 | 60.71 | 38.12 | 16.94 | 37.68 | 5.30 | 55.45 | 21.04 |0.7802
ARAETY 15.42 | 12.75 | 31.30 | 11.86 | 30.05 | 21.92 | 9.23 | 19.25 | 1.88 | 44.45 | 20.82 |0.8730 | 11.89%
SEhREA | 12.75 | 3.25 | 24.25 | 13.25 | 21.33 | 16.89 | 6.01 | 13.67 | 11.18 | 33.50 | 15.80
7hit | XtEHCAEA | 22.99 | 29.50 | 64.36 | 15.49 | 54.19 | 36.19 | 16.92 | 36.84 | 5.20 | 56.00 | 22.32 |0.7483
AAE T 15.29 | 12.82 | 28.48 | 12.61 | 28.57 | 21.24 | 8.54 | 20.38 | 2.25 | 39.25 | 20.24 |0.8843 | 18.18%
SPRIEA | 12.50 | 3.75 | 19.00 | 9.67 | 15.67 | 15.59 | 5.25 | 12.53 | 9.38 | 31.75 | 14.25
8bit | XtEHGAEA | 24.82 | 28.88 | 51.74 | 15.52 | 59.95 | 37.97 | 15.16 | 33.25 | 5.60 | 57.16 | 22.50 |0.7215
ASAFRY 15.18 | 8.75 | 29.16 | 10.98 | 29.32 | 19.03 | 8.81 | 19.65 | 1.74 | 40.30 | 15.61 |0.8936 |23.85%
AT 3 L 19.89%
RelationBit (¢) = bit(n,) +bit(n,) + - +bit(n,) B3| 2 SRR A R B AT B,
(7) F2 HXEHMBBHHEANENTHER
U AT s AT S o i T A R R R S i P S TACRA ABJEH
faih. JCHAL AR PR JCHEAE R JERq
FG BE 1 5 SO 4R J e A 1] A DG BT B A2 5y o5
bl BRI A S T B 30 K 5 40 T K 2 | T 5 72 Tor! 0.0 0 0.0 o
MR S R Top2 20,17 3710 10,20 47
&THU\ 16 ﬁ%{f%"%%—ﬁ%ﬂ%ﬁﬂ% ,Skﬁgﬁﬁﬁfﬁ Top3 20,16 3620 13,34 44
Mok AFGHE B G AR B I T T B, I e "
2.
3 B 36 L 7 50 A0 e 50 18 ) TC M T LA g Tov3 1020 2 18 i

S b 5 | L I A 7 Y T M, BT A JX 26 G Jifd T
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