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Identity-Based Fully Homomorphic Encryption from
Ring Learning with Errors Problem
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Abstract; Fully homomorphic encryption provides a new idea on the solution of many problems, such as the whole
life cycle of data privacy protection on cloud computing. Currently , the existing fully homomorphic encryption schemes share
a common flaw of large size public keys. We construct an identity-based fully homomorphic encryption which compromises
the merits of both kinds of encryption from ring learning with errors to work in arbitrary cyclotomic rings. To make user’ s i-
dentity as the unique public key,our scheme has advantage in computational efficiency and key management. The security of
our scheme strictly reduces to hardness of decision ring learning with problem solving in the random oracle model.
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S a=a(n) >0,g=q(n) =2, EH ¢=1modm Hi#
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A IBFHE = { Setup , Extract, Enc, Dec, Eval } .

VIR AL Setup: 4 A% 4 S 801, B3k o
BRI — X AT S8 param  FFAP msk.

AN IR 1 Extract: $it A28 TF 24 param | 3 74
B msk FEARIR id, S B bRl id il — 4
B FAEH sk,

IS Enc: i AA IS 8L param , 5 3 b7 iR id
A SCH R B 8 5 B R id ARG %53 .

it B AL Dec i A5 SOy bRik id AHOCHY %5 SC ¢ Fl
id R ) B AR FAEH sk, , 4 B SO R, e

BB AR Eval SIS 210,11 — 10,11 I
J& T F— SRl id I —4% e, ey, e, i
HOHT Y %% 3C ¢, Bl 2 Dec, (¢) =f(Decy (¢,),
Decsk”l(c,) ).

EX 10 ( EFH MR £ REZEME A # IND-CPA
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P T4 SC ) 25328 B3 Ak, A1 O A ] 4[] 285 o 285 4%
Tl EBAS T BEHRT I 1 Pk 2 4% %5 SC ety (CCA2) |, IBFHE
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Bt 55 7% IBSHE. Setup (1) i A Z 2S5 17,
WRYEAE 6 ERUEFEA e Z ! REFAITSCA (A,q),
I3 BIE AR 1) 2 TT 28 param F1 FFAHH] msk.
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ZH param F 3 bR id, U =H(id) e Z,"",U = {u,,
oo, b ZHEERE RO AT S Z ) S LA A
GATAT X Ay, FUFFETT S X u, FEFTRTECRAE 155 e,
=f,"(u),E=(e,,e) e, filifh4l e=Ep
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H(id) eZ )™ ,u =p'Upe R, GEPEIE X9 o X0
Lp =X =(x"), o, I HLBEHLIEEE /N 2T -
—R, (N ZHLREI0, = 11). EHEBRE x—
Lp bl HHEp=ru+xe R, v=-mp'A+pxe
R it c=(p,v).
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B ox=(p+ve)modp, i A B w =1 + x mod pR.

AWMU SCWHE p,p e R, BFE x
Lp = e % LD T s ISR 250 ¢ =
(p,v),c' =(p",v). XN AR Y 205350 R c(Y)
=p+vY,c’(Y) =p' +v'Y.
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c(Y)+c'(Y)=p+vY+p +v'Y=p+p' + (v+v)Y

(2)

%*ﬁ\%ﬂe’?ﬁ/\
Dec,[c(Y) +c'(Y)] =p+ve+p +v'e
=x +x’ +pxe +px'e

(3)
AWk =x +x" +pxe +px’e e RV WIRRAE & L2 4y
MR e | < [lalm"™" Vo, doit m' ™ =1, R
lx +x" + pxe + px'el < q/(2 /n) , ) fife 45 1E W, 75 X &5
R p, 8 o+, B p+p” =0 (2 +2")
mod pR.
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c(Y) - c'(Y) =(p+vY) x(p' +v'Y)

=pp + (pv' +p'v)Y+vW'Y (4)
A e 1A
Dec,[c¢(Y) ¢’ (V)] = (ru+x—rp'Ae + pxe)
x(r'u+x' —r'p'Ae +px'e)
=x - x' +2p'xex'e + xpx'e + x'
pxe (5)
Ao =x + x' +2p°xex'e + xpx'e +x'pxec (R ), 5

RSO R ARGEE T a1 < [lallm Vo, H 5
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le'll < q/(2m ) , U255 T Aff. P45 SRt p 4550 « -
x WREWSC uu =17 ¢ (x ¢ x') mod pR. G5 — K A 4
Tk, B3 cpu = (pp’,pv" +p'v v @V').
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L — R [E Ak, % S 4R RO 1+ 1 33
Po+l+1, 0] LTI, B2 R S TR 2k i 4k 20k 47, 2 30T
FRRARHOE A, T A G % B b R AT A 25 Sy
TCR MR AL

A I=(R") AERENELHE R c=F,s =
(1,e,e®e) e R it p MU T, FHEKZA(e,5) =¢
mod q],e%tizp, +pl. B b=[logq],j=0 +1+1, 85
g=(1,24,--2"")eZ ,G=1I®g" eZ”" Hf I}
PN, SRR LS "R PRI AR 43 Ry LA
T4 BT

() %X FH(c,s) =e mod gl FHX m, W {1+ m
cc,t”'s)y =m +emod gR";

(2)%y=t-m-ceR MAZIHEABREITHE
x ki Gx=yeR;

)X Ficlbl.p=p" )0, V=>r ),
114 IBSHE. Enc (A,id,0) = (p'”,v,), 3 & ¢(s")
mod p=f"—[p -yl f=0") 0y, H{x,f) L
/)N

(OBIARBER 6= (R ,v) %, kY =p" +
(Z_IGS)(i)mod qRV. Wi E % 3 (p',v') v =xV,p
= > Bx" ={x,p) + (x,t7'G's) N5 F A 5"

1€Th]
Ace(Y):
c(s") =p" +v's’
={x,p) +{x,t"'G's) +xVs' mod p
=(x,f) +{x,t”'G"s)
={(x,f) +m + e mod gR" (6)
MR e” =(x.f) +m - eeR", (x.f) LU/ PE WX
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VIR AR5 IBFHE. Setup (1*,1%) i A % 2 55
A, AR B 2550 L 1 IBFHE. Setup (1%) 8014 H 24
JF 2% param, T FA4H msk.

FAEA A 4 1 IBFHE. Extract (A, S, id) : 38 & 1
IBSHE. Extract(A,S,id) % i FA%] e. ¢ e, =€, 7E R, f
WS RENE IR LA it e, e, , e, &5, = (1 e,
e.Qe,) FZH 4.2 A G Oy AR id XN iz 5% 4
ek, = {80 Y APRE (id, L€y e, 60, e, 1), 46
evk, A FF.

#5448 s IBFHE. Enc (A, id,w) : #] ] R-IBSHE.
Enc(A,id,u) i AR BNWG % SC ¢ = (p,v) [ HSH

A5 B RAR IR SO AL I L B8 2, B0 ¢, = (pyyvyyi)
Horp i FoR 8 SO AL Y R 4%

it 2% 15 IBFHE. Dec(c,,e,) : X T% L ¢, = (p,,v,,
D) RN e, B SR TE 2 R E TR %, = (p, +
vie)mod p MEE WS E w=1"+ x, mod pR.

B ia B IBFHE. Eval (f,¢,, -, ¢, ,evk, ) : /T
R BB AT DL OR O Rl A ofe i S AT R py ik is
A IE. RN B8 A IBSHE. Add 53, 7Eif
T RIZS LI, WA SRS M )R R B SR O, Ly, T
¥ A IBSHE. Mult 2336 a8

5 {RHISH

51 EMHESREMESR

RHIERAPE /AT A0 R X T4 3 ¢, = (py v, ,0) T
HLOA R FA N e il B Y 2T (V) =p, +
v.Y gt BT B AE c(e,) =p, +vie, =x, +px,,x, i}
PRk M A T, 2 =0 B, %, = xe, HZ L
AT

q>2llx; +px, [m""Vn (7)

LA T e, ) p ASHE0TH x, FFH =+ 2, mod
PR YK H B3

EE11 Hm=A,n=¢(m),q=poly(n)=2,l=
Snlogq , TEREAL I 7~ LAY, DRLWE, |, 5] 8 {35 1) i 4
F IBFHE {412 IND-CPA “Z¢ 4> ).

IERR TR TR e B 75 vk, Advg,,, [ A]
e LIt A TE T SR i AL

Game 0:Game 0 RI45#E ) IND-CPA ek, il %
A JEFE—DPRER Gy id ™, DAL B 30 (] v AL e 4
P PRERA S g o | SR BRI C. C 3 H BT I 1Y)
BB evk, , TN A BRI SC o7 HAS 4
drE A AR ¢ B RS0, A S

AdVCP\[AJ =
IPr[ A(id”™ ,IBFHE. Enc(A,id " ,u, ) =1] -
Pr[A(id" ,IBFHE. Enc(A,id" ,u,") =1]I (8)

Game 1:Game 1 2% Game 0 & A H(id ")
LR T 2. Game 1 Ht H(id ™ ) S Fi DA B HILAGG 735 458 720
H( - ) Ui R b3k As , M AZ " rh 5 5] B #L gk B
Yk # A o3k IX 53 Game 0 5E20U5 1Y Gamel , Kt

|Adv, . [A] = Adv,,[A]l =0 (9)

Game 2 :Game 2 5 Game 1 J:ASAH[R], X 3| &5
WY evk, BERTT L TE Game 2 ORI evk,, =
{6, Yo ME B HEY], Pkl H C N RY il 2] BtiAL
TE—4H evk, . AZATTH A B A 7 Game2 5 Gamel
b {0 2 (8 Tt A e L DRLWE, ,
S A D — A B
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Adv,,. [A] - Adv i, [A] (10)

L
=1-JJ (1 = Advyye, [A])

Game 3 :Game 3 15 Game 2 1Y X B 75 F i 2% 5.2,
WCH Yy Rilid v = —rp'A + px PEATIEE, TS M R,
AR 5] B Game 3 1 Game 2 P A fL#VIY 22 (H 45
FHLfde DRLWE, | B4

|Adv,, [A] - Adv.,,[A]l =DRLWE,, Adv[A]

(11)

Game 4: {7 Game 3 H 1% SCA il =0, AT

Be =(p,v), BhiR % SCHE R, x R, BEALI )3 4% 10k

Game AP u M R, FREISIEIRAY, Il p =ru +x e
RYJ&E DRLWE , [a] e, J

n,l,q.x

Adv[ A]
(12)
1t Game 4 " PEEE C 4] FIE SCHR I 45 5 BEAL

VIR, SIS [ TG 56, B AAE Game 4 H A A #

HAE RN Adv,,, . [A] =0.

e LI, C 7EpRI T BEZ SR AR B B P AT
Hy¥45j Game O #f[F]. L, 78 DRLWE, | | BSSSL IO
T ,Adv, [ A] W] 20 IBFHE {442 IND-CPA “474211).
5.2 WESH
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