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Abstract: The Diffie-Hellman (DH) key exchange protocol, as a widely adopted cryptographic protocol, plays a key
role in various encryption application scenarios. However, given the rapid development of quantum computing technology,
The DH protocol faces significant threats from quantum attacks and there is an urgent need to develop alternative solutions
with post-quantum security. Among them, lattice-based key exchange protocols are one of the main methods for building
post-quantum key exchange protocols. This paper first systematically reviews the design of lattice-based DH-like key ex-
change protocols, and then points out two major distinctions between this type of protocol and the DH protocol: firstly, the
protocol strictly prohibits key reuse to avoid two potential key recovery attacks that may arise from it, which significantly af-
fects the flexibility and efficiency of the protocol; Secondly, protocols often require additional interactions, which not only
increase communication complexity and latency, but also lead to a decrease in efficiency in practical application environ-
ments. These differences make it difficult for lattice based class DH key exchange protocols to inherit all the advantages

when directly replacing traditional DH protocols. To reduce the cost of post-quantum migration and achieve seamless inte-
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gration with existing systems, exploring the design of non-interactive class DH key exchange protocols that support key re-
use has become an important research direction in the current field of cryptography. Such protocols aim to preserve the effi-
ciency and usability of DH protocols while enhancing resistance to quantum attacks. Finally, through a thorough analysis of
the advantages and challenges of such key exchange protocols, future research directions have been clarified. Aimed at fur-
ther optimizing protocol design and improving performance, promote the development of post-quantum transfer technology.
Key words: lattice-based cryptography; key exchange; key reuse; non interactive; post-quantum cryptography
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