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Abstract:

tions . However, recent works have limited accuracy and integrity in identifying protocol fields and are especially weak in understand-

Communication protocol reverse engineering of malwares is significant base for various network security applica-

ing fields’ semantics. This paper proposed a method for communication protocol reverse engineering based on dynamic taint analy-
sis. By building an extended taint propagation graph (ETPG) recording both instruction and function level behaviors of a malicious
process, dividing the protocol data into different syntax fields and inducing the semantic information of individual fields were
achieved. A prototype system was implemented and evaluated with malware samples. The results show that this method can divide

the syntax fields and extract semantic information accurately and effectively.
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BN TC R AE P BCEHE Hh ) HARAL & R FSD A5
RS B 0E SUE S AR S S M 25 SR AT DA, R 5
SIS BN T BN T 3R A A, 58 R BRI B 1 T
SR SPGB AR s i S 5

PAAS 206 R 40 58 B X B - B R 1 52
P FE . 20 ETPG H % APINode, 15 1 45 % 4% 7 BL Y
APLIEFH A AN 7 Beos Bl 8 8 1 s mAs(E 17,
241 I BUHE 7 B, B B RRAE APT I8 AR KA+ sscanf F11
connect . FARIIHT sscanf 19V FHER , B YK I sscanf 11
WSRO %X, A FSD, A UHERT[ 17,24 ] 7 BL
ROZEA R TOFF 5 2 R 43 H7 connect X )3/ APINode 7 4.,
(17,24 T4 B 75 5 B0 A2 58 AN S 808 1 B 5 F (A
R, E—20 B LA 25 K 1 b i IR B, 5 16 FSD AT %0
HRTCAF S KA R 9 AE 1P stttk A 554 7

25 Separator - - 0x3a(:) . - i N . .
S TN R ST P BRI S T3 2ok 2 ek 75 0 o, 4 2 7
s ata unsign ong x13b2 Iifg H = - s Az N
O [26,29]F1[40,43 [P~ Bedk ikt i HBERH A E 10
30 Separz - - 0x3a(: e N e N .- N —
e - BRI, A malloe BRECAT AR BRI E (1146 R K %, 1
L) Kopwod | =7 | SeFie eble REEERA T RSN EE R ik, 5% T
38 | Separator | - - Ox3a(:) ; TR L AR OGS, AT 25t T S B i UAE L
[39,42]| Direction - - 0x00000009 | J753i Y 30144 K R 7 Trojan.exe TEATHEE P EEIEF R MR RAF)
[43,51] Data string c: \ 1.ixt R S HfF RHE APLIF 5 LS RES fi féfx
X
[52.58] Keyword L DstFile DstFile [17,24] sscanf, connect unsigned long|0xc0a80599) 1921_%] l/fgﬂi?ﬂ:l 53
59 Separator _ 0x3a(:) . [26,29]| sscanf, htons,, connect [unsigned short| 0x15b3 ¥iig 1145 5555
[60.63]| Direction e Ox o| i H bR 4 K [43,51]| sscanf, memcpy , send string c: \ 1.txt | JEHVESCHF 44
[64,72]| sscanf, CreateFileA string c: \ 2. txt (AR H AR SR
[64,72]| Data string c: \ 2.t A H bR S 44

SIS, Trojan. exe AR FRAE R AT 24T BT, 4
WACE) R 25 9 RSN L I RE 3 G Dy 73 AT 44
A RS AT S BB YO B T1E R Trojan. exe
PRI G T U, JF BR R T S E R T BT Y R A I

e: \ Loxt PUIF4 e: \ 1t
unsigned int 0x00000264 LK/
unsigned int 0x00000040] 144 Bf K JiE

[8,16] | sscanf, memepy, send string
[26,29]
[40,43]

6.3 EFPEFHZ SDBot
SDBot J&—JS A4 (A8 7 FE 7 . 5256 2R F A FEA &

sscanf, malloc

sscanf, malloc




o4 M X1

SDBot f—ANEFh B4 IRC G 1] I I i F— 14, nf
DA 3ok ) 2% e S F A R G IR AT 1% 475, JF il IRC
N 55 25 4 S AT Bl 3 & 3 iR 48 2, B an 2 3 /1 8
T R 8BIFB17 3C SE Rk s T IR 5548 L & B
DoS B % .

S, FATT 9] 1% SDBot ZEFHFEA % 3% download iy
A AR E M —1> Web k55 %5 I T 244 4 DropperA . exe [
AT A download iy 4> 1 5 B 35 1] 23 B 45 2R, At
7 8 R IR AR IEM I T B TP R AT O
BRI F B IR T AT B s SRR

£ 8 X SDBot TREEZ download f5 <3 B HYHE AT LR

JLH [EIAZER Kk fH L
Range | Syntax Type Value Semantic
[0,8] Keyword - - . download . download
Separator| — —  [0x20(%5H%) %
[10,48]| Data | sring | P18
samples/ DropperA . exe
49 Separator - - 0x20(Z5H% ) 2%
[50,57]| Data string “c:\ l.exe” A S 44
58 Separator - - 0x20( 5 H% ) 2%
59 Keyword - - 1 1

6.4 itig

L AR R AR A B 5L 8, B T AT Y B
WY ] 43 B 7 ¥ R LA UERR DR 2B B 2% A SO
RICER IR AN 7 B IE SR . R 9 WoR TN
AR PERERCHE . b, AT RE IR A T B 60s 1Y E
TSNS PAT AR B IO ] . PR RE B i T WL FRATT A 43
Brdacsk TR PATMREIEZE LS, FHA
A B TR

R HUEES TR

InsNode | APINode /#7774 434
T RUBCETY AR B ) RERS

SRR e

Trojan AR IGEEAC N ARATHE 1| 14236 25 | 53.5MB | Iml6s
Trojan RFEARTHATLME 2| 1947 14 26MB | Im7s
SDBot ZEFREAS T 84 2561 19 | 31.8MB | Iminlds

T RRAT A 0 52 B O ) Hede, AT LA
I B AR 196 4 IR OB , DA T S8 400 51 2 7
R , BTG V0 40245 9 8 o 57 0, TR £ 0
SCRLFTLT 90 T L 4t R 7 B3 1 0 26 00 0 3
8 30RO BT R AR HERY . 15 T 024 0 £ 10 B S5
10 7 2 B, AT S T O 26 L 2
PEFFEAE B AR R, 1E AR AT o 200 R, 45
ST A0, 15026 25 PR 0 £ DT R
B 43 24 7 0 P 576, 56 5 T i
SR s AR TR AT 7 1 S 2 R
TR SRR S 8 1 50 ], 0 30 2 0
DM B 22 1 AL B PR AR X R 1

B BT A TS s M 08 AR AR PG 1) 2347 7 i 667
7 RE

ARSCHR M T — A FH 2l 2505 s 20 B e ol s ik AR
FYPRAT I A, 3 o U 32 A o I DSBS 4R ) Ak B e R )
A3 o0 A S B T AR 815 P D305 1] 23 A ) 7 i 3K
TS B0 1 X 38 A5 P 1] 434 1) 30 2535 2 20 A
HEZR A 4 4 RN B B AR 455 1) ETPG 10 sk EFE 3l
SPATE B IHTE ETPG AAERL E U0 2 B AF G5 5~
JE 1) 7 B A5 D LI 1 3R IRUBUHE 5 B il SUAE B
ARSCEFHE T e B AU R AR Y B 2% T {5 2
PEREAT I BGHE ) o3 . R — 28, A PR A A 2 11
ST OL T, Ay S AN ]I JE =2 ) A S I8 O AR 5
PS¢ B 138 {5 PR % 1) 23 #r
B 3k
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