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Abstract:

stage attack has been the main form of current attack. Intelligent planning was used in artificial intelligence, makes the fields knowl-

In network intrusion detection, the modes of attack are more and more complex and diversified. Network multi-

edge as planning domain, and the issues to be solved as planning problems. In this paper, intelligent planning was used in recognition
of multi-stage attack, and based on this, a multi-stage planning problem recognize model was proposed, in order to provide an useful

exploration of network attack data formal description. The model is described in PDDL, and evaluation shows the proposed model

have well availability .
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(1)# E = NULL, (IS, PS, T)— Object, (ID, PD, T)—
Object, (IS, P, S)—(Inits and Goals) Predicate, (ID,P,S)—
(Inits and Goals) Predicate .

(2)4n% E #NULL, (IS, PS, T, E)—>Object, (ID, PD,
T,E) — Object, (IS, P, S, E) = (Inits and Goals) Predicate,
(ID,P,S,E)—(Inits and Goals) Predicate .
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(define( problem DDosattackl)

(': domain DDosattack)

(: objects Echo-ICMPEcho a z = HostAsset Good
receivestatus  sadmindpingStatus  sadmindOver-
FlowStatus ZTelnetStatus-Status )

(:init (sendTolempecho Echo)

(is receivesatus Good) )

(:goal (attack a z)))
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(1) &SV 4 : Linux(ubuntu-10.04) .

(2) B #l 4 - ik LA AR A 0 5k 4 >R MIT 1Y
DARPA2000 % #i4> .

L DARPA2000 H i) 1 466 iz 55 255 Sk 1], 2 ik d 7
K 4 Fs .

(3)FLRI#R : FF v2.3 Ji

FF JLR %82 Fast Forward 455 , LRI 282 5 T
IPC-2000, 7 IPC-2000 1 L3 I, R BLZE M, fifp ke iy [] A
FHBSER LA /b i ELSR 1 A 2 e O i ko e 0 T
ff . M H2 57T 1PC2002, H 3K T et FI % .

(4) P 6 A5 U0 B - 15 B8 ARG I — B 107 P AS:
B ORI IREAE M AR AR, X B T U iR
BT S0 , SR FHAER % LLDOS 1.0 o AN Tt B Be i s
BRI BUVE TR AT I bR i 20
4.2 RS

Xof AU [ AL 36 A, 5 R R 3T A SR R TR R LR
X35k (Planning Domain ) 7E [ P 29 A 56 SCRk H 3 304 ™
R SRR, B A B8 R) v T R K ke A e ) 45
S IF) 0 P S el A, AR B B 5 A S o [ A0 1) 75 22, 4 4

1.Sadmind_ping
2.0verflow
3.Rsh

1.Sadmind_ping
2.0verflow

4 Mstream_Zombie  4.Mstream_Zombie

&4 DARPA20007LLDOS1.0% it 7

5 IR UG A RO R ISR, FE S SEAl F 455 58
BRBR I — 224 45 A4, DT IS B AR o — A4 405l pAy (i) 7
4 Jr S E R IR AE X IR AR R, R 5 R [
R TC R . AE S5 AR SCTAE SRIE I 5 — i SCiik v, X
DARPA2000 £ 20 Uil Bl 47 1 il ik, A Sz g o
SR b SCH e SCR R0 ) L

(&1 5 H BT A R SR A SCRT I AR R — &84,
J& K PDDL G & i3 (1) 2 28 Boh R 3. Horr, define
FE ST HIRI £ B8, requirement R4 N E T 14l A
T RE A fif ke 7] LY 8 15 1], types € S T X AN RN 1)
—BUH | constants H G SEPRIA)EUE LT NS, predi-
cate B2 PN X T 32 55 45 B 9 32 5 15 0] | action H1 28
N I 2 56 T3 28 52 B (a1 BT 7 % B A1 SE PR AT
R o IPscan J& Yo s 1E 2 — /Y TP 94, £ X 13
A28 19 DDOS Bty , HAR R ) 2 ik sl A I8 A i 1R
T, AR A R AR, 8 il e 4 Wi #, DA KR shdad , iX
B SERE X 05 IPScan 2518 . SR FH FF LRI 28 4 A%
THRNEER 6 SRR DDOS Yoty AR a) A T
S AR A anE 6.

XFF DARPA 2000 H1#Y DDOS il , BEA% L i 45
R 7.

Step:
: IPSCAN Z ECHO RECEIVESATUS GOOD GOOD
: DETECTSERVICE Z A GOOD GOOD
: CONNECTSERVICE Z A GOOD TELNETSTATUS
: GETACCSESS Z A GOOD GOOD GOOD
4: ATTRACK Z A GOOD GOOD

time spent:

0. 00 seconds instantiating 970 easy, 0 hard action templates

W N = O

0. 00 seconds reachability analysis, yielding 43 facts and 970 actions
0. 00 seconds creating final representation with 42 relevant facts

0. 01 seconds building connectivity graph

0. 00 seconds searching, evaluating 6 states, to a max depth of 1

0. 01 seconds total time

Define(domain DDosattrack)
(:requirement :strios :adl :universal -precondition :existential -precongdition
:condition-effects
:equal)
(:typesICMPEcho Status HostAsset ServiceAsset)
(:constants (Good -Status ))
(:predicate (OpenInformation ?b -HostAsset)
(KnowStatus ?b -HostAsset 2k -Status)
(KnowService ?b -HostAsset ?k -serviceAsset)
(Connect ?m -HostAsset 2n -HostAsset)
(receivesatus ?z -Status)
(send-to-icmpecho ? Echo -ICMPEcho)
(sadmindpingStatus ?z -Status)
(sadmindOverFlowStatus ?z -Status)
(AccessRightStatus ?z -Status)
(TelnetStatus ?z -Status)
(AttrackStatus ?z -Status)
(:action IPScan
:parameters( ? Echo -ICMPEcho ?z -Status)
:precondition(and(send-to-icmpecho ? Echo)(=(receivesatus ?z) Good))
-effects(and(OpenInformation (?z)(=(sadmindpingStatus ?z) Good)))

Bl5 %2 Bar RIS R A
ICHP_Reply Ping_Sadmind Overflow_Target Telnet MS_Install MM_Install DDos_Attack
172.16.112.19 v v v v v
172.16.112.50 v v v v v X
172.16.112.100 v X X X X X
172.16.112.105 v X X X X X
172.16.112.19% v X X X X X
172.16.113.50 v X X X X X
172.16.113.105 v X X X X X
172.16.113.148 v X X X X X
172.16.115.20 v v v v v X
172.16.115.87 v X X X X X
131.85.1.31 v

Bl6 FFARISIRAMELER

B7 RHER
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