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Abstract: Chain measurement mechanism of trusted computing don't easily extend to all applications in the terminal, so it is
difficult for the terminal to always maintenance trust of the dynamic running environment of the terminal. To collect trustworthiness
evidence in an objective, genuine and comprehensive way, this paper proposes a trustworthiness evidence collection mechanism of
trusted terminal running dynamic environment. Firstly, a trusted evidence collection agent, whose creditability is assured by the mea-
surement function of trusted platform module (TPM) , is introduced by an application system in the terminal, the main function of
which is collecting the information of the terminal dynamic running environment including memory, process, CPU, port of net, disk
files, configure data and so on, and saving those evidences in Database or files by TPM. This mechanism has good scalability for
various trustworthiness evaluation models. This paper also implements a prototype of the agent in Windows platform, and analyses
the performance of agent in a local network distributed computing environment. This application demonstrates the feasibility of this
mechanism.
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L4 AN (secure 1/0) A7 i 5t # (memory curtain-
ing) B £ (sealed storage) |- 55 175 2 {iE B (platform
remote attestation) . ﬂfﬁﬁ‘ﬁ A A AR B R
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ment) XJ BIOS #E47 58 B 1 BE ik, B B i 45 R AEAH T 0] {5
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FTE PCR HH A 2 A R S R LA, 1A BIOS HY 58
k5] SR BB IR, WAE AT BIOS I 42 il A
%@%m&%ﬁmmmmﬁommmﬁﬁﬁm¢f
JERGRAAE T A5 1 5 B8 PCR Hh, I AH DY DR A7 i

i HEEE, FRES ZEEE L BB OS Loader ) 5E %
P, 5 S8 B AL LUORER , WIME A OS Loader JAH N % 126 44
HHIAL; B J5 M OS Loader JB£ B OS 58 B 1, B 20K 8 &
HEAT BN AR XA U T AT, RSB T E AT
(E2AISIERR

B2 TCGE’JW&ffiM?ﬁMEX’ﬂﬂnE%L?J%
SA A2 SRR Ry, B S TPME— AN 7R A
RRL RS0 b, 28 3 BT A g P AR e 14 J32 4 B AN T BB 5 42
KM PCR_ Extend (m), B 5 25 F A 0] BE#R A2 465 T
PCR A 5 LR, 2 S o FH R e AT T I AN A7 7 [ 7€ 1Y
ERATORAR BT LAY 5 B i 0B 25 2 W 7 5 55 =, X
PR AT 5 Bk P A 10 A o — EXEF.LEHHT“
FHFR P BHF LD 1Y . (1) —A> AR 3 1 1047 7T B
RVF AR AR e (I N AR B i S Bl A
JEIAS A7 AR5 ), T 3 SEASE B A 2 A I s Tt AN —
SE AR AN — > Bl A5 e B TR Y B AT I 2 g
PR AN JAA AT H0 T 28 T B4 5 (2) — AN ik
FHRRY & A5 AT A5 D RE & A5 IR A B, 6 5 L E B S
1 224 RN SO A T DR A 58 B A AR R K &R
) FEF A B — R A Sh 3 8], BIr PR AT 8 1oy FH 2
A8 B R, PRAT IO A B A AR I AL, AN
—E B A WAV . B S BURAE R

e R ST I R T I, AS T B8 X A A R R
HEATA R e B v i s, DRI T 5 M XA 3 B T
I ALY AT AR IR 20 B s AT B o Fag AT
FIRy R A 22 i 0 900 VR A AE XU AN AT PRt ey
PRAUEZ S s AT R Y P A5 J2 — AR H B M F
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e SR IR BH P A0 1) 58 8 1 FLHE A A &) 1
AN AEXASA R R P A A RN TP ik A R d A B
P, ARAR 0 A5 ELVE R i , BIND RS REAS TR IE
XEEBARTE Py Py Po AHEER . {H BIND ARG,
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BVF 2B 458, an mT A5 58 = J5 0 250 0 T B 40 iE AR S
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CoPilot "0 & — A~ B Linux P A% 32 17 I 58 #8241
48, B 1k Linux 78 NAE 8% rootkit B2 04 HAEZR 4n &) 3
7R e SRR AR N A T B A T A OGS R
53 1) Hash {515 PR (B ST L8, DT A0 P9 A 9 TR
BIFHR A 45 Hh 3B & 55 . CoPilot iZ 1T 7E PCL F |, %
DMA J5 X H 4205 [0 N A7, 38 3k 2 19 3 15 PE AL 2 3
T AE  AEIA W ARAD 58 BAPEIE B R G2, CoPilot J2: H
BIEESEHN— AR5, B8R AR 2 R, 5k,
CoPilot 3% A $9 4l CPU W) A7 f7-#% , T IS 23 H1IE CPU 24
HE 1T A X8, BA T B P HK, CoPilot JH 1A FE
HENAZ AR B, X 4 rootkit ELEREIE B R T ek

AR, SCHR[13, 14,16 ]

EEHIIHRAA T i | o @)
LTS Ira i [ e ——
BIFRE, W %S 1 e
TCG UL RAUBRT, WA Vot | St

W AGATAL % . SCHk [ 17 142 communication link
H—Fpsh AT (=0 4 %% B3 CoPilotRGIKIZEAHER
BRI (DATTM) , 76 PR 457 o FH 286 28000 R 36 1 L aih 1, %5 o
2 L8 T N FH 22 T) A AR o 2 ] A, e R R R M ST B e
IINFEAURI 5 B IG5 e A SEAR RN i — 20 % T &
28 1 TSR W FA T B 803 A 2 A )t {H 3 1R JT IR
S6 4 AE TCG 4% 20 B B AL, 1M HL 75 B 7 1k R
= k1819, R T 5 TCG S AR B &L,
ORI R 1 B i U AR A% 338 R A DRML 11 7 =X i
FHEA 0 2 28 FF R ) B 5 A5 B R F T R 45
5 AT A 2 By WA AT 12 28 44 A T I o, 000 4t 3 3y AT
BT TR AT B 9 44 35 % TR ax R oy XL B A
TR 1) 58 BT 2 PRI SERE B Y S HE, (G AT EE M & e
R AT UE A5 . R FH X B =X 1 I A 2 A A
BERl it S 4 AR X R O 208 B B P 2 B 4L i AR 1R
il 25 7 22 18] A R 5 A e, e v R B v P R RA PR
P SCHRL19 88t T — AN JE T linux (94 42 58 1 B
RGBT ASE B, B A N3 linux 19 AT $0AT N A 7R
BATRITARL AT, TPM LRGP R T TCG vl {5
BB S T AT N, W2 % R g T LRI TPM
M BIOS — BLEE HE BN FH AR T A W, 207 AT 8R
A5G TCG 4 xC B2 S AL SCHk[20 148 1 72T
TPM B3z 17 B 0F ] (5 e ICEAL S, R TEH 1
AR IESERL RS 5] A T 3247 B R v {5 e 4 , A
TPM £ R) DI HE , 456 “ B BB FEBAE R
F)ZGIA T — D AF SR A AR AR FIH TPM,
AT DL UL S S H bR AR T 132 17 B AT A R R mT
GUEHE 15 18, FF PR AT (5 E 30 A% B 1 m] {5 2 L H AR
AT R R A , X6 A~ 2 v 1) 400 s 3 B8 F i 17 36
BE ik = PRI it ; Sk 21 1R TPM () AT (5 A AR

S AR GE AR SR AL T B 00 1A ) A o A R
FIE T A 1) 7 1] 2 T B2 . % 9 U5 A1) 5 [ AN A 2L
oA 1 P B Oy, 17 LT A A F e 1 AU D, T Fr Y
AR D 2t o i e 19 58 P B R AR B i T A R
AT aE X BRI 22 42, {H 5 TCG 4 i X
JE BRI A 1 18 1 58 4 AN ), S RE PR IR 28 S ) B
FREERY AT . SCHk [22 102 FHT TPM 14 B2 B AL o 57 4%
it M55 (9 P45 15, B4 B P R P 119 8 B P B . SRR
[23 J2ETF G Sl A o8 S VR R B 2R, it — ok
TRAETHA R ERAE R G 8l S B (DIMA) , 22444
REFI T %) 2R 58 rb 11 2l (4 0 s B A 7 80 25 S A 5
REPR RS A SR (24 4R Y T BT AT R Al AE
SHASBERE BRI AL B — R AT I 5L FE—
FERRE LA U T 258 TAF 5 09 8 25 ] £ P [ L5 i Oy
] B TAFIB A0 45 SCHR[ 4,10 155 , 3% FLULAS i —— 4112

ML T 504 AT AR 8 Q] 3 2 3 AR ) 5
HOPEJE B OR AR IR 2 0 8 2538 47 PRI A5 5 T 2 2
B 7 — e mr g R (H 2 LB SCHR A — A L TR 4 A
JE , TN P A 1 32t ) 107 TR 1 I8 X 107 P 7 9 2 6 O
B SE IR TCG 1 5 B AL, R 2 Bk AR 2
0 5 A SR PO A 2R 4 R 20 1o R P R AT 58
JEBE FRATTIA N, — 77 THI 7 2 i e 1o b 5 3 i A
PR PP b A S B RS AT RE (AN 5 S B, i HL
AT R R B, A5 AR BOTE N — > B AR 7 1% 32 3]
— IR , A3 12 % 188 3] B A 28 g 8l 58 T PR
J3—J7 T, RV 280 8 A 4 B e, L T RE AR I
LA B IS AT EREE BT A, R xR AT
SERENEIE B HURE QR UIE % I AR 7 A B0 R T 12
S (EANRE DRAIE 12 7 FH A 7 AR B 52 75 T 00 28 i 19 3l 4
IBATIREE AN, R AT B R 4% BRI A TR
M I W S 2 s AT PRSI Bl A AF B, TR TR A 1
BTl 28 s A7 I B85 19 AT {502 ) — 2Rl AT I
5 T ANAT 7 28 S 2 A5G T PR LR 0L LS A
T 119 15 S X — Ik T i 11 75 22 TR (AT b, A SR
AL fE S B 25 58 A7 PR B9 AT A GRS R BILR] , D K
Tl FEAS R T A g a5 47 I PRIE S LA
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WK 4,8 T, fER GV G B R — . X
T R ATAT Y, T W BE B AT OS T3 5800, I
OS ¥ Ty BEIFAE R S — AL AR Y B S5 IE 3.

EX 1 A fFIER AR T = (Awses Aars
Agpie) » Fe 1 code fFRRUWCEACRL A2 170HS, dIL ARFRH
FHICHY ShASHEHE A, cofile FRFRIZA IR A1 SEME T 1 SCAF

T o 1 50 6 1 B AR SR 3 5T TCG E’J&fcf“im
il .7E TPM B 24 4~ PCR 17 il % oC H, & % &
PCRyg, PCR 7, PCRiRAFAE Ay s Aats Ao E‘J%%ﬁéﬁﬁ
. 15

PCR _ Extend( A, ) : PCRI2“<=SHA — 1( PCR || A,0) »
PCR _ Extend( Ay) : PCRIS"<—SHA — 1( PCR || Ay) s

PCR _ Extend (A, z,) : PCRig"<SHA = 1( PCRY || Ao »
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EX 2 W5&uiEfiisE E=(P,M,C,N,D,
R),Hrp P FRIRIEFE, M FIRWNAE, C FoR CPU, N 3
RIS T, D Fn SR, R 3 SR 5l

EX 3 Rzt AR Evid = 10,1« € EY.

H5E X 2 114 Evid = { Op, Oy, O¢, Oy, Op, O, 3
s

Op TR RIITR FTA AT, 0p = L Op

n N EEER, TN L o 1 HEFE L, OP,%FLEP 1Y 3
AMER ISR H P2 H P BRUR S 3
PR SO RN L FH 25 8]t i (] A% ek st [ L
(] Fof () PR e 5

Oy=1M,,, ZM bR M, 2R 2 N A Y
HAME R ,@ﬁ'ﬁmﬁjﬁd\ CL i F 2 6] 28 N R AT
KANFISE R DX/ 58 A A7 (1 B 45, 10T M, 7R HE
T p, WY NAF IR LA B HE T 8 PN A7 i R R 45 L
TR NAE R NGE  m R, Fe s A7 A8 R P9 A7 19 S i
FEE

0, Fnis CPU HI i R 5

O F7R 23 9 £ vy 1 B A BEAE B, o) RoR
223k j i PSR I ECR B AR (5 B, A HEFE 44 IOk
B 1) B 0 /N IR HBRE TR SR O L Bk B Y S

F125 0 0y = L d;, h FoRIE IR

0p= 1Dy, Df,h} L Dy FR R A E A A
B EFE R RS R R R A AT
25 ] A 1) TR A48 9] 45 . Dy, 227 il 83 SC 1R IR 454

% 5] ’Eﬁﬁ Dfle = Z Oﬂ( ’ Ojlh @Tﬁfle E]/JjC'ﬁ:

& A AT E%«é K/ 2 1) B TE]
ERAEM2ETY (32 .5 MBR) FRAERT S5 ; 0, RRERAER
[ & N Nl SN D RS e AN i AN X (S =V
(B2 5 MBR) ERAERS[R) 45
EX 4 Ty, NEHE K= {SRK,PIK, k, AIK| .

T XS AL B MR VR I T, 1854 25 1]
K5 L TPM %5 81 25 A AR AL () AU =X 46 4, &l 5.
SRK & TPM [ F7Ai# M % 4, SRK & 76 7% 5 5 & TPM
B =4 BAEE T TPM N, 3F o2 — ARl iR % 5
SRK /& TPM 4 1& 2% 91 454 (AR . PTK 2 °F- 5 AT iE 7%
TGRS — N HEXTFRE 4, th SRK 258 iz % H 1)
TR FHOR B L P IR a3 X PR 51 k. i 2
JESE—EA TPM A9 % 9138 % 2 PTK, X MR R4
EH AR, LEAUE B2 TF 0. P v 3B 8 g )
FrRagg] k RN % F P 5 5. AIK 2 P B 07 %
B JE— N AEXTFR S, O SRK 3%, R Al #, ok
B FELF 0 B 00 F1 25 4 . T 65 B 25 [0 1 B2 R BI0E 22
TSS ALY 285 SR A R 5. PRI, 5 SO JLR T A G
BRI R R W b A R R L

TPM
FAFARTIER):SRK
FEWIER e —
ﬁﬁz&%sﬁmm AAEBEH : AIK
FPE®
R PR A Bk

Es T, KEHZER

Agent

EX S FFUEE R E R B F =
sign , time , store , del b,

get: E x t—> 0 FKIRNTE ¢ I 2] BUAs 2 iy iz 47 ¥ 58
FLRXT S AT 5 Ul . 5140 ¢ B 20 i PY A7 AT A k3 B S
get (E(M),t);

encrypt: O x K—0 378 1 TPM 1) 1] 1 8% X} Bk % 4H
k XFRIMEUESE O % . W encryt (k, O)

sign: O x K—0 75 F AIK,,;, (B 03 IAIE 2 5 16 Fh
B XS TS TR W SCRYSH A AT 440 . 10 sign (ALK, ,
SHA = 1(0) ) . X T340 AT A5 UESE , 7T LAFFH TPM %
FE R R T2 44 , DT AT D63 H A 5 A Al {35 1

3 get , encrypt ,
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time : 37 ARAT L Ui X S [ B D S AEAR 21
DU T LA W E A O Al SR . A, B R Y
PP ] ¥ i Lk 2 A X 0 558 , A5 A 4 1) F ) g 7 s 2
—NEEM S R 5 WA A SR A5 LR (Y
ARAHAL T 2 AT {5 9 IR ] 1 55 149 S AR, 4910 4 o 45 ) 1 4
St a] P9 A7 U PR 2R BB 18] 5545 5 L rime BR RO 38 1
ARFFAHIL B (8] e S BLAY , S B A7 75 28 I [ 52
SR A F IS T A5 I T AR

store : &7 AT (55 TIE 418 268 3k A0 B, 76 3 W A5 1) 3%
J R, QR A | AT AE LT A A S A AT A AR A
R AR, W IR S BNUE R B A AR RN F% , store 7T LA
SEIX — e,

del : FRINAE— 7E FALVF AT 2% AF T 0 AT A5 ik 455 14

EX 6 AFIESRBCENLS] TEM = { Typus E, O,
K,F,t}.

A5 L5 B 2538 17 H B8 0 m {5 WA HLA mT L B
RN 6. AERTZ) ¢, ] UEHE YA A QAR 4 1 2 &
H AR X R IS A 4, e B BRI AR A 38 17 I 5%
Hg e X I SCfE B X S SR BRI G &
AR TPM BEAT RN T )5 TPM ¥ 0n T 5 145 8,
FESCIR 25 A (5 E AR ISCEE AR B, i AR 67 S A 7

PR
PGETE)
Running environment WesERR L -
l
IGES
uostn| | cceu] | 8 | | () | ‘ ROEME) ‘

______ = _‘_\_N:_:TK_\_\_ Lz =T ___
TT=aA v a7 > RTEREMS
TPM ———— RREREER

Bl6 W15 & MmBHABITIH IR A5 USRS
3.3 ZRIEBITIERMEIERMKEE X

WA E $585E R RES  TEB T, W] {5 e 4R
WCEEARIUR T E iR 4, A G I X GR A8 e A U
SCE AT TR E B ERAE BT, AT A IR ISR AR S il
XoF GRS B AL FIAH G Y S .

AT RIS IS B 38 5 4 S P BB 48 s — A Rl S X
RIPIRES, 75— D RICFER R HHRAE . X R X TERe E mf
] ¢ (PRSI SROTR R
recordState (X, t) = <encrypt( Oy, k), t,SHA - 1( 0y Il e),

sign (AIK,; , SHA - 1( Oy || £)))
o, = (| 7 FOR ISR I R AR, X AE
AR AT LA SR
recordAct (p;,x,a,t) = (get(p;,t), get(X,1),a,
sign ( AIK,; , recordState (p; , t) | recordState ( Oy,t)))
1 E BTN R, A A4 Har il R

SEE AN ZERZILREANZIREFE R, LHRE
ILSRA RS R . ST F

« X P, FOCF A R RREE B

o XM, RIS NAARRESE B a4 i N A7
APIRZSE R

« X% ¢, Hidsk CPU RS R

o X4 N, Hadsg DR ARG R

* XA D ALEL G B A E B T H 20
RGBS EEAE B ARG R

o MG R, AUE L s R Bl i BEAE 2, iy HL
THC ORI EE R R R

TG PM.C N LB E D Hi) Dy, HARE
FE SR SRS, DL Ar Sy B[] [R] B AT WCER IR
JHTPM AL {E 77 R HL I BEAT A7 6. XE T X5 D I Oy,
PLK R, HORZSAE B 8/, IR Al LLA) F 22 47 HL
SRR e B 3R LT SOk 25 ), FRATHT LG A —
A S BRBEE AR S bR & Hash 3% Changed , i 5%
S B RE W FCE RS N B U OBE B DR S AR R
AR T 3 X SO SR S SHR A W AT R R E
HEBREFEU; 53 9b— Hash 32 RecentMesurement it
ST ST B W e — W A R I0 SO EOR
W PR B HEA P BRI, 1 SEilad Changed AN R
RSB UUE, QR & AR, IR TPM (1) 58 %5
P T REAS B of 1 SCHRARAS R BB R Changed F1
3% RecentMesurement , IS OE 8 P I8 o s neE
HEIEZR RecentMesurement " B HY b 2 52 30T 114 )35 2 4655 S
PRI, X TR AR A A A8 A B %o 42, Al A ik 7 Wi 4R AR
T H AR PR IR A 1 i ] P HU e 0 RS 6 1 IR

&kl il Oﬁzer& R XGRS TIE : Measure ( Oﬁl“r 1), Measure(R, t)

§i A+ Hash 3 Changed , Hash 3¢ ReentMeasurement , Opie = { Opue » O,
T Oﬁlerwl » 2T £

it s | recordList (O, ) | O € Ope | Ope BE W25 R recordState
( OﬁIer , 1), recordList Oﬁ"’r)'

Record _ state( Op, ,1) ="
r

1

2. FORi=1t r DO

3 IF( Change ( Oﬁ"“"i = = true) THEN
4 m; = SHA-1( 0/;,L.’b);

5. ReentMeasurement ( 0/”'-’,-) =my;
6 Change ( 0/;1,,i) = =false;

7 ELSE

8 m; = ReentMeasurement Oﬁlﬁ-)‘
9. ENDIF

10, record( O, »t) = O » t, my, SIGCAIK,, m; 1 18) 5
11.  recordList( Op, ) = recordList ( Og, ) U { record ( Opie. 5 1) Is
12, record( Op, ,t) = record( Ose » t) Il my;
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13, L0G(0g) = SHA-1((m,11 LOG( 0, )

14.  ENDFOR

15.  recordList ( Oﬁ“r> = recordList 0/,7,,7) U { record Oﬁler Sl
16, LOG(0g ) = SHA-1((record (0, , )11 LOG( O, )

Measure( R, t) B35S Measure ( Oﬁlf,’ t),—FE BRT
i W, X HLAEAS P AR

HiE2 % Op M R MRBERE : recordAct (p;, O, » a,t), recor-
dAct(p;sR,a,t)

1 recordState (p;, t) , Measure( Ofite » t);

2. FORi=1torDO

3. IF( Change( Og.. ) = = true) THEN

4. recordActList(p, O » a) = recordActList ( p, O a) + recordAct
(pi, O/ilej,(l, 1)

5. ENDIF

6.  Eventlist = EventList U | recordAct (p;, Opesast)hs

i
7. LOG(act) = TPM _ extent (p;1 Op, || a | LOG' (act));
J

recordAct(p;, R, a, DALY recordAct ( p; , Oﬁle, sa,t)
— 3k BN T A

Bk 3 KunibRE A fF IR AR B ¢ CollectEvidence (E, P, K, F,t),
processlist Fe7n I FEUESEEE A, envmember € E.
Processlist =
IF( envmember = = process )
FOR i=1to n DO

processlist = processlist U recordState ( Op,t);
i

ENDFOR
m, = SHA-1( processlist ) ;
Store ( processlist ) ;
Store ( m, );
ENDIF

O 00 1 N R W N =

g:

Bt
IS

2 N A S UEYE W BB BB« CollectEvidence (E, M, K, F, ),
Memorylist 378 WAFIEIREE R, envmember € E.
Memorylist = "
IF( envmember = = memory)
Memorylist = Memorylist U recordState ( M, 1) 3
FOR i =1 to m DO

Memorylist = Memorylist U recordState (M b t);
ENDFOR
m,, = SHA-1( Memorylist ) ;
Store ( Memorylist ) 5
Store(M,,) ;
ENDIF

R A

—
e

Hiks & CPU FfEIEHR Ak« CollectBvidence (E, C, K, F, 1),
CPUlist 37~ CPU UEHESES , envmember € E .
CPUlist ="
1F( envmember = = CPU)
CPUlist = CPUlist U recordState ( O¢,t);
m, = SHA-1( CPUlist ) ;
Store ( CPUlist ) ;

[ o S

6. Store(m,) ;
ENDIF

Bk 6 Zum 4 0 B0 A T R R SR Bk« CollectEvidence (E,
N,K, F,t), Networkcardlist 3% 715 W £ vt 11 A R IEPE 52 5, en-

vmember € E.

1. Networkcardlist = “";

2. IF(envmember = = Networkport )

3. FOR i=1to h DO

4. Networkcardlist = Networkcardlist\J recordState (d;,t);

5. ENDFOR

6. my = SHA-1( Networkcardlist ) ;

7. Store ( Networkcardlist ) ;

8. Store (M) 3

9. ENDIF

Bk 7 LummiaS TSRS W B s CollectFvidence (E, D, K, F, 1),

Disclist Fe/RHERAEIEEES , envmember € E.

1. Disclist =“";

2. IF( envmember = = disc)

3. Disclist = Disclist U recordState ( Dy, t);

4. Disclist = Disclist U Measure( 0/"", 1)

5. Disclist = Disclist U recordAct ( Pi» Oﬁl"r ,a,t);

6. my = SHA-1( Disclist ) ;

7. Store ( Disclist ) ;

8. Store(Mp) ;

9. ENDIF

Bk ZoumRmg Sl F IR IS B : CollectEvidence(E, R, K, F,
t), policyfilelist Z27 Mg SCUIEIEEE DS | envmember € E.

1. policyfilelist ="

2. IF(envmember = = policyfile)

3. policyfilelist = policyfilelist U Measure (R, t);

4. policyfilelist = policyfilelist \J recordAct(p;, R, a,t);
5. My, = SHA-1( policyfilelist ) ;

6. Store ( policyfilelist ) ;

7. Store( My) ;

8. ENDIF

4 FMSIEHRK S LG BRIE L E

FATHE windows XP ¥ T I A 1 Al {5 IEHE I A AQ
B R 55 S P A2 R L IR 5 i J— 1> deamon i
F5RENY BT A S S5 AR B TR R SR N AL 7 B
7 AL R Bl A AE UE S YA AU AR 55 m A 2l
JE Bl AT UE A W A A R 55 g e 2o 352 B S A
FHRA L SCIF HEAT — R AN W01 i AL TAE, 95 sh il {5
TEHE SR A BN 55 e e Bt . ] £ Ik 40 e £ A B 55 8%
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HiL A

TEESLIE I, FANTH B A PP LR ) — > Socket F£&
P 24T LR M i 55 A2, TR ) Socket 3 P AE A
3UH Select FERIARE AT A5 UE 9 e 46 A BRI 55 45 L3
HA AR, Mz&BEPaAE T 2 RERNIRS 4
IR 2 ] {5 k4 AR AR Al 5 i s T 30 % P o ) 0
FEVR I, S, ORI B R TN R s
eI, —Jr T, AR UL SR AR 55 ROk %

Uil S W A6 4, VR AR A SRR B AT 15 4 R B A
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HRR 55 wbs AR (15 S A7 6 T A L, OF OB S B 4 &
J g

P R IS AT S A 8 B o T E,
8 {5 B Y SR 7 Wi B 1) AT A5 B

| EEmcEREE
TTRERBORE R || iR R 2 o
BN
ssuifi | o
MR B
P 1 BRI [T SR
CPUMRZS B IR | o | | B |
43 115 B JRUAB R | - Pt
BT B SRR | mime | it
SR MRS R R A Tt S
) SHeme S A
ik
X%
3 BEIHEES gprns () ( #wesk ) NS /
TPM |

B7 A5 UESR W AR AR R 45 it AR SR 45 40 TR

- AR UER Bk AU
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HBY

ofm |

8
5 2P TerninalcollectBB S

B .1 e B meaerett | B navErecs |

EEERtE | &

) iteil: Fzrrs-01

€ BPE. [ I Hii—mmﬁ@g][ R
BIERK: Professio

% CPU: GenuineIntel xi
R SMEAT ||
= METE SRR || o
= €:\), ¥TFs, ATARS || e

= TH (@:\), NTFS, A || ©

EERER | AamnTErses | o ETEEecs | W nTTEIEss
3
v
[ HRAERTTE
RegSetValueExH 2010-12-10 10:42:28

2010-12-10 10:42:28
2010-12-10 10:42:33
2010-12-10 10:42:33

= Eih@:\), wres, F || ©

10 10:42:34
10:42:34

10 10:42:35

udi o\Conmon\SDevaB\Bin\ISDEY.
i o\ Common WSDevS8\Bin WSIEY. EXE

10:42:35
2010-12-10 10:42:40
2010-12-10 10:42:40
2010-12-10 10:43:15
2010-12-10 10:43:15
2010-12-10 10:43:18
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TPM I HEmy (8] 4457 & . TPM 2 ] {3 31F 478 Wi 4 1% 31 IR
SRR Z A R WA 9 Firs i & 9 AT LLA W, Al
B UEHE S A AR 55 0 AR )T 5 TPM Z () B TSS B 4% .
TSS |1 =/~ 32 45 21 14 #4 B - TCG % %% 9K 3h 72 /5 % (TD-
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JE B TPM SR s TSP S b FRR P 4RI T = & A9 1T 1)
XFG A4 1 (TSPL) 5 AT A5 TF 98 W5 AR B AR 55 oy 2 )5 3

2L TSP X TPM #E47 5 18] . W&l 7 By 7s , TSP 3 i £ 1
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TCS e T 0 R A 45 4 | Ak B S 5 40 575 1k i TPM fiE 9511
IR I Z 1 TDDL #1 TDD 283% 45 TPM. TDD F 211
TN TDDL & 326 320 28 1) 7 45 3 - EUKs HL e 2 25 TP,
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