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Automatically Extracting Implicit Programming Rules and
Detecting Violations from C Programs

YU Zhen, SU Xiao-hong, WANG Tian-tian, MA Pei-jun
(School of Computer Science and Technology , Harbin Institute of Technology , Harbin , Heilongjiang 150001, China )

Abstract: A general and efficient method is proposed to automatically extract the rules and detect violations to the rules ex-
tracted. Closed frequent itemset mining is applied to mine programming patterns. Then these patterns are used to generate program-
ming rules. The concept of Positive Order Rule is introduced to avoid generating redundant rules from the same programming pat-
tern. Based on these efforts, we also propose an efficient violations detection algorithm to detect program segments that are not con-
sistent with the extracted rules. The experiment results on large software source code indicate that this method can automatically ex-
tract lots of implicit programming rules and also can efficiently detect the code segments that violate the extracted rules.
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EX 1 FE-REAN : A5 2 A ek 5
B, BRI B 2 A B A 2 DAL — S R, X AR AL
DR Sy eRESC- pRBCRE ]

B 125 T SCHR[4 1 7E PostgreSQL HH R EL Y — 75 R
- PRI . 4 SR HeapTuple 28 A W) ZF A A T
SearchSysCache( ) PR, IR 4 WA IHE LA e B B A it fige Sk iz
A5 5 A ReleaseSysCache() PR . X J& A A Search-
SysCache( ) N HeapTuple RAIAR B BE N A7, T Releas-
eSysCache( ) T T BT B . 3% 45 M 7E PostgreSQL H H3 B
1209 W WARFEA R T B Boidi B 1 e, WA AT RE

PostgreSQL-8.0. 1/src/backend /catalog /dependency .c
1733 getRelationDescription ( StringInfo buffer, Oid rehd)
1734 {

1735 HeapTuple relTup ;

1740 relTup = SearchSysCache(...);

1796 ReleaseSysCache (relTup );

1797 }

FE1 PostgreSQLH ) — 4k iR ¥~ iR H 3

Linux -1.0/fs/ext 2/namei.c Li 1.0 /£s/minix / .
705 int ext2_unlink (... tnux-1.0713 et ¢
706 { 305 int minix _mkdir
( struct inode*dir, ...)

708 trut de * inode ; 306 {

stuctimode T amodes  H3g7 ...
755 d i nlink—: 365 dirt->i_nlink ++;

=L 366 dir->i_dirt=1;
756 inode->i_dirt =1; -

...... 371}
764 )

(a) ext2_unlink# ) V-V HLI (b) minx -mkdir H ) V-V
B2 Linxu-1.00—%&RE-ZEMN
EX2 TE-TEMN.: k= DHALEH AL

45 A A S 7 R DU ) 7

IS - AR U 4 5 (FL i L 445 R K05 A8 0 22 (W) 119
REMERA.

PostgreSQL -9.1beta 1\contrib\dblink\dblink . c

1586 static char **

1587 get_pkey _attnames (...)

1588 {

1591 SysScanDesc scan ;

1592 HeapTuple indexTuple;

1609 scan = systable _beginscan((...... )

1612 while (HeapTuplelsValid (indexTuple =
systable _getnext (scan)))

1631 systable _endscan (scan) ;

1635 }

B3 PostgreSQL-9.19H — 4k bR - E LN

3 s — 2R R - R AN, B RAA T U eR B
S5WAAs i 2 B B G O F . BB systable_beginscan () %5
SysScanDesc J I AF it scan WRAH , S% J5 7E while 1 5
H systable_getnext () ANWi B HeapTuple R 51 TG4 index-
Tuple , HeapTuplelsValid ( ) iR, indexTuple J2: 757 5L . B 1E
W e, T systable_endscan () BE L5 U .

Bl 4 /R T ASCH BAE Linux - 2.0 FPRECH 9 —
25 PRS- RN A K3 5 2RI A — A~ e 48] 181 4 )
HR AR s 1 AT Hh b e e L2 B e WK A ) T i I
T 8 ks R bR AR AE R flags P, ARG T 45 24 AT K
bR A A B AT — RIRAE , B S5 K flags TR YN
FRIZ BN ZFAEAR AR, BT 4C o)t AR Y i BLast s 17X
i) MR T, B T REAE J5 S 5 VF 1A R) AN 58 A %50k 5t ik
B K .

3 BRAFEANRENSE ROIENRE

ARSI H 1) 2 T il G i - 5 P O Y
2 A AL S IBUR S (i AG A R T 4] 5 i/

KRR A A R O S X DRURE e A T 3 A
TEE T R SL AR IR L 5 AR5 AE I R IR L,
PRBICE SO HEAS B, HEAT SRR N 20T, 3 UG R )
TEIR IR IY , AN EE AL (A A B 44 | bR RO 44 25 5 56 1l
i RREARAY AT R e A Rk R R B TR R IR

LR E DAL S — AR, X AR DU R A S |Linux-2.0/arch/m 68 k /atari /atasound..c
38 static void atari_nosound (...... )

ik AL, e

E2 BT ARSI Linux-1.0 F K |44

A4, WIHS dirt {7 0 8 150 B 1, LA RS SCF |48
NS [ RE L. 5 inode— i _ nlink F1 inode— :Z )
i _ dirt N R B9k 1 () s B B ek

save__ flags (flags);;
B AR RSB, B BT a0 .
23 Y. MG 0 SRS PR e e [l o om rddata reg sel =T,

2041 if((i=isdn_ get_ free _channel (
tmp = sound _ym .rd_data_reg_sel; || 77 chidx))<0) {
sound _ ym .wd _data =tmp| 0x39; 2047 restore _ flags (flags );
restore _ flags (flags); 2048 return - EBUSY ;
- 2049}
2128 }

Linux-2.0\drivers\isdn\isdn _ net.c
1974 intisdn _get_ setcfg(...... )
1975
2040 save__ flags (flags );

/ cli () is missing !

EX 3 HE-TEIN ok H-A2 5
D) Fy PR A A B, R PRI - PR RSO

(a) atari _nosound " FIFE I
B4 Linxu-2.0 — 4% 25 N (K BL88 1K) K I &

(b) isdn _get _setcfg = i1 R 5]



20 o il 2013 4
[ wum N 7 mmEER O\
Bhgoolt M | | ‘
wRpRat | | [T T e
v v
A BT S
R RAltypdedeHA & - O RmEmE O\
1N
‘ﬂ&ﬁwtm%ﬁﬁ e i R
Az
B TERAST BETARIEE
K | / k \ 4
O amean O\ |/ swmmsEmpw | ||| RECEEALHT
( \
[ s |
b v H R R
= | memmmn |
B | PSDRulef ¥ |
g ¥
EFSEIER
N— —/ k| i/_

Bs BaAmEmNRERS ke REE
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Bermi HAR . 3 BRIk A A A ST R BT I H
A IFEF I H AR IR B AU H L T R
T H AR AR 5l Ae R I H AR U PR S P A 3
A TEIREE( Improved FPclose, IFPclose) 1% P e
W G AR X, SRS (5 FH 1 R A B 531 (Postive Or-
Der Rule, PSDRule) M i B 20 A= i i A AU , FF 72 A2 i
LU F ] B5F 33647 BRI 5 PR-Miner PRI J5 3254
ANIEI R, TE P RN 7 B AN A B AR i A B A 100% 1Y)
FLIN, 3 B TH B3R e AT AR I 773 7 A 1) 48 DRV 53 TU AR il
ORI . 5 J5, AR A SRR BE /N X6 U] 3 AT e T HE
7, A2 ] Ak
3.1 RBUBRBHIEE 5

FATH 25 B2 A AR 715 5k 0 R B30 P 3K 79 o o
I R L a7 B AR B (A int, char, float 55 ) , EA1Z
] 14 1B S 2% o i s, B R 2 S A FRAT TR B
A A — 2 HLN o Y 45 4 1A i W] 8 A AN [R] Y A2
2 AN 2 B, AERR AL ext2 _ unlink F1 minix _ mkdir ¥,
AR T T AR A5 5 45 inode F1 dir . WA FLAHAR
it B T e S B0 AN ] B 85, 00 AT 68 e A 32 A1
DN PRI FRAT T8 P45 4 2 5 ) S B 44 B AR R AR B
R AE B AR R — 28 AL inode 1R
3.2 BFmBBEELER

AR SCA W A BR B Th _ strhash ™), SEBLN T 45 5
TE P 38050 £ 1 RS . — > BRBOE AR P Y BT A B3
PERTETE 23 % L A 2505 300 H S i — D Eie it H
4 FATHERIR L L HA A ST R BT H 2, EAT

TEJG SRR AR B B A 7 S, s AL & 7 H 4R
B P b S 2B S A TR AZ I A B AT R I A
TEE . [RIBS, R R TFPelose B3 HURB AL 5 A5 H. 551 H
FIECF I H AR SR AT A b i A 0 H #E1T A
If S OR B R R B H A& AHE . XS 3 7 RS
R 8- i H B K
3.3 WUHKSREmMEZEEE

T TR PR W SR SRR I E A B T AT
DU i B [ et 2 A DAy 0 B 0 A 45 40 1) et Oy e DA )
AT T AR s R AR e S % ik 6 ~
10], 11T FPclose™®’ R PR E 38 15 TFPclose . FPclose {8
S0 M TR ARG S8 388 VA 18 R 55 A FP-tree, L 3] FP-tree
HEH AR, A 7= A 50 % 35 4E (Closed Fre-
quent Itemset, CFI) {5 1€ . iX 2 E A GE I & L E 4
PUAE 25 A A5 23 v 1% CFL e 32 , I 7T R T A B8 2 CFFIL
IFPclose 7ETR FE AL 51 98 R p 1 #E vy, [a) ) 2% i 2
TSI Y SR FE I FP-tree P 285 44 0] 1. 4 2 I 2% R 455
FUBEAY SCHRFE R T 24 i 25 A 0B rh e 3R A9 e R SCFr
JERE, W 2R AR B 5 & — > CRLf I . 53 4h, 2 551
B S B AR ], TFPclose Y 42b 3 5 W th A ] T+ FP-
close. B LUK 6 AT,

IFPclose $412: HAZ MM B A & T0UAR | AN J2& A6 10T
A I B P TR A — A IR B SR
JER T HOR A3 BT 4 . A2 4 401 56 DA 5 0 4 B g W
U/ AR L AR B B H | ] R SCRE PR B AR B I 4R
T AR R
3.4 FLW A AR AN R B R

XF T BT H A B PR b A2 R Y — B
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¥k TFPclose (fpt ,cft, base)
¥IN: fpt,—/"FP-tree

oft,—/>CFl-tree, & REIR L1, WIIH A =

base, AFERE, VISR
il SdEF e
1.  if base.support> the max support of nodes in fpz.head
2. | insert baseinto cft
3. if fpt contains only a single path
4. if fpt has only a single element a
5. let belta=a U base,

and belta . support= smallest support in belta

6. L insertbelta into cft
7. else fpt has only a single path containing more than one node
8. if nodes in fpz . head have all the same support, such as sp
9. let belta= fpt. head U base, and belta. support = sp;
10. insert belta into cft
11. else nodes in fpz. head don't have the same support
12 L L [ gotol4;
13. else fpthas more than one path
14. for each node g; in fpt.head
15. let belta = a,U base ,and belta.support =a . support
16. construct a,'s conditional FP-tree ¢fpt
17. if cfpt is not empty then IFPclose (cfpt, cft, belta);
18. else insert belta into cft

El6 IFPclosef i

AT & , FATHR 5 1290 BI04 0 I 1Y 1 325 7800 8 2
G RFET0 g AR X, B W IX L R A0 A B DG HEK
B gu — B . TFPclose 52 T 475 3 45 % 4]
HUEE , R AT, T i TR 1 [ 2802 A DA Gt
PR A R L

SCHR (4 42 H TR0 5 v . AR 25 1 B A [R]
SCRPE SRS A A 32 1 At B8 AR 22 1) 1 R
TSR A PR R D) AT LK A U 2 T 7 A D)
FIECH | [R] s SCRE ) o A N D1 5 B A a5 i R0 AT R
MR IE A
Iisl{Cresilsy> st 1 Corsalsa> sty {Cpis,ls,> st
Hop 1B G, s RISRE, €, Gy, C, J2
I T4, HHAR SCHFIE 51, 55,0 s, BBRTF 1L
JE s PR R O I B A G AR TR AR O s 4
B, BEARIE TN 1 AT LA™ A 8 A TR . %) ML
G 177 E Bk — RN X= v, it X 2
Ci,Cyyeer G, HHYFEAS €, TTZRIL U PR Ay PAT R U)K )
YA B W] AR s/ BWLED X 5 ¢, G- G, HE
ANEE S R X= Y (1 B A5 Bl 100% . PR it 22 e e
BB & U 1 R X Fag L AT BE R &)
i AR BT AT B TR

TR AR 0] £ o ] 2 A Ay A ] SR A4 B P
AR T WIRTA SCHFIRE s RTTHISCRE s 4R G 1Y)
[ KR G ASCRR I s; KT s, BTLA G @t S A
AR S G0 T, HXHER J 20—
C; PRSI & U T REA 24>, JeAT T2 4 3 A fe R
SCREBE BB A G AR KX RE € S Bt i
K SRR X PR AR I — TR W AR TE T 2D A
WA I T, U W s SR A9 B A 5 LA T Y

C;, R FATH R 1FPclose .32 X 55 — YK 8 A 1FP-

close SEIEAZAR R 1Y CFL AR G A TH2 4 (B Jo/ DS HF

H2), 433 CFLZ [ i fir A ] REA L TR IS Com-

monSub. FICE s W=JCH < F,s,E> : F i 14

A5 s JEH SRR 8 LN os MR R SR EE R 3Z

R A SCHREE s B J2 HSCHRR U SR . AR D) 5 4 A%

A AN 7 s .

#¥%5: GenCondensedFormat (1)

W B ETEEEI={I)1<k<n},
KL RIUTTA <F,,S,, E,, ComSub >,

ComSub TR LITAXIFERT S, M TRARKES
i AR ESHEBRR RS TER AT

1. mine common closed frequent sub - itemsets CommonSub from I
2. LCommonSub =TIFPclose ({Fi=1,2,..n}, 2);

3. where CommonSub = {cs,|1<i<m}, and
cs, has 3 fields<F,”, s, , E, >
. fori=1,2,.m o )
Denote cs,'s support itemsets E,” has ¢, elements{I, , I, , ...I,, }
forj=1,2, ..t ;
L if cs, .support > [, .support
insert ¢S, into Ij"s ComSub

4
5.
6.
7
8

E7 AR ESE R A R E

FIFHAT A G T 1) e i s 2N, FRATTRBTE 2B L
FRO A [R] B A T S ABIASI . SR 1T PR-Miner H7AE 45 B
/T 100% 1) PRI, 1117 228 6 i A5 A 100% 1 UL
T A P A5 1009 R0 A B ) B O ], 4
AHEIUE R SEBrh, A N DA AT R DA 25 A 2 1 1]
U 100% FUN, AR AE 3 FO2 T AT RY. It
A, SCHR[4 177 H BRI 4 K Z2 802 TUA R e BRI , 1y
AR . B FRATT 5 AT 7 R A

EX 4 ERFMM: AWM ETE T=1i,i,,
i | S ICHL < imy, ixg, >, im RITH AR S i 2L
FAREARICHT H R 5] 27  X=y (3L X = {4,
Qs iyl Y = L dgs i XN Y= XU Y=
IERFHUIN, A iy < ivp < v+ < i H vy S inp < 7 <
i, UL, HARAEHE i, € X 54, € YV, (613 i, > iy, &
] PR 2z A 86 e L

TE 7RI A B B B Agi A 0 B335 an 11 8 T 7 . A )R A5
R e, X 2R, FRATT T SR B A R Yy A
B KSR B SRR A 2 SRR A 52 s L 2 A 26 A
GRS BEEIZAT B P G A 1) SRR AR AR S B
SR SCRFINSELE G supsets _ lefi s SRG X supsets _ lefi T
IR TCR  TERU A SCHRFIRLE supsets ~ main HiEFT 4%
o, AR ERAS B, 150 B i I A A T R Y A2 TR
T AT [) A 5 0 00 %) A 48, 32 30 2 gl 2 R ) %) s 48]
T .

4 KWERSH

Z8 30K Linux - 1.0, Linux — 2.0, Hitp - 2.2.2, MySQL
—5.0. 92U ACHAE Tk A, HEAT TR0 D) B2 BRI 2 A1
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#¥:: PSDRule (CFIS)
A AEESRARSOMERETELES CFIS ={cfi,|1<k<n}, X ofi, RINTH
<F,,8,,E,,ComSub >, ComSub , 7~ cfi, I X RE KT S, W FEUABRMES ,
HATE csIBRAI=ZTH <F°, 8%, E™>
Hith: IEFMNISEAS Rules

1.  construct the rule's array Rules , initially empty

2. foreach cfi in CFIS

3. denote cfi.F has n elements , ascend elements in cfi.F according to the line number of elements

4. for the first w items in cfi.F, w from 1 to n-1

5. for each cs in cfi. ComSub

6. if left-candi == cs

7. produce a new rule rule ; make rulemainCFI = cfi ;

8. rule left = cs; rule right = cfi-cs;

9. rule sup = cfi.sup; rule supsets = cfi.supsets ; rule .conf = cfi.suplcs.sup;

10. DetectRuleViolations (rule); insert rule into Rules

11. check that /left-candi is a subset of some cs or not. Ifit is, goto 4

12. if left-candi is not a subset of any cs, then produce a new rule rule whose confident is 1
make rule.viosets empty , rule.mainCFI = cfi, rule.sup = cfi.sup, rule.supsets = cfi.supsets,
rule.left = cs, rule right = cfi-cs, rule.conf = 1.0

13. — ' —insert rule into Rules

FHIFE : DetectRuleViolations (rule)

BN FPN rulef2-CTCH <mainCFI, left, right, sup, conf, supsets , viosets >, 2o/t mainCFI ®R5

rule KBRS G TR, left R ZE38, right RN G FE, sup RN I TFEEE,
conf MM BAS BE, supsets RN SZRETELE S, viosets RANAM K K FITELES

Wl SFETHK rule

for each ims_left in supsets_left

na v

insert ims_left into rule.viosets

1. denote maxsup_left as the itemset having maximum support among itemsets supporting lef?,
denote supsets _left as sets of itemset supporting maxsup _left,
denote supsets _main as sets of itemset supporting mainCFI

check that ims_left is in supsets_main or not
if ims_left is not in supsets _main

B8 M4 REIRR S

D SEBG . S B B /N SCREE 15, B/ INEAR T 0.9 5050
4% AMD Athlon 2.6GHZ CPU,2GB N 7F, Windows XP 5
VERG: . i 25 26 1 s 2o #ltemSet 2671 5 1f
ARG S BTRCR G IS T T RS H , #Total £
TRAZ A RN 5 e B K, #Confirm R 28 N T Bt

JERRINRY RN 55 S 1% H , #Time 78 P CIE T TFP-
close $95 LAAE U 55 PA 3 S04 s 20 6 >R A7 L 412
BSOS AG A0 Fr) GBS ], #Space 278 B K N A TH#E .
2.8 3 FIE] 4 JE 7R T AR SOREIN 1 (g — 8 23 LU A S 431

R1 4N FETEHIBRER

BT AR HUAR iR H # Total # Confirm R [F) Y 7 PAFIHFE
(LOC) ( # ItemSet) # Rule # Vio # Rule # Vio # Time(s) # Space(MB)
Linux-1.0 110K 680 45 23 9 0 3.98 11.4
Linux-2.0 431K 952 29 20 8 3 3.80 15.8
Hiup-2.2.2 200K 2907 36 31 21 4 3.80 15.8
MySQL-5.0.92 764K 8168 383 88" 6" 0" 294.50 59.3

TE R AR FOR IR T I RIFLR Iy, xR0 SR RT 30 ZEAT T gert R A

T PR-Miner"* SR SO RP= A TR R R L X
A B T AT RILIN 7 3k 4 72 A g DR T A ) A 5 )
FRN], T ELAE % 2 B, PR-Miner /S RE 7 2E 19 B A5 K
100% PRI . 43 591 JFF A= SCIE e B0 7 2 A SCik (4119
PR-Miner P RLI 75 2% DU AS301 H A9 T8 AR AT 52 56, 45
R 2 s  ANERH Al LA, SHBLNTEA I
JP R 5 32 78 U 20 BT A B A R 000 1 5 B 1 TR) s 0 3
JIT ARG 0 LSRRI B H  BE AR, 1E R i e
PRI T RS BAS B 100% (I FLI , 3842 T PR-Miner

P U] 72 X 3 00 D 1) s

TAN AR SCGE R AN T3 AR 5 5 461 0 i, %
Linux - 1.0 F Linux - 2.0 JEACHS#E4T T 9038 . H v 7
Linux — 1.0 {3 A 10 58000, 52550 OCHRE 0,1 5% 2
ASF], 3 11 A4S Rl E Linux — 2.0 FvE A 10 258800,
RN H O E 1 B, 2 10 Ao N T AR
20 ZHN R A 6 SR R AN, 14 4% oK K- R Rk
HRA-S RN LSRR 5 1 MR NER 3 4
PN AL 45 —F A 37 B Re 6 A DU S e
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RIS, RIBEA T, L BRAS S o, G 19 44 2%
R A 20 2% J2 FLIE A RN . 3305 R O TE Fe R 7
VL BARBENS L B AR B 10090 9 AU, (L[] ARt A= A

T BEGUR MU, RAE U, A7 LT PR-Miner A2 B T
RN, B i R RORFRAR T

*®2 EFMMNFES PR-Miner A LWL RITLL
PR-Miner PRI 75 1% A SCIE R J5 3%
# Total # Confirm # Total # Confirm
ey 24 1009 KL 1009% KLY
# Rule # Vio # Rule # Vio # Rule # Vio # Rule # Vio
Linux-1.0 214 292 6 0 0 45 23 9 0 3
Linux-2.0 120 188 4 3 0 29 20 8 3 4
Hup-2.2.2 49 75 9 4 0 36 31 21 4 10
MySQL-5.0.92 1679 272" 4" 0" 0" 383 88" 6" 0" 2"

TE R PRy » FRBRT I AU 7, RO SNSRI 30 4547 T GEit Aot

F3 ANIENANFR GRS LR

- ATHEA fmIEER  ATHIN ek
i ¥ %N

LN S #HLI 5 R #50 ] # #5
Linux-1.0 10 11 26 11 10 11 0 0

Linux-2.0 10 10 18 10 10 10 0 0

5 #ig

ARTOE EAT F AL U i A S A9 I A 0 47 1 Bl
HE XA GETTIEANRE ™ B Ol 100 % Y LI 117
A= B RN A A DR T M U R 3 e R U ) 1] A8 5
NIE R D) A R 2, 7 7 A A B R 10090 HE U g 1]
] 3 A T AR AL U A0 30 P DU . 3 5k o 52 B T AR
HEAT I3 HT , AR SO ¥ RE 6 4 3] 5 25 A R0 R U 52
BB i L, N T A S5 3 W, AR ST 9k R 6 A6
H A RN S 1, A 2R 0. AR S5 35 B il e
REFZ 3 24~ o KT B PN A R DU, JHG k47 i 5 o 5 AL
W) A 9 AR A8 T s 253 (A MOPSH ) f ik,
ARBOR AR (9 FR TP 18 47 B0, FF K L858 17 LI o 42 40
255 PRRILIN]

S 30k
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