%10 41 | R Vol.40 No.10
2012 4£ 10 A ACTA ELECTRONICA SINICA Oct. 2012

XT3 F NLFSR 4340 %% KTANTAN32 [ 4H %
5 BH v Te) R B A B

R 2 A 8
(L RGBT R LRV 2500143
2 RIS R — W P LR 250014;

4. P E BBl S TR ST B 2 & R E A S8, Jat 100093)

@ E: AT T KTANTANSL (U855 i 6 AR S 3 9 b 1) A 8 ety , ARG S 19 7 i 43 81 1 7E 240
Fe 2 J5 DT AL L ) — ToE My B, i i 46 0y R m] U USRS AR L 4 DR A — W R DGR B A 2 B
SC, BT RS w4 U , ot (1 i 1) 52 2 B 2 () A2 2 FE AR mT LA 22 AN i 34 26 B KTANTAN32 J&— MRS 1 53
125 . [R)d2 1E A NLFSR FIZR P 2% 9 diHF & KTANTAN32 (80 55 a5, S HRHURH G B B b A B UGt , B8 I AE %%

P I AR LM E .
KER:  UE; KTANTAN32; MISCH AT, hIRAHEBIE ; AR MR BB A 74
FESES:  TNIIS.1 XHERFRIRAE: A XEHRS:  0372-2112 (2012) 10-2097-04
FFZ3R URL: htip://www. ejournal . org. cn DOI: 10.3969/j.issn.0372-2112.2012.10.032

An Related-Key Meet-in-the-Middle Algebraic Attack on the NLFSR
Based Block Cipher KTANTAN32

ZHANG Wen-ying'***, LIU Xiang-zhong’
(1. School of Information Science and Engineering , Shandong Normal University , Jinan , Shandong 250014, China ;
2. No.2 Middle School Attached to Shandong Normal University , Jinan , Shandong 250014, China ;
3. Shandong Provincial Key Laboratory for Novel Distributed Computer Software Technology Jinan , Shandong 250014, China ;
4. State Key Lab of Information Security , Institute of Information Engineering , Chinese Academy of Sciences , Beijing 100093, China )

Abstract: In this paper, we analyze the algebraic weakness of KTANTAN32. Using related-key and meet-in-the-middle
match attack, by algebraic deducing, we get some single-variable linear equations on some key bits and can recover these key bits
instantly by solving these algebraic equations one by one. We can recover the key bits with only one pairs of related-keys,2 plain-
text/ ciphertext pairs. The time complexity and the memory complexity are all negligible. Which indicates that the KTANTAN32 is a
very weaker cryptographic system.We conclude that using the NFSR update mode and the linearity of the key schedule together is
the fatal weakness of KTANTANS. In order to prevent the cipher from meet in the middle and match attack, it is important to intro-
duce some nonlinearity in the key schedule of this block cipher.
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