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Abstract:
rithm for LSB matching steganography . But the steganalysis method must select the appropriate dimension of short duplicate code to

The steganalysis method based on spacing statistics of short duplicate code is an efficient universal detection algo-

meet the different applications. This one-dimensionstatistical analysis method could not take into account the links between multivari-
ate statistical features, thus may affect the detection capability. In this paper, a detection capability law of a single short duplicate
code statistical feature is proved, and a method to reasonable choice of the short duplicate code dimension is presented to reduce the
detection number. By analyzing the correlation between the statistical features of short duplicate code spacing statistics, a selected
feature subset is described as a vector of local features. Then, a universal steganalysis method based on local features extracted from
LSB sequences is proposed. The proposed steganalysis method uses the Gaussian Mixture Model (GMM) to describe the multi-di-
mensional local features, and designs classifier by integrating GMM generative model and SVM discriminative method based on
global sequence vocabulary. The experimental results show that under the premise of effective control of the false alarm rate, the
proposed method achieves the best overall detection performance to LSB matching steganography and to LSB replacement steganog-
raphy .

Key words: universal steganalysis; spacing statistics of short duplicate code; LSB sequence;local features; Gaussian mixture

model; global sequence vocabulary
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Embedding Ratio

Steganalysis Methods

100% 90%  80%  70%  60%  50%  40%  30%  20%  10%  Cover
1 The Proposed Method 99.2 98.3 9.6 8.5 69.2 559 36.4 241 22.7 17.3 13.3
2 The Method of Ref.[2](1=2) 8.9 8.5 8.3 77.9 50.0 33.4 268 19.2 157 10.0 13.1
3 The Method of Ref.[2](1=3) 8.4 8.5 8.4 79.4 51.0 356 27.0 19.5 16.8 10.1 13.3
4 The Method of Ref.[2](1=4) 8.5 87.7 8.3 8.1 52.3 36.7 27.7 20.1 16.3 11.1 13.4
5  The Method of Ref.[2](1=5) 9.2 8.9 8.2 79.9 52.2 365 27.0 20.2 16.3 10.6 13.0
6  The Method of Ref.[2](1=6) 8.7 87.9 87.9 80.7 53.5 37.0 28.2 200 16.8 10.7 13.3
7 The Method of Ref.[2](1=7) 8.9 90.4 87.4 80.8 55.5 37.9 28.2 20.2 16.6 11.7 13.1
8  The Method of Ref.[2](1=8) 89.5 8.0 87.4 81.9 59.3 38.3 28.3 20.4 17.1 12.3  13.2
9  The GMM-Based Method 92.7 90.9 90.5 80.7 61.3 50.2 358 20.3 17.5 12.5 13.7
10 The SVM Classifier 97.9 97.1 96.6 87.4 66.2 545 36.3 241 22.2 17.0 13.4
11 0,1 Frequency Test Method 100.0 92.5 8.7 8.9 8.6 79.5 76.1 72.4 70.3 68.2 65.3
12 Serial Test Method 99.6 90.4 8.9 8.8 76.1 62.5 549 53.0 51.8 555 54.9
13 Poker Test Method 91.6 90.9 8.3 8.2 74.7 46.6 38.4 36.8 34.4 30.1 29.3
14 Runs test Method 98.9 97.3 91.2 80.6 61.0 40.8 27.5 26.5 25.3 23.6 27.4

R3 3 LSBEBRESHARGNEEE PD1 HIEE KNSR
. Embedding Ratio
Steganalysis Methods

100% 90%  80%  70%  60%  50%  40%  30%  20%  10%  Cover
1 The Proposed Method 100.0 99.5 97.3 86.7 72.6 58.7 37.9 250 22.4 16.2 11.3
2 The Method of Ref.[2](1=2) 9.3 92,3 91.2 733 523 363 295 19.4 159 10.1 11.1
3 The Method of Ref.[2](1=3) 9.7 93.6 92.3 73.9 535 37.2 295 19.8 16.4 11.0 11.6
4 The Method of Ref.[2](1=4) 92.9 92.6 91.8 74.1 53.8 37.9 29.8 20.0 16.3 11.3 11.4
5  The Method of Ref.[2](1=5) 90.0 8.1 90.5 74.8 54.9 38.1 29.7 20.2 16.6 11.6 11.0
6  The Method of Ref.[2](1=6) 91.3 8.5 90.7 75.3 56.1 38.7 30.1 20.2 16.6 11.7 11.3
7 The Method of Ref.[2](1=7) 8.7 8.3 8.6 76.1 61.3 39.7 30.2 203 169 1l.6 11.1
8  The Method of Ref.[2](1=8) 8.3 87.4 86.2 77.7 62.2 40.2 30.5 21.1 16.9 11.8 11.2
9  The GMM-Based Method 9.4 93.7 8.7 80.9 66.3 47.8 29.5 20.3 15.8 14.5 12.4
10 The SVM Classifier 98.7 97.3 942 8.3 70.6 54.4 33.1 23.6 203 16.3 11.7
11 0,1 Frequency Test Method 100.0 9%4.9 90.5 87.5 84.3 783 71.4 65.5 64.5 63.6 62.4
12 Serial Test Method 99.7 94.8 90.6 8.6 81.1 68.0 60.3 542 52.8 51.8 50.7
13 Poker Test Method 91.8 95.8 90.9 &4.3 77.1 57.6 48.3 43.6 41.6 40.2 39.4
14 Runs test Method 98.7 99.1 96.2 8.2 75.6 55.0 46.0 38.9 37.3 36.3 35.9

F4 §31ISB LEREHNARENEEE PD2 HIRE EMKMER
. Embedding Ratio
Steganalysis Methods

100% 90%  80%  710%  60%  50%  40%  30%  20% 10%  Cover
1 The Proposed Method 100.0 100.0 100.0 91.1 8.8 67.6 50.3 39.1 30.2 19.4 8.4
2 The Method of Ref.[2](1=2) 100.0 98.5 95.6 8.0 74.2 50.1 34.1 23.0 19.1 10.3 9.1
3 The Method of Ref.[2](1=3) 93.7 93.2 9.1 8.6 75.5 50.6 355 23.7 19.5 10.3 8.6
4 The Method of Ref.[2](1=4) 100.0 91.1 8.3 90.1 76.0 51.2 355 24.6 20.0 11.4 8.7
5  The Method of Ref.[2](1=5) 93.5 8.1 8.2 9.5 76.3 52.0 36.2 253 20.0 11.5 8.5
6  The Method of Ref.[2](1=6) 88.4 8.2 8.5 8.2 77.5 53.0 36.6 25.5 21.2 12.0 8.9
7 The Method of Ref.[2](1=7) 87.4 8.3 8.1 8.3 78.6 547 37.0 26.0 23.2 12.5 9.0
8  The Method of Ref.[2](1=8) 87.0 86.2 86.7 8.8 79.6 55.9 39.1 26.5 24.0 13.2 8.9
9  The GMM-Based Method 9.9 92.4 92.1 8.5 754 60.3 48.3 355 23.4 15.1 8.3
10 The SVM Classifier 97.3 95.0 94.7 8.3 8.1 644 525 37.2 29.5 18.1 8.8
11 0,1 Frequency Test Method 100.0 86.4 8.2 77.3 74.4 71.1 66.3 64.5 59.7 60.0 58.1
12 Serial Test Method 93.5 79.0 74.2 61.4 59.0 47.2 4.4 42.6 41.9 40.5 38.1
13 Poker Test Method 83.5 8.4 8.9 61.6 59.5 33.4 30.7 33.6 28.2 293 27.3
14 Runs test Method 100.0 96.1 8.8 73.9 52.3 33.6 31.8 28.2 28.2 264 27.6
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Steganalyss Methods Embedding Ratio
100% 90% 80% 70% 60% 50% 40% 30% 20% 10% Cover
1 The Proposed Method 100.0 100.0 100.0 92.4 81.3 64.6 48.1 38.5 29.3 18.3 8.3
2 The Method of Ref.[2](1=2) 95.3 95.5 93.3 87.1 70.4 48.0 28.2 22.4 20.9 11.2 8.1
3 The Method of Ref.[2](1=3) 98.4 97.1 90.7 91.9 74.0 48.5 30.8 23.0 21.3 12.0 8.5
4 The Method of Ref.[2](l=4) 96.7 95.8 91.7 90.6 75.0 50.2 32.3 23.4 21.5 12.4 8.2
5 The Method of Ref.[2](1=5) 95.1 93.4 93.5 90.7 76.6 51.2 32.7 24.1 22.0 12.5 8.8
6 The Method of Ref.[2](1=6) 95.1 91.7 91.9 87.2 77.1 52.3 33.1 24.3 22.2 12.7 8.2
7 The Method of Ref.[2](1=7) 92.6 92.2 89.3 84.6 77.8 53.7 34.6 25.7 23.1 13.1 8.7
8  The Method of Ref.[2](1=28) 9.5 91.2 86.6 84.8 78.2 54.8 35.5 27.1 24.6 13.9 8.4
9  The GMM-Based Method 95.2 94.0 92.7 90.2 76.6 58.3 42.2 33.6 24.6 14.5 9.1
10 The SVM Classifier 98.8 97.4 92.7 91.3 79.1 61.3 44.3 37.5 26.8 17.2 8.8
11 0,1 Frequency Test Method 100.0 86.5 81.4 77.4 74.6 71.5 66.2 64.1 59.3 60.0 58.2
12 Serial Test Method 9.3 80.8 77.5 63.6 58.0 46.5 45.1 43.1 41.5 40.3 38.7
13 Poker Test Method 88.0 87.6 83.8 62.5 58.3 36.3 35.6 33.7 31.0 30.1 27.7
14 Runs test Method 100.0 96.8 95.9 93.9 91.8 34.4 31.5 30.1 26.9 26.4 27.8
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