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Abstract:

of some security issues. Typical security issues are analyzed, and related security requirements are given,i.e.RFID privacy protec-

RFID discovery service is not widely used and related standard is not published, one main reason is the existence

tion, authorized RFID code access, untraceability of supply chain node, node authentication, message correctness, etc. According to
these security requirements, a double random number based secure communication mechanism of RFID discovery service is pro-
posed . Random number is used for node authentication and message authentication, and related query generating and routing algo-
rithm are given. This mechanism is implemented in PKU RFID’S system. The simulation tests show that the system not only imple-

ments security requirements mentioned above, but also has acceptable query hit rate and query responding time.

Key words: RFID;discovery service; secure communication mechanism;double random number
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processAndRoute (s . gstart , s. isAddr , client )

TEB R PAT R BUG , KR AR B 5 N, )
NMS £ i), JEEC T F145 RFID 2 B 65 o7 (4 4 7 B i 45 6
IR 55 il 72 [a] NMS 25 i) i F2 opy, 5 240 5 NMS 2242
AR AL U8 L A A 0 43 SR 10 TE A, I A A 3
PR RFID FARPE . [R] I, 7644 35 A iy ), 5 SR A
MR [l AR B 2 DOR L A 38y m] AR AT

IS ) R O AR AL B S e R SR M
A
5.2 EAMBESHEEX

TEAE AT S, IR A R A A 9 5 N, [ AR
RN &A= B SS DA K A B i Ui SR
BT R, A5 AR R DA R R AR R A S
FFRL A A L 1) 0 5, R AT A ) O D 2 T AT A i
K AEHEAT A ) e AT, T SR A Y S T R
R RFID g it LA K A 1257, i 15 0] i ZRASE i 2 AH i
PYAE R & VAT, R AN Su v AT AR AT
B R AT SRR A A RS I A R B R %
B A AN,

SR W N, AR BRAS A 08 5 B e A ) i A
WA N, ) g, W UG AR A 1R 2 7 i Lk
W T RS R A AR A 4 R
processAndRoute( q: Query, isAddr : URI, client : URI)
/o H R R A A R & A, BB A R AR ID A
R D AR ST, IR, WU AZE R EZ AT C 4
BHAM Y S R BNAR Y S BIAGE A « /
if checkIfQueriesCollision(¢) = true

exit;
/% QRSB BB, AT A A
result: Result = queryLocal () //7EAS M5 BIR % EIATEH) ¢
/% RRERA AT IS 2R AR IS 7 28 960 4 B R X 1O P L B R
T RER PRI ¢ IS R XY SR A i AR
SRR T AT AOATE AN E 1A, 55 ROIE R #E AT
— K, RS F IR » /
Guew: Query = rewriteQuery( g , result) //HE U AT,
for each ¢ 0 gsetye,// FHATRIT
/% WNABREFNFRPALAR g, ZREE A BRI AR 9 S {5 S
Je 55 stk = /
{isAddr = lookupNeighbors( ¢, . routeTo)
/% TR N, A EHLE, VRS T B E R JERE , 2R 5 1) i
T R isAddr ¥ %A ) TR AE R op, B T LRI A
BRI SR B B DIE . AE R 2K TH Y, NodelD, 37519 1 isAddr
MR * /
Ry, = genrandom( ) ;
SendMessage ( isAddr , N, Guew » Ry, » H( NodeIDj | N, | @ | Ry,) ) 5
/% TS isAddr FEHRRENS B G it B B8R H( NodelD,, | N,
| Qe | Ry ) FE RO AW A T 25 58 FU AR, B0 MR T B A 5 B
BB MR, AT BT, 5 isAddr 388 9 04T A
AL BN R . =/
if not verify _ mgqq, ( Grew )
break ;
processAndRoute( ¢, , isAddr , client )
{//end foreach
/745 OB R SR, T AT L IE
Ry, = genrandom( ) ;
SendMessage ( client , N, , result , Ry, , H( client | N, | result | Ry, )) 5
/% KA WIE UG ITE DS 5181 s eI BN B G , Wit
B &1 Hclient | N, | result | Ry, ) H-FEMCE WIS A 25 2R L
B, AR UETH B2 A 0 S, AR SR T, A s SR 3, 5 )
client PATA G RIA L. * /
if not verify _ Mg ( result )
discard( result ) ;
combineResult() .

REEAE — YR B 55 A if) R v, o 7R A% A O
TR R AT AEFE AT AR T d A S
F1R3 5 1] e I R R 2 A i £ 30 2 7 AR DL RO R R
PEAT A S, I 52 BRI 0 B A BAG PRI . A1 A5
Z AL RT3 A5 I, 3 Aok A A AL LA B s 7 o ROk
HEAT I B E RIS A5 A DIE C19 i AE— 3K, FOR
SRS R TR 055G AR ), DT PR 3 1 3 A 9 22 42
Al‘i.
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B AL PR A~ 28 0 7 2 10 0 g B[R] b A 380 R, A= i
DB A A 5 — A e KA BE Oy 20 I bR 55 0.5 ~ 1 7
SR 2.5 ~ 5 T 55 A5 BIRSS SFA4

S F LT 1R

(DA AR B 50 UF SR ¢ 43 5 L 19 43
AR BRIR 55 1 TR P . 3R AT A ) 1 I e ]
20s. A if) Al A = BORE IS L HE I I ) P [ HL 25 0R
IER R A RECH /A A

(2) 2 )74 g B )« F VAN A& 425 A5 HL
5 53 A 2 B 55 14 IR 55 PR BE . X a2 o A Uk
AR 55 1) 32 S REFE R .
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S — X PO A A 3d A5 L A oA =Xk B
JIR 55 %F 100 A0 360 F9 -S4 e 1oy B [, 4> A o S 2 A AIE
L BE B —Hif g 16 548 10 AR P i 9 BT A Obser-
vationEvent F1 QuantityEventm , H:A ObservationEvent i iR
TPy AR WS B A B A B KA — 2 5 Quanti-
tyEvent #ifi i i) g 4 H G ] — A 28 9y it i B0, T A
R HARRY B SR A5 R 5 U Y 45 2R — B0, A &
SR 5] 45 S R0 T4 15 Y VR 1] B 25 SR AR TR 1
HILE A 22 AL F RS, 0 A =X % B 55 1 BB 0% [T GE
TS R , A0 180 iy v 32 78 S 90 I a8 s LR BE A8 3k F
100% .

e A TH) Y- X W 157 1 8] D7 18T, BT BE A A ) B AR Y
K BN 3085 N [ Py 496 Jorm i B B 2 . S 4
SR B G AR B AR KR A3 I, A& 4 i AR L
X - 257 e 7 i (V) £ 552 e 2 % 9T 8 KA L X A4 SR LA
AR Al AR HL 4 BT, TR Ol Bl A B AR K Y
BT, BRAT 0 =2 R A LA R B 2 1, DA A
IEFR 2 A AL ) FRA T I ] A B 2 3 EL 2 25 2R

F AL @ A5 HLE ) PKU RFID’S S 23047 5 (7]
K 3s, T I0 A % 423 A5 HL G ST 2 AT ) A i 1
S Ss. BRI BE 2535 66% , (H & 55 i 45 S %t T
FUORUL, JE T A2 B 22 8 S0 — 45 RAE LA 3.
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S 0 RSB — AH R SE B AR FE A
BTS20 A R BUIR 55 X 100 1~ BOM £ i i) -F- 44
M ROz P ] A A SE B, Wi Z (BB 2 ~ 3 =2 AL
KA, I HENERHERE TRV A ITA Obser-
vationEvent, QuantityEvent, AggregationEvent #1 Trans-
formEvent> , Hr1, AggregationEvent 15 T 4 i ) £ 3/
2H 25 5 i 40 25 /R 1) & 4 5 TransformEvent Z) ] T 22 4>
Wy iy 23 i A B AR T ) i B S TR I i R
[8] B4 KT Recall 7).

SER SR TU A 45 R — B0 A R GEIR 1] Y &
SRS A N2 R [T 1) 45 S ], 15 B AE A
AHLHI TS %5 BOM £ i) B RER [0 IEAR 25 2R , A i iy
A2 IS MU R BEAZ 1K 2 100% .

TEAL -2 We Oz I 18] 7 T, AU T 50—, B R 4
TR AR B EE F18 I, 5 R ] ) 49 o i s B 2 4
i, I ELREAE 2 i) AR 1K B RIS, A 22 4x T AE PL
X - 247 Wi . R[] 1) 525 Wl g 728 ¥ 44 Y

M50 il b RN % 42 3E fF L Y PKU
RFIDS 11T BOM £ i1 117 K 3047 I ] d5e 1 4, 1 0
AL ASEAE AL B AT I 1] B 4 Oy 6 48 i B2
N 50% , FLBIAHXS T 286G — R BiAT B T B, (H84 00 ) 44
XTS5 R, AL A AL X o3 A1 2% BUIR 55
S 47 e 17 R ] £ 57 W) R T AR IR AR A KR, T S
IR K RAK AR TR KU, & T Al 4%
SZHIFEEE Z N, A % 4T A AL A4 A 3k IR 55
TRRRE BT ] I . S2 08 25 SRR LR 4.

AT S A3 BT, P <22 4l A AL S 0 2 A XUk
BUAR 55 BEWS IE A Hu P2 14528 RFID i 5 25 30 AR 55, FR AR
S5 ROz P[RR S B O 2 4 e A5 BIL i A 23 A1 X
KB 55 A B N , (B2 AT SR A F P ] 2 32 1 Y
Z W BB T I



160 H +

2 2013 4f:

6000 [ —+— 434 ZNDS - 35 Wi ¥ B ]
. —— I AL 53 A SNDS -5 i B e 7]

2000

P35 B I [R] /ms

9 1H f3 {5 1% 19
Bk K
B4 BOMZ ) 9T 35 W SLE 7]

1
1 3 5 7

7 Bk

15 =H

N1 R e BRIR 55 A i I A TR Y 2 A oR G AR 3
PR T — Rl TR E Y 73 A1 X BUAR 55 % 4l 1
HLH AEHET PKIX oA 2% BUIR 5519 s EA T DGR B 4k
filt b FEAE ) B o, %k RFID S £ 147 W A A GRGIE I
FATENE , 22 T WU BE LRI A 535 5 B S AIE

A AR L PKU RFID’S R 48 H i 1
T A N B AR DR, BRER AR AR R A R
T A P G R 1 AR Sl A T 28 907 R IR LA
IEEN B O FAY, ) i R 2 43 45 B, PR3P A2
A TR PR IO 5 14 R R o B D O 1) 45 A ML A
BN B PRI 2 M B S A W B S B UE W R SR AE S B
LA SR A A L, A OT6 BIE, A B 9 T
PR — 2P 2 — P AZ T I % 2 SR OF o R 4
PERE .

S 3k

[1] VeriSign. The EPC network: Enhancing the supply chain[ R].
VeriSign Inc, Mountain View, CA,2004.

[2] R Agrawal, A Cheung, K Kailing,S Schonauer. Towards trace-
ability across sovereign, distributed RFID databases [ A ] . Desai
B C Proc Of the 10th Intl Database Engineering & Applications
Symposium[ C] . Delhi, India, 2006. 174 — 184.

[3] EPCglobal. EPC information services (EPCIS) version 1.0. 1
specification [ S/OL]. http://www. epcglobalinc. org/stan-
dards/ epcis/epcis_ 1 _0_ 1-standard-20070921 . pdf, 2007-09.

(4] B3, 205G, 55 AL RTEE F 45~ —FP 4346 X RFID & LR
55 (1] 72441, 2010,38(2A) :99 - 106.

ZHAO Wen, LI Xin-peng, et al. A distributed RFID discovery
service for supply chain[J]. Acta Electronica Sinica, 2010, 38
(2A):99 — 106. (in Chinese)

[5] Jakkhupan Worapot, Yuefeng Li, Arch-Int Somjit. Design and
implement of the EPC discovery services with confidentiality
for multiple data owners[ A] . Proceedings of the IEEE Interna-
tional Conference on RFID-Technology and Applications[ C] .
Guangzhou, China,2010.19 - 25.

[6] Qiang Yan,Robert H Deng, Zheng Yan, Yingjiu Li, Tieyan Li.
Pseudonym-based RFID discovery service to mitigate unautho-
rized tracking in supply chain management[ A].2010 Second
International Symposium on Data, Privacy, and E-Commerce
[C]. Singapore,2010.21 - 26.

[7] Trevor Burbridge , Mark Harrison. Security considerations in the
design and peering of RFID discovery services[ A].2009 IEEE
International Conference on RFID[ C]. Orlando, USA, 2009.
249 - 256.

[8] Liu Xueyang, Zhao Wen, Huang Kaimu, Feng Zhiming, Zhang
Shikun, Wang Lifu. A secure communication mechanism of P2P
RFID code resolution network[ J] . Chinese Journal of Electron-
ics,2010,19(4) :621 — 626.

EEEN

B 35,1967 AR A, T BRSOt
ERFESEO A TR TAE AR RFID
HASRHA .

E-mail : zhaowen @ pku. edu. cn

XFE 51978 AR AR Tk R HR,
SRS A TR 5 B 2 4 RFID ARG
AR,

E-mail : liuxueyang @ pku. edu. cn



