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Abstract: WSN(Wireless Sensor Network)is formed by a large number of cheap sensors, and is used to collect information
of sensed objects in assigned area.In most applications of WSN, security schemes are needed to guarantee the communication secu-
rity . However, the security schemes based on key can not efficiently deal with the attacks from the inside of the network, and distin-
guish the malicious nodes. Therefore, trust models are applied to distinguish malicious nodes. Based on trust model and cloud theory,
CTM (Cloud-based Trust Model) is proposed in this paper. The analysis and simulation results show that, CTM can distinguish ma-

licious nodes efficiently .
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