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Abstract:

edge, a three-valued abstraction is proposed. Our work includes three parts: first the three-value semantics of the probabilistic tempo-

In order to overcome the state explosion problem in model checking the probabilistic temporal logic of knowl-

ral logic of knowledge is defined on the abstract model, and the initial abstract model is build according to the equivalence partition
of state space, and the preservation of satisfaction under the abstraction is proved; second the model checking algorithm of the proba-
bilistic temporal logic of knowledge is proposed; third how to refine the abstraction by the minimal witnesses and counterexamples

generated in model checking is shown. Finally, the abstraction is applied in model checking the Dining Cryptographer protocols.
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FIFEE 2 10T ARSI /N4 0 2 14 | BT e B
o] ) D 356 286 SiE 4 A 190 B 5 SR RS B =
o SR NIERR B A0, KA B R St s, o
FERR AT B GOR 5 s o e S
BT U [, 75 Ak % 5L 2 SRR, 4Rt s, T
VSRR JG X s, oRRS . XA AR SRR
W , T e — 4 i/ INIE TR 5 2 I 1 1 5 sk SRR
LR T 8 M IS 3 i 4R 2 0 5 MR s — 3
b, HISRAS IR g s 5 s, A R AS P B, B
HRER g I ] T S AR R 25, R U 0 156 R 45 4

—

tﬂi\cﬁ/’ﬁi%ﬁﬁﬂﬁ?&s/l:l,s,L,IEP%Ué%E’\J%?SﬁZﬁE%ﬁE"Hﬁ
A5 s, BSRBE ST

EiL2  refinement (= ;0 . ,s:)

Wl = W2 = (]S

DRI SRS A AT 2 Wi REW
5PN 7N

While s, $

Choose 36,;-

It P(s,s,) =L then Wy = W,U {s}//1 Hs, 55, 5%
Mg X R 1R A

Else Wy = W, U {s!

End if

~ o~

si=s; \ s}

End while

~ — ~ ~

—_ —_
Retumﬂl=80...3i,|W1 SiJrl...Sn,T['z:So...Si,le

G L JE A WSRO S5 o, 75 W4k SE X 7y, my SROKS . 80K
FRIRON JEUAE L X 4 — S8 B AR B A SRS L 1 31 S8 L TIF
AR AR AT

%3

~
W = comput-witness,;, (v, so) U compute-counterexam-

refinement (A , 90)

plemin( v, ?0)

While W5 ¢

Choose t& W

If refinement(x) = {m ,m! then W= WU {m ,m!

Else goto L

End if

If the truth of ¢ in A; can be decided then return the
truth of @ End if LW =W\ {x}

End while

6 1&EEV# N Dining Cryptographer i

6.1 Dining Cryptographer 1%

Dining Cryptographer BICERJg BE 4 R T
BB 1, David Chaum J2 38 i3 T 1 # 2 2K 51 A Dining
Cryptographer PIFSLH «

SR BB AT I R = R R S Bz
TR, R 55 DA VR AT AT RO >R FH B 4 7 R AT 1Y
FHorpr— AR 20T DA by ik g0 A K By NSA(SE [ [
KAL) BN . = MRE R B ' AN EL
FHIRATT (AT BE R A NSA SRAEABATIA I .

KT HR IS A WEAT K, David Chaum $2 H R 11 A9 P i
U iZ R A B 2 22 A — PR O I i iR
0«

(a) BRSO — A T3 1) L4l B T 9 A A 70
P HAT T B PR K 22 1], DT A At 4 b A 320 4 )
VA 2B T A4 2T .

(b)) B DR Z B i R Ut A i L 21 4 — A4
M, — A2 A TR, 75— 72 3 B9 A B9, U
b B ) AR T 1T 1 58— Rl —

(o) MR LA AL — A PR S SAS T3k, A At it
HHRH R 25 SR 0 2R b B AT S A S AR Ak At 1 32 IR S

WA AT UL, B A 1 £ 8 5 n] LUAR 3 b T BT 15t
A0, I R 2t VSA AR TG 2 AT v A R — A
AT A —REBCA BB =t NSA £, A — R4k
Sy a KOS R AT R A R — A A I e o T B R Y
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H AT A A S AT IR IS, AN R 3 B AR TR — A~
6.2 Dining Cryptographer Wi fJ#E % Kripke 2544

B NREE R BRI W S B A8 i T A4
S, A T 2 IR 1A 52, DR % 3R B ) A Bt 3 v &
R EA—FE . LIRS 1 O], A0 R 22 7 S
wF

coiny €10, 1,21 : Fr A WP i s I, 0 ik
BA AT 5

agree, € 10,1,2} : PR %% 5 B A —ASGE M & 1
BIZE—FEaliA —HE, 1 R A —FE, 2 FR—FE, 0 2R
[FATRINPEF

$FFARER 2 R E R 3, N AR &N coin;, a-
gree.(i€12,31). HAM, pay € 10,1,2,31 TR HERTHIBK,
Ho pay =0 2 H1 NSA I . 45 PR 3 X IR S e 4k
LG485 0 p " B G X B p R S 4 1 A
ARG AT SIE P 5 T] LAMESS g - SR8 T 4K
B BN AR T T 18T 5 U0 A R ARSI SRR A
FRATAF RN T PR SO R

WUEARES « coing =0 A\ agree, =0\ pay = 1(FRE K 1
A5} ) B coin; =0\ agree; =0\ pay 1(EBERF1KE
5K .

IR T coin; =0—>coin; =1:0.5;

coin; = 0—>coin; =2:0.5;

coin; > 0 A coin, >0 N\ coin, = coiny \ pay
=1—>agree;, = 1:1;

coiny > 0 A\ coiny > 0O\ coiny = coin, N\ pay
#1—>agree; =2:1;

coiny >0 A coiny > 0N\ coin; # coin, N\ pay
=1—>agree; =2:1;

coiny > 0 A\ coiny > 0O\ coin, # coin, N\ pay
#1—>agree; =1:1.

WHXR ~ X TRFRE s, 7 R s, 7 F
coiny = coin’y, agree; = agree’\, H. pay, pay’ i /& pay =
pay’ =150H pay =1, pay’ -1, WA & R A G
F, HARA n MRS CEAE M s W2 NFLR ~ 4,

WP (s,s') =1

X T REF 2 MR 3, REF IR AREK
1A, LT L3 S FREATIE 4 45 D T 3% 1
BORE 95 AR ISR 1 AT 1 038, MR i
KU T AR A BR AT 5 B AR R
WA R, B AR 2 R B 3 2o i —
FEE TSI LG R (56 AR 8 5 1 i
RSB I 0 1, S LB R 5 R T

BTG AR R TR LT PILK 750 ¢ = pay
#1—>K?%(pay20) V (Kf%(pay;éo—’(pay =2V pay =
3N A K?%(pay¢09pay =2)A\

A K?%(pay;éoﬁpay:?))).
6.3 FEIHKREKEE

JE U AR R A ) R IR S R X AR & coing , coin,,
coins, agree, , agree, , agrees, pay [ — 4 WRME. AR ¢ H
AL 578 5 pay , BT LA AR 285 25 18] 3 73 1) s 1 7T 7 SC
Fis 5 FEMYHAKERS s fis”F pay (4 {EL AH
85 pay A DUFRPAS ] 0 U, R il 52 &R e 3 A 1A
GORAS , i 2 R 1T o TS IVAIE ¥ K,
R 2 o H R TIAVHIDER ~ | B

S

5, 3
B2 Ding CryptographerthillitiZ R

AL AT A1 2 N R~ AR 2y
AR, VRO A TRER 1R coiny, agre,
BT BIRAE coin, = i, agree; = j M & , 1% coin, = i, a-
gree; = j,pay =0, coin; = i, agree, = j, pay =2, coin; = i,
agree; = j, pay =3 [PIRAS 51, 55, 53 & ~ 1 FEWMI.E=
ARETRE pay WEAHE,HZHFREX 1A
HIE pay BIRSETIL, HBNRER 1 WAERE, =
/l\}{jtzj&%z:m‘lzﬁﬂg,ltt P1<S|,31> = P|(32, 52) = P|
(5'3,83) = P1<Sl,82) = PI(SZ’SI> = Pl(sl,s3) = Pl(83,
Sl) = P](82,33) = P|(83,52) :%-ﬁ{%}{ﬁ%érﬂégg%{ﬁ
K53 ] AERAS s Bl s FUTSR pay BMEARZE, W s 5
s SR, 51 80, 83 B T AL B A8 AN 26 AR A1 il AR AU 11y
EXPGr,s) = P, ) = PGy ) = PG s) =
Pi(sass) = Pi(sisss) = PyCsyss) = PyGays3) = Py
(53.52) = S TAF TR coin, = i, agree, = j. pay = 1
ARZS 54085050 = 55, UL Py sy 50) = 1B RIS DU S0
BRIR IS, AT R IR R o, IR RS
RURT: P
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6.4 ZIHEHR

AT Java 155 & T Dining Cryptographer Bp3UK:
I T EL DCcheck . MR AT 5 A : 2. 10GHZ Intel Core2 Duo
Cpu,2GB RAM, Windows Vista BYERG X TEA n
PR Z L, Sk ) J@ ok

2 2
@=pay # 1> K3 (pay =0) V (K73 (pay 0>
" " 2

(i\z/zpay =i) N ,-/z\z = KZ3(pay<£0—>pay =i)).

1 M S s AL, Horh n R IR % K AL
H,S #RIERGEHRMRESHEHE, 1, FRTIERER

Gl 2 o FTTHAE IS ] (AR A D (A B IR S 56 1
Y , my FOREUE R R G0 R o B B0 A7 25 ]
A THUGE (R (PR KRBT IR SE 6 5 F 44915, S, o
MR RGETRENEHE, 1, RARBIUEI R REWH L ¢
JIT TS FE A IR ] CERA R R, (L VR S 36 8- 24 MED) L my
FOREUERN S R G0 @ T B0 P 7725 [R] 4 T 0 (i
(PPN K (EBCH IR SEH S E M) .

SZEGEE IR AT DA R B, A S AR T LR
RN R K E 30% , BEARTEUERT ] 25% . P L FRAT T
MG ARTE— R LG 1R ZS [ A ) 5

F1 =ZEHFBEAREEERQN Dining Cryptographer TSl # 8 Bz F

n 11 12 13 14 15 16

S 49164 106509 229390 491535 1048592 N/A
1 396.813 1002. 935 2342.258 5602.335 14758. 684 N/A
m 20616 23120 30004 53316 81340 N/A
S, 12 13 14 15 16 N/A
12} 302.813 790. 466 1890. 260 4033. 681 10847.633 N/A
my 14618 16867 22023 36795 63692 N/A

XFFARZSZS E RN ke 19 2R SR Ut B EA T R 7Y
Kl ot 280 Iy kb AARES . BAEIRE LT h A 2E,
PRI R B A b AR TER R B AT
BRI 538 I b AN IRES . O i /N Tk, BT A
TE RIS b FRATT A GBA AT LA W R ARG P A7 25 1] A 7
R ARAE L PRI U AR T 30% 7247 . 1 e
AN PR 22 B AR F2 B N 7E T 78 T3 RS 1
it ZAR RIFAF A > BARBR S AR TR — 22
FIHH SRS R

7 Z5ig

by e AR ASE TR A T AR S5 I 2T HE 38 PTLK H IR
A AR AR R, SCrp 7R T —Fh = (H R HOR . AT
MR EAR LI T PTLK 2~ 0] i 2 FAS W 2 PR i
PRt aa, BN 1A & R 00 2 (N &2 ) PTLK J& 1k,
M5t hs R Gedi 2 ORIl 2 ) PTLK R PE. H 4R RS
XF PTLK J& £ P56 RN & I, AT T DA
ANIESE RN A 51 S 1 SKORS i A, AT PR AIE T Sl R H0R
M 5E M. a8 R BE UK WU Dining Cryptographer 1}
BT WY T R HOR BRI A O R IR IR E 2R S8 1 AR
P/ BRI IR ] K ke 9 A 2 A4 - 1) FRATT 2 ok
R o R T (2 B 1 B AR RO LUERAIR, AR 4tk —
AT QAR LA e/ N UE SR A S 0 8 Ry B 5 | SR R G
HSRRG 5 2) ZE K T H. DCcheck w1, 718 GRS 5
BRI AE IR RS BT 031507 vk, B AR
FEOIRZS 175 2K, AT 46 /N e A S PR 22 18] 119 22 8
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