%91 | R Vol.41 No.9
2013 4E 9 H ACTA ELECTRONICA SINICA Sep. 2013

B Y ] ™ F AR R 43 2 9 Yl {1 T A5 2R

SEA B 224 k2 4P T P2
O ARFYIER G BRI SRR B, WAL K E 05004352 iR KA AE2E RS, LA 10008453 . P {5 8 22 & PEH O, B AT 100085)

W OE: IR TR V2R, B8 TN R AR A 0 R RSB B & A i st T [ B (EAS BE TR0 4 T
TR = B R AR FESESE A A QA T 51, FRAT AN B2 R A (T T & 2 1 S BSCR st [ [ g, i Lt 282 2% U 1)
A I PR R B X AR T B R R R . B SR AR AR B AR 2 VeI b, 25 R & A 1 7 E R (AR, R R
ot R R XURS: 2 R AR B Y AR SO TR G I E IR AT BT R U T 4 e A W ™ B AR B AT 0 2 3R T — B
BT 2 A T 4 T 5 2 A TR ) P2 AR R AN S A8 8 0 2 2 A 1 s §) 5 5R sf [e] (e 5, v L T3] o, 8 0000 A — 2%
BRI T A B R P2, 0 2 P A A e %) R B, 33X T U T T R G 3 T 14

KR IWEBNARE; SRBEIEE s TR EARE; a2

hESHES:  TNO11.23 XERFRIREE: A XEHS:  0372-2112 (2013) 09-1784-04

BB F=# URL: http://www. ejournal. org. cn DOI: 10.3969/j.issn.0372-2112.2013.09.018

Predicting Model of Vulnerabilities Based on the Type
of Vulnerability Severity

GAO Zhi-wei', YAO Yao?,RAO Fei’, LIU Yan-zhao®, LUO Ping’

(1. College of Information Science and Technology , Shijiazhuang Tiedao University , Shijiazhuang , Hebei 050043, China ;2. School of Sofiware
Tsinghua University , Beijing 100084, China ;3. China Information Technology Security Evaluation Center , Beijing 100085, China )

Abstract:  There are many kinds of software vulnerability prediction models which are capable of predicting the total number
and the time interval of occurrence of vulnerabilities in the software. But none of them can predict the severity of software vulnera-
bilities. However, in some cases, such as software credibility, we have to consider the total number of software vulnerabilities and
time interval as well as the vulnerability severity affecting the trustworthiness of software. Considering the impact of the vulnerabili-
ty severity, the application and risk control of software is also very important in the traditional software security. Based on the tradi-
tional Markov model, we classified the severity of software vulnerabilities occurrence, proposed a new software vulnerability predic-
tion mathematical model. The model can not only predict the total number of software vulnerability and the time interval, but also
the total number vulnerabilities of each class as well as the type of the vulnerabilities. Our tests showed that it has better accuracy,
and the type of information that other prediction models can not offer.
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