%11 | R Vol.41 No.l1l

2013 4£ 11 ACTA ELECTRONICA SINICA Nov. 2013
—> . Y, M2 A N
— T 1 e R BRI 1Y B AL PR PP ik
WL REL, R
(MR TRER AT BB 2 S HOR 2B, BRIEVTIR /K 150001)
B OE: ORI R T A AR RO R, BT — R T RE ML B BOR M B R DR 5 i % 1

BT Wi AT LASE o N BB AR M S SUG B A OO, B R  T  ATas (A2  Tas [E  FREE , AR
Je F P 3 P A bR KA BT BEATL B R MM 1 — A2 41 s (el R, S BRI O R AR [R] I ORIE 1 Bl 92 4, f
JEUEW] T % 42125 (B RERE PR 37 Sk K5l ] A Al g A AL ER . SR 4 SRR W TR R Bs B RA R BT 4R 1, 107 IR RE RS
A R PRAUE K42 B L FH v 1 Rl o

KER:  BRAVRY REBUEEH; WEEER; BEYRGY; “e TN
HESHES:  TP309.2 XHERFRIRES: A NXEHS:  0372-2112 (2013) 11-2187-06

B F= 3R URL: http://www. ejournal . org. cn DOI: 10.3969/j.1issn.0372-2112.2013.11.012

A Privacy Preservation Method for High Dimensional Data Mining

YANG Jing,ZHAO Jia-shi,ZHANG Jian-pei
( College of Computer Science and Technology , Harbin Engineering University , Harbin , Heilongjiang 150001, China )

Abstract:

sionality in privacy preserving data mining. To prevent leaks of random matrix which can lead to the reconstruction attack, it first

This paper proposes a privacy preservation method based on random projection to overcome the curse of dimen-

proposes the concepts of secure subspace and secure subspace mapping. Then, it constructs a secure subspace mapping using hash
technique , which is implemented by a random projection matrix, and it achieves a low distortion embedding while preserving the data
privacy . Finally, it proves that the secure subspace can preserve the Euclidean distance and inner product between any two original

points. The experimental results show that the proposed technique can ensure the data quality in different data mining applications ef-

fectively under the precondition of preserving data privacy.
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