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Abstract: This paper introduces FFC(formal function cryptanalysis)of block cipher that expresses each bit in the ciphertext
as pure formal functions in terms of the bits of the plaintext and master key by symbolic computation. As an application, we give a
meet in the middle attack on 13-round LBlock lightweight block cipher. The meet in the middle attack has a complexity of 2762 13-
round LBlock encryption using only 1 known plaintext, which is better than the algebraic attack given by Nicolas Courtois etc. at
FSE 2012 on 8-round LBlock, with data complexity 6 known plaintexs.
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