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Abstract: Video steganalysis has become an important research direction of the information hiding. How to search for motion
vector(MV ) hidden traces in the compressed stream with various video formats and design an effective steganalysis algorithm are
hotspots in current studying. Movement in the video can be divided into two groups: the imaging equipment movement and the
movement of the subject. Due to the block-matching motion estimation in H.264, strong correlations among adjacent macroblock’ s
MV are existed. However, MV-based information hiding will cause anomalies in the correlations between MV . This paper proposes a
method of correlation measurement based on anomalous co-occurrence frequency between MV, and on this basis, combined with H.
264 coding technology related to MV, designs a steganalysis algorithm for H.264 video. Experimental results demonstrate that the
proposed method has the advantages of high speed, and can be used to effectively detect MV-based steganography in the H. 264

video.
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I, T B USRI T | U G A 2 R FE A HE B
BORESR T I B) L AR SO U 1 KRG, RRAE £
BRI A, T T MV RS 43 M i 72 r 75 S [R] IR
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IZRH ] I ] A E AR 1] Sy ] WSS 4 2 ]
Deng 34k 1s 16s 10min40s Is 10min57s
YUV N
Cao 15 4k 2s 17s 20min29s 2s 20min48s
352 x 288
ZS' 392 4k 23s JG 8min03s 20s 8min23s
Deng RE: 3 1s 2min23s 13min04s Is 15min28s
iPhone 8
Cao 15 4 2s 2min27s 22min24s 2s 24min54s
1280 x 720
ZS' 392 4k 23s J 9min0ds 20s 9min24s
Deng RE: 3 1s 2mind7s 18min30s 1s 22min28s
HD-DV 8
Cao 15 4 2s 2min50s 31min32s 2s 34min24s
1920 x 1080
AR 392 4 23s oG 9min27s 20s 9mind7s
SEA compressed Video [ R]. ISO/IEC Doc, JTC1/SC29/WGl1,
6 ZF1e

ARSCHE T —Fh 3L A S P 5 1 HL. 264 U Y
MV BE A3 KT 0735 3 ek H. 264 PSR 52 2= 1 22 B s
FRILL K AT A8 KN R ST Bt MV BS54 A 152 00, 363
738 AR RS 0 fr O A MV g
922 S0 NMUAE, 38T T 40 BT Re Ak 4 & i B50RR B 5 76 Ut
FEAMh b T AR AR S B 1Y MV R G B T
FAIEE 392 AE MY RFAESE G, DT SEEEXT H. 264 #043 ) MV
FE A3 BTl . SEBSTE B 27 iR 7E H.264 T A R
R KI5 R AR S SRS T ) (1) EF X HL 264
PRATH B M 15 3 455 ) RS T 5 s 5 (2) % B T
JEAFAE S FF H.264 UARBRS 43 M) MV BEHE T 2% .
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