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Abstract: According to the characteristics of block cipher algorithm ,the parallelism of block cipher algorithm can be
divided into Four Dimensions Parallelism( FDP) ,which consists of same operational parallelism in a block, different opera-
tional parallelism in a block,same operational parallelism among multiple blocks and different operational parallelism among
multiple blocks. Four Dimensions Parallel Processing Model ( FDPM) for block cipher based on Amdahl’ s law was pro-
posed, which can guide the design of block cipher processing architecture and provide the overall suggestions for resource al-
location and parallelism development. And then Reconfigurable block Cipher Stream Architecture (RCSA) based on FDPM

was proposed, which can effectively develop parallelism of block cipher and improve processing performance and the utiliza-

tion rate of resources. The experimental results prove the veracity of FDPM and efficiency of RCSA.
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