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Magpie :a High-Security Lightweight Block Cipher
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Abstract: We present, so called, Magpie which is a new high-security lightweight block cipher. The block size of
Magpie is 64 bits and the key size is 96 bits. It employs a SPN structure and consists of 32 rounds. Magpie encryption algo-
rithm includes two parts:operation part and control part. Each operational round includes five basic modules ; AddConstants,
SubCells, ShiftRows , MixColumns , AddRoundKey. The control part is the key of 65 to 96 bits. 65 to 80 bits of key control
the SubCells. 81 to 96 bits of key control the MixColumns and the ShiftRows. The control signal can control the order of the
module operation. The Xilinx Virtex-5 FPGA hardware area of Magpie requires about 10679 slices and the throughout rate is

6. 4869Gb/s.
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2.1 Magpie iz&iFRTE

Magpie 55 VE & T 0 B i 35, - H KBl
64 {37, B BE [ 5 Oy 96 i, N iz 55 32 4% S5 Hai i 64
7% 3. 32 Fpis AT LLRIIE Magpie 25 A9 583 31 22 43 F
AMEIGh . AR IB SE A A A %@Tﬁéﬁ% A
fil ( AddConstants ), S £ 78 #t ( SubCells ), 17 # i
(ShiftRows ) , %1 & & ( MixColumns ) , % % 4H le] ( Ad-
dRoundKey) .

Magpie % R332 9 B IZ B AR AN I 1 7. MAIA
1 ARl LAAS 2, % 8 58T (Updatekey ) #5245 2 X i A9
WA AR SubCells , M1 3 2 % YR I S5 91K
9, I8 5 7 4 J5 22 Updatekey f % AL H 144
YER 96 i 915 P43 56 1 03] 64 {7 % PI48Ce in
WIBE 5 65 113 96 1% P AL i, Updatekey #24F
X 1 ALF] 64 (BB TR IE H R S &R .
i L TR AT R N A 1B S T R S

key-fUpdateKey| sUpdateKe; —{UpdateKe pdateKeyl—Ekey
(Round, | Round, | &c
P:Plaintext C:Ciphertext
1 Magpiell & Az &l

2.2 Magpie ZHHE L NERLM

Magpie %315 2L T SPN 4544, fe i 55 45 F tn
K2 fros, b4 32 B A IR] /) 4255 5. Magpie #0555 0%
Round, (0 < =i <32) WM& 24 5| I PR ZS
(state) ,key[64 ] % key[ 79 ] S @#HIfF T FHlfE S

select(key[ 80 ] % key[ 95 ]) 17 # i A& 4 5 51 IR 5 #Y
PEHES , R P DBk Iy 5 e 4. Hieis
B A BEA B AT -

2 select = 1, BB FTHYMF

AddConstants—SubCells—ShiftRows—MixColumns—
AddRoundKey

4 select =0, B HBFT R A

AddRoundKey — MixColumns — ShiftRows — SubCells
—AddConstants.

DIBR SR A e i i 3 o) 2258 51 356 B < BH SC (O 16
HF~) :0123 4567 _89AB _CDE

F; %48 (16 gEH3R) :0123 4567 _89A

B_CDEF _0123 _4567.

W key[ 64 ]3] key[ 79 ]2 S G B I F 5
(0123),, = (0000 _0001 _0010 _0011), ; %8 )5 16 1
N select il {55

(4567) , = (0100 0101 0110 _0111),.

XL 0 1 D\ A A5 BH T IR R A i i — ok
%, ] key[ 64 ] 5] key[79 ]y S G pEHI{E =,
PEREWISCH) S S8 i 55 91 S &8 . select F1Hl
55, TRAE Magpie % 1 5505 AT B A 15 91 1R & 1 42
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H
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3.1 SubCells F1 S E#iEFH £

Magpie [ S & #4) 3% & /£ PRESENT % 5531k S &
HSERE LT B, M 3 — A 4R, T R
K&

x =sbox[ 1] [sbox[0][x]];
x =sbox[ 0] [sbox[1][x]];

L F T AR E 2, 25 P Sbox[2] [ 16 ] AY(E
e

Sbox[2][16] = |

5,14,15,8,12,1,2,13,11,4,6,3,0,7,9,10,

12,5,6,11,9,0,10,13,3,14,15,8,4,7,1,2

s
3.2 MixColumns 7 5| 45 fE#3i&E 7%

Magpie %5 A% 35 VA £ 45 W0 4~ 5E 4. 5F — A0 B AL 1
U AR

const byte MixColMatrix[ 16] = |

4, 1, 2
8, 6, 5, 6,
11,14, 10, 9,
2, 2, 15, 11
Fs
AT RASKR H MixColMatrix (3546 FEUNT -
const byte r_MixColMatrix[ 16] = |
12, 12, 13, 4,
3, 8, 4, 5,
7, 6, 2, 14,
13, 9, 9, 13

Bt F T MixColMatrix [ 16 ] Fe 3596 45 [ r_ Mix-
ColMatrix [ 16 ] 2H 45 3| — /> #H B B, 33 FF Jon fie 285 55 w] LA
S HESANE

byte Matrix1[32] = |

4, 12, 1

8, 3, 6, 8, 5, 4, 6, 5,

11, 7, 14, 6, 10, 2, 9, 14,

2, 13, 2, 9, 15, 9, 11,13

s
3.3 Magpie #izE

WIS (Plaintext) 2y 64 {3, ¥ H b &3 4 AL /E— 1
m,;(0 < =1 <16) ;Plaintext =m, || m, || -+ ||

my, || mys s [ 96 17 %5 9] key 104E :key =k, || &,
|2 ooy [ Foyse IR PR TADIRZS A 44 state.

AddConstants ¥ state $ /= i1 \AE B A5 371\ A
5 RC[i](0< =i<32) 5E. RC[J] A BRI

’

byte RC[RN] = {
0x02,0x03 ,0x06 ,0x0A ,
0x3C,0x92,0xA3,0x61,
0xA8,0xCD,0xFE,0x3B,
0x2C,0x6E ,0x25,0x6D,
0x6D,0x25 ,0x6E ,0x2C,
0x3B,0xFE,0xCD ,0xA8 ,
0x61,0xA3,0x92,0x3C,
0x0A ,0x06,0x03,0x02

Fs

TEHA - B ENR R Z:RCLi] =RC[31 -
il.

SubCells ;¥ state iCfF :state = S, || S, || =- || S,. |l
S FHRE TR UK

C, =Sbox[ key[64 +i] ][S,];(0< =i<16).

ShiftRows : IZFE He th A5 ¥ H {5 5 select, ¥ state FH
VE—A~4 x4 P3ERE B Iu R i 4 A 3 HIECEH A, a0
RIERIES select T 1, R —FhJr 5 :state (Y55 —
TR ARG — 2500 50 AT IR 2R 1 D0, 56
AR ZERG AT B DT DR A 3l R S
5 select 550, R FHEH ZFh 5 % s state S —ATTEHA
Bo— AR B ATIR AR AT, 5B AT E
BRI AN B

MixColumns : Z KB H A7 £ il {5 5 select, 4 B 3C
state HIE—14 x4 MM, B DICEA 4 7, 2 state
F MixColumns FHIERT , U1 RF= #1155 select 2T 1, state
x 1r_ MixColMatrix ; 41 532 i {5 5 select 25T 0, state x
MixColMatrix.

1 MixColMatrix 5 r_ MixColMatrix 5, i 75 AR P
select {5 5 FEEBEH I H AN TR 2 5858, A 10
ES¥

M select {550 1 B}, 1 H 45 % r_ MixColMatrix H1
Hocz . 12,12,13,4,3,8,4,5 ,7,6,2,14 ,13,9,9
X 16 PMITRAE—A> 4 x4 [HE RN state 174 BRI
(X' + X+ 1) Fekis i ;

Y4 select {554 0 B}, 1% H 46 [4 MixColMatrix H 1
J6%E:4,1,2,2,8,6,5,6,11,14,10,9,2,2,15,11 ;%1%
16 NICR A — 1 4 x4 [5E B FI state HE47 A BRI

(X' + X +1) iz A
AddRoundKey : 14 state Fl1%5 4H 1) i A2 i1 64 £ 3547

Round : fii e Hp A0 5 DL AN 2 BAL L, % 4 key
8 16 AR round ¥ I55, B — 00 (5 5 # il %

Updatekey : I % 51 i 211 1) 64 (i BRFe—k S &
A, B S R R A ST S SR AH [
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3.4 Magpie INZE X
H C i F XF Magpie % ﬁ%%{f W n % iB R A
wr.

EiX1 Magpie MEIZH

i A : Plaintext, % 4] key.
iy Y - 3 Ciphertxt

1 ;state = Plaintext ;

2. AddRoundKey ( key) ;
3:For(i=03:<32;i+ +) |
4. if(key[81+(i/2)]==1) |
5. Round ( state , key) ;
6:SubCells(key) ;

7: |

8.else |

9.SubCells(key) ;

10: Round(state,key) ;
114

12}

13 ; Ciphertext = state;

4 Magpie fEZEELY

Magpie % RS B0 R 22— il A2 il 85 56 42 52
YL BRI

55 0) 0 RS 32 A B S (BT A
0,0 £ 1)

%52) B MmO 16 i
»»»»»» ks ks bios—koskoihios.... kg g by ) -
Magpie %555 2412 538 70 vh s 58

1) AddConstants; RC 41 F 32 /R:RC[i] =
[31-i], 7] L& H AddConstants B ¥ ¥ 18 4. 3 J[];Eé
AR5

2)SubCells: Shox ZXHA W LU T R ER:

x =sbox[ 1] [sbox[0][x]];

x =sbox[ 0] [ sbox[1][x]].

1} Shox &5 — T A5 Ky B4 key [ 64 ] £ key[ 79 ] 4
il , R 2 % 41 key [ 64 ] 3] key [ 79 ] 1 2 il {5 5 MK
B fERE I EIRIC AR, IS HE SubCells {133z 5.

3) ShiftRows: [l Ff & 52 #2E1l {5 5 select 1T, 5 il
55 select T 1 555 select 55 T 0 I #4752
e, o iR AT RS AL AR P i B

4) MixColumns : FH.H1 4 [ MixColumns 238 11 select
S5 A E ] MixColMatrix[ 16 ] 5 r_ MixColMatrix[ 16 ]
PN [ 4 I

Y select 550 1 I}, 36 H 46 [F r_ MixColMatrix H
Mook 12,12,13,4,3,8,4,5,7,6,2,14 ,13,9,9,
131

T 1 R L g o,

M select {5520 0 B}, 3% 44 40 % MixColMatrix A1 [
CE.(4,1.2.2.8,6,5,6,11,14,10,9,2.2,15,11] ;

X PR AR B A 0 B TR Ik R SK % 8 key
AP (55 U, [ RESE Blizis B s .

5) AddRoundKey : FEFFAE{E A 2 (1A PRI, S 8§
130 B e A &

14 Magpie fill % 505 B4 % 10 R, (0 < =i <
32)  mag s AR AN (GHrh R PACER B SO E Plain-
text, C {32 % 3 Ciphertext) :

PR, (key[81]) —R, (key[81]) —R, (key[82])
—R, (key[82]):+—R,, (key[95]) —R,, (key[95]) —
R,, (key[96]) —R,, (key[96])—C.

V5 285 B e B R D TS T Ay i 8 s

1) F4 B R B 32 7 — #E BB (BD 1 A2, 0,0
L)

2) ¥ B S 16 AL BERIEUENE (kg kg k. Koyks
kos ) = (kogkoskoy... kgskgy kg ) -

Magpie fift %% a5l B 40T (A F i PARER B SC
#5E Plaintext, C {8 # 2 3C Ciphertext ) ;

C—R,(key[96) —R, (key[96])—R, (key[95])—
R3(key[95] ) -~-—>R28(key[82] ) —Ry ( key[82] )_’Rsﬂ
(key[81])—R,, (key[81])—P.

5 REMUHSH

TEATT X Magpie %5 5805 1 42 2 PEHETT 317
51 ENWHELRMERE

Xf - SPN S5 M fniE s, S y B ZE P oY HUZ.
IR T2 o S 4G E RS P YT EUZ 1503
B PUE R BRIERER S SR feEk.

SIE 1 MY noxon FEFEXTRL T P4 HUZ 53 3¢
B 0+ 1, Magpie SERYFNIR G 4 x4 FHIG 8,
HCH S

UEWY W22 SOk 12].

1 AEATPU4E Magpie 5159 25 73 HHIE ( differ-
ential characteristic) fx/DA 25 PGB S &

HERH ;

il A\ Magpie B4 HUZ B HAFAETS 3 12 5757
R kA4 0 20 FROS— G ER S & Magpie
SRR VU4 22 0 RRAE A0 BT AN T Hoh R, RO 1 48
B 22 P AEIE (1 < =i < =32).

Magpie 875 B — A0 iy A 22 0 FRIE N — AN TE BR S

B RR T MEERS &L B 5 R, 4 MIGERS
&, &5 =48 Magpie %%E’Ji"ﬁ?ﬁ% X4 ANTEER S &
PO 16 MIGER S &,5% =5 R, 2 16 MEERS &. &
1F 55 DU Magpie BE3E R84, A8 4 MG ER S &, 5504
¥R, N4 ANTRERS &
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H L Magpie S35 PU$6 0 %5 32 55 22 73 FRAE 43 BT, 10
BizEE, GRS A/ A 1 +4 +16 +4 =25.

AR — etk AR — R AP EE R 20 22
SRR, Gt DU RS S e B AR A O NVECH IR BR S &%
ARG 25. 71, Magpie 0 LEAT DU 54 22 3 R
A/ ME 25 MIHER S &

TEEE.

EE2 LTI Magpie B0 AY LA FRE (linear
approximation ) Iz /0 25 MHEK S A

TEH ;

H1 T Magpie 53k ISR G 0 4 x 4 5H 14728 5 R 1IE
VRGP0 SRS AN 3B S PRI DU HE AR 4 ) e
TR S &8s/ N 22 BITHER S G4k thE 3 1 A UEH
Hh ] A1 Magpie 5506 (AT o] DU 46 728 46 22 43 R E A S5 /ME
25 MIGER S &

T LA ATAR[ U %S Magpie B35 A 4 AR FRAIE (linear ap-
proximation ) /LA 25 MEEK S A

UEEE.

— RS XL 22 O 5 A 1) 5 R 43 ) 2R A
ZEFHE SR PEREAITE IR S &%k, LR 2
IPRHE S ZMERE TG BR S & 2 e D B0, AR 4 1 i 42
P 22 53 FRAE 5 2R M R AE(EL, PEAL Magpie 55.9% i B0 25 43
LENMERRE J). Magpie SE151Y S & A fie K1 i i 22 73
41 ( differential distribution ) 5 £k #4: 18 /T ( linear ap-
proximation ) 4 2 ~* ;magpie FLILM S £ 2340 i 5 Ltk
UL R B KA 220016 B 4 <16 =277 s i K4k
PEERIAE (2 x4 16 -1)% =272,

451 1 . Magpie B8 35 32 $8 22 4 R AE(H
(272t 2 0

45 2 : Magpie 5875 32 $0 & PERRAE(E
(272)Rx3 %4 Lo -0

44 Magpie 3% rp 4 B2 I A 4% 12 BRI
SR P25 40 5 M A BE DR IR R R Ol 2" 4.

L B3R ) Magpie $5VE BT 22 73 5 2otk B0k 194y
Bt , Magpie SEIER BT 22 03 SNG4 X L
5.2 KREEH

PRB i 2 2 B ARk e ) i 2 KB 1) — e i
ATt BN Magpie HHG S S T — A 4E 4L
AT S AT LAl GF(2) iy 21 4> 5 B ik
FEA2E ST UL S & ] DLy 2 /0 21 AN XA 1 5 R 4
. B Magpie BISAPR AT LU E = Nx21 A~
WH W, IR TFEE V = Nx8 Ak, Hrh
N J& £ Magpie fill %5 5575 F & SR B TP S &8
Y LE Magpie 235N =32 x 16 + 16, I A &
HiHy 11088 >Ry 4224 N8 B2 A, X2 — 4
RIFE 2 20 e Oy R 4L, Bl FR B 2 AR 4k, oK

il — A XA Y E 278 B Oy B A Y [R)EJ2 NP
Hard, 52 2% FE 2 56T n (996850 5 AES I BB I,
Magpie [ J; FEEL AN A2 1 D HCHE 22, H AR 6 30 B 1]
I ZFE ARG TSR N B AR L AES 2 8% 4,
b, ARG X Magpie AN K4 Jia -
6 Magpie ZRIE L ERED T

X} Magpie #8547 T FPGA A {1 52 3L 55 1iF L
PERE , 4 ISE 13. 2 X} Magpie £545 T #EATHERE ST,
FPGA -5 Xilinx virtex-5 LX50T. [§] 3 J& Magpie T %,
F| FPGA [ Slice i FH SE 56 804 44

Number of errors: 0
Number of warnings: 66
Slice Logic Utilization:

Number of Slice Registers: 5,372 out of 28,800 18%
Number used as Flip Flops: 5,355
Number used as Latch-thrus: 17
Number of Slice LUTs: 5,307 out of 28,800 i8s
Number used as logic: 5,138 out of 28,800 17%
Number using 06 output only: 4,890
Number using OS5 output only: 75
Number using OS5 and 06: 173
Number used as Memory: 155 out of 7,680 2%
Number used as Dual Port RAM: 64
Number using O5 and 06: 64
Number used as Shift Register: 91
Number using 06 output only: 20
Number using O5 output only: 1
Number used as exclusive route-thru: 14
Number of route-thrus: 91
Number using 06 output only: 85
Number using O5 output only: 3
Number using O5 and 06: 3

%13 Magpie% i 5B HIFH

Slices /& FPGA | i1 fH# G, LUT J& FPGA 1%
FTT, BB Ay S0 Bt AR 2 .
K3 rpa] LTSt Magpie (5 F i Slices TR/
Size = 10679 slices.

4 J& Magpie %5 5574 I % iz 5 1) AR5, W]
DAFE 28 45 5 4 JE 399 2 9. 866ms , I 4 45 % 101. 358
MHz. g Al LA 58 ) Magpie %5 050 35005 A ik 0y
6. 4869Gb/s.

Timing summary:

Timing errors: 0 Score: 0 (Setup/Max: 0, Hold: 0)
Constraints cover 396381 paths, 16 nets, and 28944 connections
Design statistics:

Minimum period: 9.866ns (Maximum frequency: 101.358MHz)

Maximum path delay from/to any node: 4.405ns
Maximum net delay: 0.838ns

Analysis completed Sun Oct 13 19:35:42 2013
K14 Magpie il T {E %

[FRE, 0 H OB R 28 56 T B B 90 i B ik
PRESENT & A T 72 [A] A A SC B0 2R 58 T 64T 1 T A5 1
REMIE, (4] 5 & PRESENT %5 fith 5575 1) 1 A1 o T 52 96 25
H, 6 5 LA,

H S FE 6 A L5 5 PRESENT (&5 ] £
11824 slices; #Fnt 3y, 1. 8885Gh/s. [y | 5L 46 X} b v
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Design Swmmary:

Nunber of errors: 0
Number of warnings: 66
Slice Logic Utilization:
Number of Slice Registers: 5,292 out of 28,800 18%
Number used as Flip Flops: 5,276
Number used as Latch-thrus: 16
Number of Slice LUTs: 6,532 out of 28,800 22%
Number used as logic: 6,363 out of 28,800 22%
Number using O6 output only: 6,116
Number using OS5 output only: 75
Number using OS5 and 06: 172
Number used as Memory: 155 out of 7,680 2%
Nunber used as Dual Port RAN: 64
Number using O5 and 06: 64
Number used as Shift Register: 91
Number using O6 output only: S0
Number using OS5 output only: 1
Number used as exclusive route-thru: 14
Number of route-thrus: S0
Number using O6 output only: 85
Number using O5 output only: 2
Number using OS5 and 06: 3

%5 PRESENT# it S8 i fH

LAF i Magpie % % 5332 76 1 ARRUIN 5 1E BE b A 9 I
e

Tining swmary:

Timing errors: 70 Score: 1464544 (Setup/Max: 1464544, Hold: 0)
Constraints cover 295147905179353090000 paths, 16 nets, and 37785 connections

Design statistics:
Minimum period: 33.888ns (Maximum frequency: 29.509MHz)
Maximun path delay from/to any node: 4.956ns
Maximum net delay: 0.838ns

Analysis completed Fri Aug 16 16:37:35 2013

[§16 PRESENT# A5 TAEMI%
7 Z5ig

WICHR I T —FB A 5L T SPN S5 My i 45 2 7 4
W5 Magpie. Magpie 73 41 64 fif, %P1 K
96 fii. HeF SPN ZEA4 1 73 20 S A0 R YT LR R,
B IR AN — B, B A2 1 Magpie % 3% 53k
TN S 25K 52 4 — 2, AT AT S80S 48 VN 0 s
DR IIRIE. TR, Magpie %6 A% 5532 HO 0 A 2 12 5350
it AR S PR E , DRI, A 80O B o 1 A 5
LA SR et T — 2 TARRZXT 64 755 128 {if
WK 9 Magpie B L AT BT 5 5 8L, OF Htt—
A A TSR 5 A (LR A S B TR RS/ DN, o 3 ek
JE B, HTICT RE g B g AH S 3aK 1a] 2 A SO B 7
1, AL TS B
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Plaintext

Ciphertext

0123 _4567 _89AB _ CDEF

0123 _4567 _89AB _ CDEF _0123 _4567

FA6E _88AA _D71A _45E2

FAGE _88AA _D71A _45E2

9C2B _1467 _35A8 _ EDCF _ FEDC _ 195D

0123 _4567 _89AB _ CDEF

ASDE _14CF _3BB5 _8740

0876 _7877 _CB53 _381B _77E6 _4B65

4CDE _ AEDC _9949 _6779

4CDE _ AEDC _9949 _6779

9B76 _7B77 _139B _ BB48 _8819 _592D

ASDE _14CF _3BB5 _8740
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