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Branch Obfuscation Using Random Forest
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Abstract: Reverse engineering can automatically collect the path information which has been leaked in program run-
time,and then reveal the internal logics of programs. To mitigate path information leaking,this paper proposes a novel path
obfuscator to combat state-of-art reverse engineering by using random forest. The difficulty of reversing the obfuscated
branch is equivalent to extracting rules from random forests. Since random forests can be regarded as black-box and the cate-
gorizing process has high similarity with the behavior of path branch,so the specially trained random forest can realize the
functionality of path branch. The proposed obfuscator had been deployed on six programs from SPECint-2006 benchmarks.
The experimental results show that our method has significantly increased the computational cost of reverse engineering ,and
the introduced overhead is acceptable.
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FEXTHUAT 5 AT 55 240 3K A 19 06 45 k. A6 X L STk
[23 ] J7 ik it , S2E AT AR R B 4 bR ic A8 & T & 50 1
FEAR (IR TCTR SR A fith 2 o) — 45 B AR I A0 i A7 ot
AT, BEMLAR MBI T 4775 04T T B R brid 28
ST R B AR, E X BUAT 5 AT R 2 SR R I K BT
1 b AR SO SR A SRR S0k [ 23 1 2 AR

3) M- HERRE MR NBBIE

1 F A SCHR B TR VE T TR I B R o R A BR AR )
A BREE BT, BT LAY 24 2% 8 53X 9 g < 1)
HEBLRE ). A — B2 2 S A o A0k &, D
oy ARG 2 2 T log, b YN IR B AT A5 Y IE 6 19 %X
P B fian i ASE A 0 [0,65536 1, 43 32 5540 R
5, % A A 10000, = 43 45 8 1 #4524 (5000, 2500,
1250,625,312,156,78,39,17,8,4,6,5) , A3 13
BT R 3 1E A0 A AR SCEE T HE X R Feistel 2%
REETF M AELS, AL H N ITE L Feistel
W28 0% Je , I EAS B AR Y 56 R TEL , N s i A
SEIBEYUE RN HCE. Yol F AR ol R E oy S, —
A3 BRI P B S R 3G i, HLACR B2,
XA Ty AR LA T

TEXT BT 5% 0 0 gt () B T b, A SR i % i 1 43 32
WYy A A A e, R 2 T 3G T B AL AR AR
AR, — B R B L RRAR T 28 0 B A B ) A 2.
G528 LI E S Ry 172, Joep 1 i I 40 S i i A K
JE BB i A BE LR3I, Bk A 1T 10 A R S 45 A )
TR

ARSCHEILT specrand F2 )3 H I 43 3K A AR SC Y
05 1 B 5 7 0 i e R A R e i Ak Ay, 9F
SHAB PR E rk  AT X b R e R,
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ZYGs T IR R, X A AT LA E 52301, 5
AR /200 SEERAF A E 3 R IGE T, BEALAE
BRAITIRTI A 323 25 H T 5% I Wik ok B i 1) Kk
B o AR s A OO Ly A 4R 0 th

BEHLE A
#3 MAFBHEBREN_DERBERED
_— 2 IR AT ARGy
WRER | gewn | mwn N
specrand 25359 15 4875
BENLARARIR 1 186875 192084 74978
SVM IR 24571 11 730
FUEZY I A 26754 9 256

IZE 3 B4R T LA, SVM R IE A 2 N 45 1R 1R
AR S v, 2 ) A A e T A A R B
FEF R 2 5, A R e B S w1 bR A 2 B
TIXTEOC R, I AR B AR B 3 W b 0k T .
AR SCTAE R, 22 0 W F0 0 $e il s 135 YO8
BRI, A AR R A TG TR VT N S A A
ARSI 5 % i PR D e LA s i R ).

5.2 ZHEEITME

ASCRIT ZWaa 475K E I 7 2t F R i
FEFF IR TF4 , [ et T BRI 23 S AT UL
XFECSERE T, 0 e 1 U 2507 06 2 55 STk b i s
HHIE. 24 RN S 23 55 T e E] i R S 1] 5
Y. hE 4 Bdla Al UL, B () O 4 5 ST IO IE A O
specrand F PR 70 SCHATIREON 48478 I, 5IA T
BRI IS , HAR R e BN T B 800N, S 24
PATE T 45240 0. 005s. H T BEAL AR MK 55 4 K
AL PREAT LS, HLBEALARAR P S0 53 R a0 1) 2 32K
WA B, AN SCHR H IR IR 9 O Rk AE N R T B R A T
PRI 7 5. AR SO T ARG, SCHk[ 22,23 | B
e A 5 O B A I 2Rk JGRR I T AR S 5.
AN 1 i A BV IR AR S B0 A Bl 14 I
1) P 12 i) A J SRR o A9 Bl A R I 3205 7,
T BEHLAR bR 10 2 B R AP AE R 7, BI A RS b 25
()R 300k L SRA A R, (EUR A T2 A S A (|0A
GB ZJL TB) , ik L8 T J& T LA Z W AT #. AR SCHE
TRV 7 i AERCRE 2 T DI Z 1.

x4 FHEFFEHISEE

=R IRE Ji b 4 BEHLERARIR A SVM &V it 22 [P 245 U I3 SCATIREL
specrand 0. 801280s 11. 150352s 16. 7323955 20. 638s 48478
sjeng 8.410403s 8.794101s 9.814571s 13. 4365 2
mef 3.978625s 4. 186864s 4.926473s 4.8835s 1
lbm 6. 178057s 6. 1547505 6.196531s 6.35427s 1
bzip2 0. 090153s 0. 157843s 0.469917s 1. 14555 256
h264ref 51. 113300 62. 1256285 70. 5184735 69. 9385 25

xS ZEFFHIIEE

MHAFRSY | JRUG T4 Fﬁﬂ; ?f% S: l\f W%W] .
reif et HEAE)
specrand 16KB 112KB 34KB 24KB
sjeng 256KB 336KB 280KB 263KB
mef 48KB 144KB 78KB 54KB
Ibm 48KB 144KB 77KB 55KB
bzip2 176KB 272KB 202KB 184KB
h264ref 1.51MB 1.53MB 1.52MB 1.52MB

6 Hit5RER

AR SRR R T LA 2% 2 R AR AR RS IR 1 P i B
FH LSBT BEALAR AR R IR VE 27 1Y B A2 0 3, B a0
TR A

(L) ARSCY T B8R0 S5 38 FYa 1], fg o 1
N XOR (AND Z59E 2 4 (4 TR S . X FaxX e 5514,

CL A P b 7 6 4 T S 11 25 4 O TR A s 43 28
i, T 2338 BRI BN IE 4. A L Z T AR SO i
X e AE RS B AT 55k A AR BB A, A IS RO A AT
X PRI

(2) A SCAERAF 5 AT M4 FOR R FE T KLY
FRBL Iy At b, T B Jak 2 M Y 1 oy A AR B A
BT B HOMERE , BAT AT At

SR s TEARAT R J5 T, AR SCHE R 1) BE DL R A 125 42
TN T SEAT O AL T REALAR AR A I 47 R
PR EYE AT A iR B R AT AT AR 3, 30—
AUk D B [ T4
7 i

REFPAEIS AT I 22 B A5 il i A 5 8., 0 1) TR
AT DL 2B 15 R BLAE A e P 02 A O T R i
PEAF RS , P2 th T —Fh S T REAL AR AR A B AR TR G 7
- HEALARAR AT AR o —Fh SR, o3 R B 5 B A2 01
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